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Abstract—The Age of Incorrect Information (Aoll) is a metric
that can combine the freshness of the information available to
a gateway in an Internet of Things (IoT) network with the
accuracy of that information. As such, minimizing the Aoll
can allow the operators of IoT systems to have a more precise
and up-to-date picture of the environment in which the sensors
are deployed. However, most IoT systems do not allow for
centralized scheduling or explicit coordination, as sensors need
to be extremely simple and consume as little power as possible.
Finding a decentralized policy to minimize the Aoll can be ex-
tremely challenging in this setting. This paper presents a heuristic
to optimize Aoll for a slotted ALOHA system, starting from
a threshold-based policy and using dual methods to converge
to a better solution. This method can significantly outperform
state-independent policies, finding an efficient balance between
frequent updates and a low number of packet collisions.

I. INTRODUCTION

Transmission policies that guarantee a timely access to wire-
less sensor data represent an important component for Internet
of Things (IoT) sensor networks, which can be applied to
environmental monitoring, industrial automation, and several
other critical systems. This demand for timely information
has motivated the definition of Age of Information (Aol) [1],
which has been analyzed by a wide range of research studies
over the past years, manifesting the relevance of timeliness
in sensor networks [2], [3]. In addition to the Aol, a number
of related metrics have been proposed, including the Value of
Information (Vol) [4], which captures the error of the estimated
sensor values at the sink, thereby allowing the policy to take
into account the dynamics of the observed processes. The Age
of Incorrect Information (Aoll) [5] is a proposal that attempts
to combine the two metrics, being defined as the product of
the Aol and Vol.

Beyond the analysis of Aoll in a variety of systems, there is
a significant challenge of implementing policies and protocols
that reduce Aoll for low-power [oT sensor networks. A simple
solution for minimizing Aol is to use a pull-based scheme,
in which the receiver can poll sensors and schedule the one
with the highest age. However, this solution has two issues:
firstly, the receiver knows the Aol for each sensor, but not the
Vol, so it can only optimize for the statistical value, and might
schedule sensors that do not actually have valuable information
even if their age is high. Secondly, polling can be an energy-
intensive process, and many IoT communication technologies
do not even support it. Indeed, in order for the gateway to be

able to initiate the communication, sensors need to listen for
requests at any time, which can quickly deplete their batteries.

The optimization of Aol and Aoll is often performed using
Markov models, which can optimize expected performance.
In [6], the authors analyze Whittle index-based heuristics for
minimizing Aol, achieving asymptotic optimality when the
number of users is large. Whittle index policies can also
be used for Aoll, as in [7], which considers a multi-sensor
scenario with an infinite time horizon. Many recent works
also involve the use of threshold based policies. [8] proposes
threshold-type policies to minimize the Aoll with estimation at
the receiver in absence of updates for a single source observing
an autoregressive Markov process. A policy which is a ran-
domized combination of two deterministic threshold policies
is shown to be optimal in [9], where the authors study problem
of minimizing Aoll with power constraints in the presence of
an unreliable channel. [10] shows the optimality of a threshold
based pre-emptive policy and achieves the minimum Aoll
under a uniform and bounded delay distribution.

However, most of these works either only deal with the
first issue by considering statistical optimization, so that the
system is still based on a centralized scheduling, or consider
single-sensor systems, in which collisions are nonexistent. In
real push-based communications, sensors need to be able to
independently access the channel, while coordinating with
each other in a distributed manner. This problem is signifi-
cantly more challenging, as the information each sensor has is
severely limited. An aggressive strategy can cause the network
to become unstable, leading to extremely frequent collisions,
while a too conservative one can starve the receiver, leading
to an extremely high error rate. This decentralized setting has
been studied in the context of the basic Aol metric. Threshold
based policies for minimizing Aol in slotted ALOHA have
been proposed in [11], [12], where the sensors stay silent
until they have a certain Aol, after which they transmit with
a constant probability.

The objective of this work is to minimize Aoll in a decen-
tralized setting in which a group of IoT devices communicate
to the sink over a shared slotted ALOHA random access
channel. To this end, we formulate the Aoll minimization task
as a non-convex optimization problem, proposing a gradient-
based algorithm to obtain an approximate solution. Our results
show that the proposed algorithm manages to find policies
that significantly outperform state-independent policies, and



suggest that the optimal policy is a threshold-like function
that depends both on the current Aol and the Vol.

The remainder of the paper is organized as follows. First,
we present the system model in Sec. II. We then analyze the
Aoll evolution in Sec. III under an arbitrary policy, and derive
an upper bound on the average Aoll which we use in Sec. IV
to optimize the policy. Finally, we present numerical results
in Sec. V and conclude the paper in Sec. VL

II. SYSTEM MODEL

The system we consider involves a remote BS that aims to
collect observations from N different sensors which observe
independent, identically distributed discrete Markov processes.
Specifically, at time ¢ = 1,2,... the i-th sensor observes
Xi(t) € Z, a value governed by the random walk with the
transition probability diagram depicted in Fig. 1. Note that
pr + 2p; = 1, to ensure that they represent a valid prob-
ability space. Each sensor is responsible for communicating
its observed value to the BS over a shared medium, whose
access is regulated by slotted ALOHA: in every slot, any
sensor may access the channel, and interference is destructive,
so that if multiple sensors transmit in the same time slot, no
packet is received. We assume that the BS acknowledges the
successfully received packets, and will denote by X;(t) the
state of the Markov process from sensor ¢ that was most
recently communicated to the BS. We do not assume that
the nodes follow a specific retransmission strategy, but instead
model retransmissions implicitly as part of the policy.

To jointly characterize the freshness and accuracy of the
information the BS has, we define the Aoll for sensor ¢ as

Ai(t) = fi(t)gi(t), (D

where f;(t) corresponds to the penalty for information fresh-
ness (age), while g;(t) accounts for a penalty that occurs due
to the difference in the actual information. We will work with
a linear time penalty given as f;(t) =t — U,(t), where U;(¢)
corresponds to the last time instance when X; and X’l were
equal, i.e.,

For simplicity we define X;(0) = X;(0) = 0. Note that,
according to this definition, f;(t) is not the same as the time
elapsed since last successful transmission by sensor 4, but the
time elapsed since the observed state was the same as the
most recently transmitted state. Clearly, f;(¢) is computable
by sensor ¢, which observes the state transitions. The penalty
term g;(t) is simply given by the difference between the two:

gi(t) = | Xi(t) — Xi(t)]. 3)

The objective of this work is to devise a common transmis-
sion policy for all sensors, i.e, a mapping 7 : Z* — [0, 1] that
assigns a transmission probability for every pair (f, g) of age

and correctness penalties. Specifically, we seek a policy that
minimizes the expected Aoll averaged across the N sensors:
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Fig. 1. Process observed at each sensor.

where the expectation is over the state evolution and the
decisions of the transmission policy.

III. AoIl EVOLUTION ANALYSIS

In this section, we derive the transition probabilities of
the Markov chain describing the evolution of the Aoll under
a given policy m, which we will use in the next section
to optimize the transmission policy. However, as the opti-
mization problem is significantly complicated by the depen-
dence/collisions among the sensors over the shared channel,
at first we relax this constraint and assume that each user
sees a fixed probability of success, computed as a steady state
approximation. Consequently, we will focus on the evolution
of (f;(t), g:(t)) for an arbitrary user 7. Similar approximations
have been used previously [13], [14] to analyse the perfor-
mance of various random access protocols.

A. Markov Model Formulation

Since f;(t) and g;(t) are countably infinite, we truncate
the Markov chain to f;(t) < F, ¢;(t) < G, setting fixed
values F' and G, so that the mapping function becomes 7 :
{0,...,F} x {0,...,G} — [0,1]. Assuming that F' and G
are sufficiently large, this assumption comes with a negligible
impact on the optimal policy. We define the truncated state as
fT(t) = min{ f;(¢), F'} and g7 (t) = min{g;(t), G} so that the
state space for each node is given by

S={(f9)| f<F g<min(G,N)}. O

Let 7(f7(t), g7 (t)) denote the probability that sensor 4 trans-
mits in state (f7(¢t), g7 (t)). Denote further by s;(t) € S the
tuple (f7(t), g7 (t)), and by ¢(s;(t)) denote the probability of
successful transmission. Note that 7(s;) > q(s;) Vs;, as not
all transmissions are successful.

Any state for which g7 (¢) = 0 is collapsed into state (0,0),
due to the definition of the age penalty. We can then define
the probability function P(s, s"), mapping the transition prob-
abilities. We also define the symbol [z +y|r = min(T, z +y)
to simplify the notation below.

The simplest case is state (0,0), in which we have:

no_ 2pt(1 - Q((an)))a f/ = g/ = 17
= {pr rg@0).  f=g=0

where s' = (f’,¢'). If we consider state (f,1), we get:
pt(l_q((f7 1)))7 f/: [f+1}Fag/:27
P((£,1),8)=qp:(1 = a((f, 1)), f=U+1r,g=1
pt+(1_pt)q((f71))a fl:g/: Oa o



In all other cases, we have:

als f=f+1r
P(S S/) _ pt(l Q( ))7 g/ c {[g+ 1]G’g _ 1}7 (8)
’ pr(1=q(s), f'=[f+1r. g =g
q((s)), ff=¢ =0

The chain on S defined by the transition probabilities above
is a truncated version of the true Aoll evolution. Additionally,
it is finite, aperiodic, and irreducible, i.e., every state can be
reached from (0, 0) with positive probability and (0, 0) can be
reached from every state with positive probability. Given these
conditions, the chain has a stationary distribution ¢(f, g).

B. Probability of Successful Transmission

The probability of successful transmission ¢(s) used in the
previous section depends on the policy w. Recall that we
consider the case in which all sensors have the same policy,
but act in an entirely independent fashion, and that we for
simplicity assume that each user sees a fixed probability of
success in any given state. Before deriving an expression for
q(s), we first present the following intermediate result.

Lemma 1. For any reachable state (f,g) with f # F, we
have g < f.

Proof. In order for g to have a certain value, there must
have been at least g transitions starting from value 0. These
transitions would require at least f steps, as the chain can only
increase or decrease by 1 in each step. O

Assuming that all sensors are in steady state, except the
sensor of interest, we have ¢(f,g) = 7(f,g)¢~ 1, where £
corresponds to the probability that no other sensor is trans-
mitting. Using Lemma 1, the value of ¢ can be computed as:

F min(f,G)

=> > ot.9)
f=0 g=1

C. Upper Bound on the Aoll

(1—n(f,9)) €))

We conclude the section by presenting an upper bound on
the Aoll. We can give the expected truncated Aoll (which is a
lower bound to the real Aoll) by applying the ergodic theorem
of Markov chains:

F min(f,G)

Elfg] =Y > f9o(f.9)
f=0 g=0

Note that this value depends on 7, as the steady state distribu-
tion is a function of the transmission policy. As the truncated
Aoll is a lower bound to the real Aoll, it is not suitable for
reliability-oriented optimization, as using it leads to optimistic
policies and does not return a reliable estimate of the Aoll.
We can then derive the following result.

(10)

Theorem 1. For any policy 7 : S — [0,1] and a stationary
distribution ¢ for the Markov chain derived in Section I1I-A,
the average truncated Aoll E|[fg] is upper bounded by

F— min(f,G~1)
J(m,¢) = FG(F,G) + Z LA+ f9o(f,9)
f=1 g=1
G-1 .
(1 mlnge{1,...,G—1}(I(F79))
* gz:l G¢ F g) <F * mingE{l,...,Gfl} q(Fa g) )
2(1 - q((F,G)\ 1 —q((F,G))
* (F ERErT(Re) ) arFaoy i)l')

Proof. Let us consider the two subsets of S given by

Sp={(F,9):0<g<G}:;Se={(fG): G<f<F};
The only possible transitions out of these classes are to states
(0,0), for successful transmission, or (F,G), if the other
limit is reached. Transitions within each class are possible,
as defined by P. The non-truncated Aoll, A;(t) = fi(t)gi(t),
is different from the truncated Aoll only if the truncated chain
is in one of the states belonging to S¢, S, or (F,G).

The probability of exiting Sy through a successful trans-
mission at any given time, denoted as wp, is given by

| Yes, 9(s)als)
T s, 06) “”

This is lower-bounded by minses,. g(s), so that the geometric
distribution with parameter minge s, ¢(s) represents an upper
bound to the time spent in Sg. The Aoll after being in Sg
for i slots is upper-bounded by (F' + ¢)G, as all states in
Sr have an error smaller than G. We can adopt the same
approach for state (F, ), as the Aoll after remaining in the
state for ¢ steps is upper-bounded by (F' + ¢)(G + 4). Finally,
we consider class Sg: thanks to Lemma 1, the Aoll in state
(f,G) is upper-bounded by f2. We can then join the pieces
to obtain the bound

—1 min(G-1,f)

F
<> Zw, )fg + Zcbﬁ
f=1

_,—/
U.B. for states in Sg

o

> |Gl a9~ min 46 (F 96 3 009
U.B. for states in Sp
D O((F,G)(a((F, @) (1 = q((F,G)))'(F +i)(G + )
=0

U.B. for state (F,G)
13)



We can solve the second term in the sum as follows:
> l
5 (i ats > a0 -
=0 sESF SESE
1 — min,
G o) (F+ milsese q<s)) _
= min,es, q(s)

S (1~ minses, 4(s)
3 Go(F,g) <F+ mm‘*ESFqS). (14)
g=1

minsESF q(S)

1—m1nq ) F+14)G

sESF

Finally, the series giving the upper bound for state (F, G) can
be solved as below, omitting the term ¢((F,G)):

o(F.G)(1 = q((F,G))"(F +i)(G +1) =

(1 4((F.C)) 21— ¢((F,G))
[FG* «(F.0)) (”G* «(F.0)) ﬂ('ﬁ)

o

~
Il
o

If we sum the components, we obtain the value of J (7, ¢). O

Theorem 1 provides a closed-form upper bound on the
system under the steady state assumption, which we can use
to search for a policy 7* that minimizes approximated Aoll.
Such a solution is expected to also have a small actual Aoll.

IV. AoIIl OPTIMIZATION

A. Problem Definition

We can now define an optimization problem over the policy
space. Our objective is to find the policy 7* that minimizes
the average expected Aoll, and can be defined as

™~ ; ; fi(t)gi(t)

As mentioned, we approximate the minimization using the
bound J(m, ¢) derived in Theorem 1. To this end, we define
the following problem:

7 = argmin E |lim sup
m:5—[0,1] T—00

77] . (16)

st. oP=P, |¢|=1, 17)

0<¢(s) <1VseS,
0<7(s)<1VseS.

Here, the constraint ¢P = P represents the equality condi-
tions for the steady state distribution, where P here is the
transition probability matrix for the Markov chain derived in
Section III-A, which is a function of both 7 and ¢. The other
constraints ensure that ¢ and 7(s) are probability distributions.

Because of the constraints, (17) is difficult to solve directly.
Instead, we consider the Lagrangian relaxation to the above

problem given as
(mlg J(’]T7 (b) + k11 + koco + kscs + kycy,
Tr?

(18)

Algorithm 1 Gradient descent based minimization

Input: initial ¢;, m;, consts. K1, Ko, K3, K4, €1, €2, €3 ,€4

for i < max steps do
U(r,¢) = J(m,¢) + Kip(c1 — e1) + Kap(ca — e2) + Kap(cs —
€3) + Kap(ca — 64)
T4 T —

U (r,6)
an vaww A2
U(r,¢p)

b
¢ b - %I, Tl

return T, ¢

where the four penalty terms are defined as:

c1 = (|oP — ¢l12)%;

e 112 2 .
ca = | -1 ]1{277 > 1} + |7 |I"I{m < 0}; (19
ez = (ol — 1%

ca = (6 = 11)*H{e > 1} + [I9]*H{e < 0},

where k1, ko, k3, k4 are nonnegative Lagrange multipliers that
penalize the violation of the constraints. As the Lagrange
multiplier k; is increased, the constraint becomes tighter, i.e.
the resulting policy chosen by the algorithm has lower c;.

B. Optimization Algorithm

Solving the relaxed minimization problem on a computer
involves rewriting the objective function as
min

J(m, o) + kip(c
(i, ( );P(

where p(z) = max(0,x) is the rectified linear unit (ReLU)
function, €; is a tolerance level for constraint ¢ quantifying
satisfactory performance on constraint ¢. Ideally, in problem
(18) one should increase k; in steps to co which ensures that
the solution obtained have c¢; — 0 asymptotically. However
trying to make k;c; arbitrarily small can result in very high
values of J(m, ¢), and is a procedure of high complexity.

Using tolerances can help us avoid having to increase k;
to oo trying to get arbitrarily small ¢; as anything below the
tolerance level ¢; will fetch a zero penalty. Thus increasing k;
will not change the solution. In our experiments we set k; to
a constant large value in the initialization itself. However our
experiments suggest that leaky ReLU, p(z) = max(p,z, )
(pa < 1), leads to better convergence than the regular ReLU.

The method used for minimization is based on gradient
descent with a normalized gradient since the raw gradient can
be very large at certain points, and using this is likely to result
in probabilities that are either negative or greater than one. g
and o, are the learning rates for ¢ and 7, respectively.

(20)

C. Threshold Initialization

Since the problem is complicated non-convex, the initializa-
tion of 7 and ¢ play a central role in obtaining a good policy.
We initialize 7 as a threshold policy, which has demonstrated
to work well in practice. Specifically, we set 7(f,g) = 0
for fg < 7 and 7(f,g) = p for fg > 7, where 7 is a
suitably chosen threshold. In our experiments we set 7 equal to
the mean Aoll obtained using Algorithm 1 with initialization
o(f,g) ﬁ, (normalized such that the sum is 1) and
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w(f,g) o< fg, scaled such that m¢ = 0.9 transmission
attempts, and p = % After empirically finding a good 7 for a
given value of N and py, it can be extrapolated to other values
of p; using a simple relation threshold 7 oc /pg, which can
be shown to approximate the real Aoll.

V. NUMERICAL RESULTS

In order to verify the quality of our optimization, we tested
it in a Monte Carlo simulation over 10° steps for each scenario.
We compare our optimization with two state-independent
benchmarks, which transmit regardless of the value of f and
g, as long as g > 0, i.e., there is new information to send.
The first strategy is to always transmit with probability 1/N,
and is dubbed PT1, while the second limits the load to E by
having sensors transmit with probability E/N.

A leaky ReLU with a slope p, = 1076 was used in all
computations. We used tolerance levels €; = 1073, €5 = 1076,
€3 = 1075, and ¢4 = 107F, and penalties K; = 10%, Ky =
10", K3 = 10'°, and K, = 10''. In most of our experiments
the value of J(m, ¢) is in the order of 103; thus, these values
ensure that the product K; P; is about two orders of magnitude
greater than J(m, ¢)) whenever ¢; > ¢;.

We simulated the resulting policy for different values of
N and p;, after initializing all sensors in state (0,0). The
time average Aoll (the true Aoll, not the truncated version) is
shown in Fig. 2. As expected, the Aoll increases with p, and
N, and the growth seems to be approximately proportional
to /ps: as we will discuss later, this behavior is reflected by
the chosen threshold. However, the effect of the number of
sensors N depends on p;, as the total load on the network has
a non-linear effect: as we need to maintain the slotted ALOHA
system in its stability range to avoid a complete collapse,
the time f between subsequent transmissions can significantly
increase, and so will the error g as transitions in the chain
accumulate. The Aoll will be a product of these, so the effect
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Fig. 4. Performance improvement over the PT1 policy as a function of p;.

compounds, making systems with faster transitions much more
sensitive to an increased number of nodes. However, the steady
state approximation becomes more accurate with N, so the
dual policy gets closer to the optimum.

Fig. 3 shows the average total number of transmissions
across all sensors per time slot obtained from these sim-
ulations. Interestingly, when transitions are rare, the total
number of transmissions is almost independent from N: as
the channel is less loaded, the priority is to avoid collisions,
as sensors in larger networks are able to transmit less often
and still obtain a good Aoll performance. When p; > 0.2,
transitions become frequent, and holding back transmissions
enough to avoid congestion becomes suboptimal: in larger
networks, sensors can achieve a better Aoll by attempting to
transmit and failing with a relatively high probability, rather
than waiting and risking wasting some slots. This matches
our earlier intuition of a non-linearity in the optimal behavior,
that becomes more pronounced as the network approaches
full load and becomes severely congested. Note that the
number of transmissions is less than 1 in all cases, never
reaching higher than 0.85: as such, the optimal policy is also
more energy-efficient than state-independent slotted ALOHA
approaches. Note that we can come up with policies with
lower energy consumption (=~ 0.5 — 0.6) for higher values
of p;. This can be done by adding an energy constraint with
a penalty(p. = |[7m¢ — 0.5||3I(m¢ > 0.5)) to the objective
function. However, these policies result in a higher Aoll (about
double the Aoll we obtain without the constraint).

Next, we compare the dual policy with the PT1 and PTE
benchmarks: Figs. 4 and 5 show that the performance improve-
ment in terms of the average Aoll is between 75% and 85%,
i.e., the Aoll achieved by the dual policy is about 5 times lower
than for state-independent strategies. PT1 performs better
than PTE, but while PTE has the same energy efficiency as
our policy by design, the load generated by PT1 is always
higher, causing a higher energy cost for sensors. The overall
improvement is slightly higher for larger networks, but even
for smaller networks the performance gain is significant.

Finally, we can visualize the strategy itself: we take the
case with NV = 100 and p; = 0.3 and plot the transmission
probability as a colormap in Fig. 6. We can see that the policy
almost never transmits if the Aol is lower than 30, and that
probability increases as f and g increases, but is very high if
f is saturated: in that case, the real Aoll is unbounded, and
transmission is relatively urgent. The maximum transmission
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Fig. 6. Visualization of the policy used (p: =0.3, N =100).

rate in that case is close to 0.08, which is much higher than
the normal rate. The case in which g > f, which is shown
as having transmission probability O in the colormap, is never
reached in practice, as we discussed above. We can also see
the steady state probability for each state, mapped in Fig. 7:
in general, states with a relatively high age f are reached
often, but only if the error g is very low. The unlucky case
in which a sequence of transitions quickly leads the Aoll to
increase also has a relatively high probability, but as soon
as the overall Aoll passes the threshold, the transmission
probability is correspondingly high.

VI. CONCLUSIONS AND FUTURE WORK

In this work, we analyzed the optimization of the Aoll in a
slotted ALOHA network, in which sensors need to distribut-
edly transmit updates about independent Markov processes.
We consider a dual optimization based on a steady state
approximation of other sensors to find a high-performance
strategy to minimize Aoll, starting from a threshold-based
policy and gradually improving it. We found that the policy
outperforms naive approaches that do not take the sensor state
into account and benchmark threshold policies, and that sen-
sors can successfully coordinate to reduce Aoll, even though
the distributed scenario is much harder than a centralized one.

In future work, we plan to consider more advanced scenarios
in which sensors’ observations may be correlated, as well as
dual approaches that combine polling and unprompted updates,
taking the best from each approach to deal with complex
environments which cannot be perfectly modeled.
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