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Abstract

We consider the problem of distributed Kalman filtering for sensor networks
in the case there are constraints in data transmission, necessary to deal with
the limitation of the channel capacity, and there is model uncertainty. More
precisely, we propose two distributed filtering strategies with event-triggered
communication where the state estimators are computed according to the
least favorable model. The latter belongs to a ball about the nominal model.
We also show that both the methods are stable in the sense that the mean-
square of the state estimation error is bounded in all the nodes.

Keywords: Distributed robust Kalman Filtering, sensor networks (SNs),
Event-triggered communication, model uncertainty.

1. Introduction

Sensor networks are ubiquitous in many fields, e.g. monitoring, security,
data analysis and so on. The typical scenario is that the sensors collect
measurements and from them, it is required to estimate some variables of
interest, i.e. the state of a dynamical model. This task is performed in a
distributed fashion and it can be accomplished in different ways, see [1, 2, 3,
4, 5, 6, 7]; for instance, each sensor can update its estimate and then share
the latter with its neighbors.

Nowadays the devices at each node of the sensor network are usually
low-cost and we have to deal with the limitation of the channel capacity.
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Therefore, it is fundamental to guarantee that the rate of data transmis-
sion across the network is below a certain threshold. Data communica-
tion is typically scheduled by means of event-triggered strategies (which
can be data-driven or not) in distributed problems like state estimation
[8, 9, 10, 11, 12, 13, 14, 15, 16, 17], observers design [18, 19] and control
[20, 21]. In this paper we focus our attention to the distributed state esti-
mation scheme proposed in [22] which guarantees mean-square boundedness
of the state estimation error under minimal requirements of network con-
nectivity and collective system observability: each node updates its estimate
with the new measurement (if available); then, the latter is compared with
the one just propagated in time through the state space model (i.e. the es-
timate that can be computed also by the neighbors of that node in the case
there is no transmission). If the discrepancy between them is large, then the
node sends out the updated estimate to its neighbors. Finally, each node
performs a fusion of its estimate and the ones regarding its neighbors. The
appealing property of this transmission rule is that it allows obtaining a dis-
tributed algorithm which enjoys nice stability properties (i.e., mean-square
boundedness of the state estimation error in all the nodes) under minimal
requirements.

In many situations the actual model is different from the nominal one
(i.e. the one used in the estimation algorithm), [23, 24, 25]. Indeed, the
fact that the devices placed at each node are low-cost can lead to parameter
uncertainty. Moreover, the disturbances are modeled as Gaussian white noise
processes, but the actual ones can be very different. In such a scenario, the
performance of the estimator based on the nominal model will be poor. One
possible way to address this issue is to consider the robust Kalman filter
proposed in [26]: the idea is to consider a dynamic minimax game where
one player is the estimator which minimizes the state prediction error, while
the other one is the hostile player which selects at each time step the least
favorable model in a set of plausible models called ambiguity set. The latter is
a ball that is formed by placing an upper bound on the discrepancy between
the nominal state space model and the models inside. The radius of this
ball is called tolerance and defines the magnitude of the uncertainty in the
nominal model.

Distributed strategies which are robust to model uncertainty have been
already proposed in the literature, see for instance [27, 28, 29, 30, 31, 32,
33, 34], however, to the best of the authors’ knowledge, only a few papers
consider the case with event-triggered communication, see [35].
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In this paper, we shall extend and formalize the ideas in the prelimi-
nary conference paper [36]. More precisely, we present two new distributed
Kalman filters with event-triggered communication under model uncertainty.
The difference between the two approaches is the way with which the toler-
ance at each node collecting measurements is designed. In the first approach,
all nodes have the same tolerance. It is important to observe that there is
one ambiguity set for the global model, containing the actual model, and
additional local ambiguity sets for each node in the network. The centers of
these sets are provided by the nominal global model and the nominal local
models, respectively. The local tolerances for the node’s ambiguity sets are
set to be the same as the tolerance for the global ambiguity set. However,
it is worth noting that the local ambiguity set of a node only represents a
specific portion of the global model. Consequently, adopting a uniform ap-
proach by assigning identical local tolerances across the network, equal to
the global tolerance, may not be the most optimal choice. Therefore, in the
second approach, the tolerance depends on the local model associated with
each individual node. These two approaches represent a robust generaliza-
tion of the distributed strategy proposed in [22]. We also show that, under
reasonable assumptions, both the methods are stable in the sense that the
mean-square of the state estimation error is bounded in all the nodes. Fi-
nally, we also present a Monte Carlo study showing the effectiveness of the
proposed approaches in the case of model uncertainty.

The outline of the paper is as follows. In Section 2 we formulate the dis-
tributed state estimation problem characterized by data transmission con-
straints and model uncertainty. In Section 3 we introduce the robust dis-
tributed approach with event-triggered communication and uniform toler-
ance across the network. In Section 4 we analyze the stability property of
the proposed method. In Section 5 we propose the other robust distributed
approach with event-triggered communication. In Section 6 we consider the
Monte Carlo study showing the strength of our methods. Finally, in Section
7 we draw the conclusions.

Notation. Given a matrix A, A> denotes its transpose matrix. Given
a symmetric matrix Q, then Q > 0 (Q ≥ 0) means that Q is positive
(semi)definite; σmin(Q) and σmax(Q) denote the maximum and the minimum
eigenvalues of Q, respectively. Given an index set N and a set of matrices
{Ci, i ∈ N} having the same number of columns, then col(Ci, i ∈ N ) is
the matrix obtained by stacking Ci’s. Given a set of matrices {Ri, i ∈ N},
then diag(Ri, i ∈ N ) is the block diagonal matrix whose main blocks are
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Ri’s. Let x be a random vector, then E[x] and Var[x] denote its expectation
and variance, respectively. Finally, x ∼ N(m,R) means that x is Gaussian
distributed with mean m and covariance matrix R.

2. Problem formulation

Consider a network of nodes described by the digraph (N ,A,S) where:
N = {1, ..., N} is the set of the nodes, A ⊆ N × N is the set of edges and
S ⊆ N is the subset of sensors node. The latter are the only ones that
have the capabilities to perform measurements, while the nodes in N \S are
used to increase the connectivity of the network. If (j, i) ∈ A, then it means
that node j can transmit data to node i; moreover, all the possible self-loops
belong to A. For each node i ∈ N , the subset Ni := {j : (j, i) ∈ A, j 6= i} ⊆
N denotes the set of its in-neighbors, i.e. the set composed by the nodes
that can send information to node i.

We attach to this network the following nominal state space model

xt+1 = Axt +Bwt (1)

yit = Cixt +Divit , i ∈ S (2)

where xt ∈ Rn is the state, yit ∈ Rpi is the output at the sensor node i.
Furthermore, matrix B ∈ Rn×n and Di ∈ Rpi×pi are full row rank matrices,
wt and vit are zero-mean normalized Gaussian white noises. Notice that,
the above model is reachable. The initial state x0 is with mean x0|−1 and
with covariance matrix V0|−1. Finally, we assume that wt, v

i
t’s and x0 are

independent. Notice that, the model (1)-(2) can be written as

xt+1 = Axt +Bwt (3)

yt = Cxt +Dvt (4)

where C := col(Ci, i ∈ S), D := diag(Di, i ∈ S), yt := col(yit, i ∈ S) ∈ Rp

and vt := col(vit, i ∈ S) ∈ Rp.
The nominal model (1)-(2) over the time interval t = 1 . . . N can be equiv-

alently described by the conditional probability densities φt(zt|xt), where
zt = [x>t+1 y

>
t ]>, t = 1 . . . N , and f(x0). In many situations the actual model

is very different from the nominal one. For instance, sensor’s parameters can
be characterized by uncertainty, or the noises in (1)-(2) can be very different
from Gaussian white noise and known only approximately. Taking the ro-
bust framework proposed in [26, 37, 38], we assume that the actual model is
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described by the conditional probability densities φ̃t(zt|xt), t = 1 . . . N , and
f(x0). Moreover, we assume that φ̃t belongs to the ambiguity set

Bt = { φ̃t s.t. Ẽ[log(φ̃t/φt)|Yt−1] ≤ b },

Ẽ[log(φ̃t/φt)|Yt−1] :=

∫
Rn

∫
Rn+p

φ̃t(zt|xt)f̌t(xt|Yt−1) log

(
φ̃t(zt|xt)
φt(zt|xt)

)
dztdxt,

Yt := {y0 . . . yt}, f̌t is the actual probability density of xt given Yt−1 and b > 0
is called tolerance which accounts for model uncertainty. Notice that

Ẽ[ log(φ̃t/φt)|Yt−1]

=

∫
Rn

∫
Rn+p

φ̃t(zt|xt)f̌t(xt|Yt−1) log

(
φ̃t(zt|xt)f̌t(xt|Yt−1)

φt(zt|xt)f̌t(xt|Yt−1)

)
dztdxt ≥ 0

(5)

is the Kullback-Leibler divergence between the densities φ̃t(zt|xt)f̌t(xt|Yt−1)
and φt(zt|xt)f̌t(xt|Yt−1). Hence, Ẽ[log(φ̃t/φt)|Yt−1] ≥ 0 and equality holds if
and only if φ̃t = φt. In plain words, Bt is a ball, in the Kullback-Leibler
topology, about the nominal model with with radius b. As pointed out in
[39], this type of uncertainty arises when the nominal density φt is estimated
from data according to the maximum likelihood principle.

The corresponding robust state estimator is the one solving the following
minimax game:

xt+1|t = arg min
gt∈G

max
φ̃t∈Bt

Ẽ[‖xt+1 − gt(yt)‖2|Yt−1] (6)

where xt+1|t is the estimator of xt+1 given Yt; G is the set of estimators having

finite second order moments for any φ̃t ∈ Bt;

Ẽ
[
‖xt+1 − gt(yt)‖2|Yt−1

]
:=∫

Rn

∫
Rn+p

‖xt+1 − gt(yt)‖2φ̃t(zt|xt)f̌t(xt|Yt−1)dztdxt

and it is assumed that f̌t(xt|Yt−1) ∼ N(x̂t|t−1, Vt|t−1). The basic idea behind
this paradigm is that when we are looking for an estimator that minimizes
properly the selected loss function, a hostile player called “nature” conspires
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to select the worst possible model in the ambiguity set Bt. In [26] it has
been shown that the (centralized) robust estimator solution to (6) admits a
Kalman-like structure. It is not difficult to show that such a filter can be
written in the information form as follows. Let Pt|t−1 denote the pseudo-
nominal covariance matrix of the prediction error at time t, i.e. the one
obtained from f̌t(xt|Yt−1) and the nominal model (3)-(4); let Vt|t−1 denote
the least favorable covariance matrix of the prediction error at time t; let xt|t
denote the estimator of xt given Yt and Pt|t denotes the covariance matrices
of the corresponding estimation error at time t. We define the corresponding
matrices in the information form as Ωt|t−1 = P−1

t|t−1, Ψt|t−1 = V −1
t|t−1, Ωt|t = P−1

t|t
and the information states as

qt|t−1 = Ψt|t−1xt|t−1, qt|t = Ωt|txt|t.

Then, it is not difficult to see that the robust estimator obeys to

Correction step:

{
Ωt|t = Ψt|t−1 + C>R−1C

qt|t = qt|t−1 + C>R−1yt,

Prediction step:



Ωt+1|t =

Q−1 −Q−1A(A>Q−1A+ Ωt|t)A
>Q−1

Find θt > 0 s.t. γ(Ωt+1|t, θt) = b

Ψt+1|t = Ωt+1|t − θtIn
qt+1|t = Ψt+1|tAΩ−1

t|t qt|t,

where R := DD>, Q := BB> are positive definite matrices and

γ(Ω, θ) :=
1

2

{
tr[(In − θΩ−1)−1 − In] + log det(In − θΩ−1)

}
.

The parameter θt > 0 is called risk sensitivity parameter. It is worth noting
that given Ω > 0 and b > 0, the equation γ(Ω, θ) = b always admits a unique
solution θ > 0 such that Ω − θIn > 0. Such property follows from the fact
that θ 7→ γ(Ω, θ) is monotone increasing over (0, σmin(Ω)) and has for range
R+ := {x ∈ R s.t. x > 0}, see [40] for the proof. Furthermore, in the special
case where b = 0, i.e. there is no model uncertainty, we have that γ(Ω, θ) = 0
implies that θt = 0 and thus the above equations degenerates in the usual
Kalman equations in the information form.

In what follows, we face the problem of solving the minimax game in (6)
where the minimizer works in a distributed way and under data transmission
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constraints. More precisely, each node i ∈ N must estimate the state xt, with
t ∈ Z+ = {1, ..., N}, taking into account that: i) the actual model does not
coincide with the nominal one (3)-(4); ii) each node i can selectively transmit
only the most relevant data without compromising the stability properties.

3. Robust event-triggered strategy

Before to introduce our robust distributed estimation paradigm we con-
sider the following quite simple scenario. We assume that N = S, i.e. all
the nodes are sensor nodes, and A = { (j, j), j ∈ N }, i.e. the nodes do not
communicate. In the presence of model uncertainty, at node i ∈ S we can
consider the robust Kalman filter in the information form based on the local
model

xt+1 = Axt +Bwt

yit = Cixt +Divit ;

thus, we obtain the following algorithm:

Correction step:

{
Ωi
t|t = Ψi

t|t−1 + (Ci)>(Ri)−1Ci

qit|t = qit|t−1 + (Ci)>(Ri)−1yit
(7)

Prediction step:



Ωi
t+1|t =

Q−1 −Q−1A(A>Q−1A+ Ωi
t|t)A

>Q−1

Find θit > 0 s.t. γ(Ωi
t+1|t, θ

i
t) = b

Ψi
t+1|t = Ωi

t+1|t − θitIn
qit+1|t = Ψi

t+1|tA(Ωi
t|t)
−1qit|t

(8)

where Ri := Di(Di)>. It is worth noting that each node has its own risk
sensitivity parameter θit.

Next, we consider the scenario in which: i) S ⊆ N ; ii) each node i can
transmit its local estimate qit|t and information matrix Ωi

t|t to all its out-

neighbors N i = { j : (i, j) ∈ A, i 6= j } if necessary. In plain words, each
node i can decide at any time step whether to transmit or not its data, i.e.
(qit|t,Ω

i
t|t), without compromising the stability properties of the algorithm.

More precisely, we require that E[‖xt−xit|t‖2], where the expectation operator

is under the global least favorable model solution to (6), does not diverge for
any i ∈ N as t approaches infinity.
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The estimation paradigm that we now present is a robust generalization
of the distributed state estimation algorithm with event-triggered communi-
cation proposed in [22] and it is composed by four steps described below.

Correction. At time t, the predicted pair (qit|t−1,Ψ
i
t|t−1) is available at

node i ∈ N . If i ∈ S, i.e. it is a sensor node, then also the measurement
yit is available and thus the correction step coincides with (7). If i /∈ S,
no measurement is available at the node, then we can only propagate the
prediction couple. Therefore, the so called information pair is obtained as

(qit|t,Ω
i
t|t) =

{
use equations (7), if i ∈ S
(qit|t−1,Ψ

i
t|t−1), if i ∈ N \ S.

Information exchange. The communication from node i ∈ N to all its
out-neighbors is triggered according to the binary variable cit:

• if cit = 1, then node i transmits the information couple (qit|t,Ω
i
t|t) to all

its out-neighbors at time t;

• if cit = 0, then node i does not transmit the information couple to all
its out-neighbors at time t.

It remains to define the binary variable cit. Let nit ∈ N be the number
of time instants elapsed from the most recent transmission of node i, i.e.
the most recently transmitted data is (qi

t−ni
r|r−ni

t
,Ωi

t−ni
t|t−ni

t
). Then, all the

out-neighbors of node i propagate (qi
t−ni

r|t−ni
t
,Ωi

t−ni
t|t−ni

t
) in time through a

prediction step which takes into account the fact that the actual model does
not coincide with the nominal one (see (14) in the prediction step below).
Let (q̄it, Ψ̄

i
t) denote this propagated pair at time t. Then, the transmission

rule cit computed at node i is defined similarly as in [22]:

cit =


0, if ‖xit|t − x̄it‖2

Ωi
t|t
≤ α

and 1
1+β

Ωi
t|t ≤ Ψ̄i

t ≤ (1 + δ)Ωi
t|t

1, otherwise

(9)

where x̄it = (Ψ̄i
t)
−1q̄it represents the robust state prediction based on the

propagation of the most recent transmitted pair (qi
t−ni

r|t−ni
t
,Ωi

t−ni
t|t−ni

t
); xit|t =

(Ωi
t|t)
−1qit|t is the state estimate at node i. In plain words, the transmission

rule in (9) checks the discrepancy between (qit|t,Ω
i
t|t) and (q̄it, Ψ̄

i
t). If such
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discrepancy is large, then it means that the out-neighbors own a bad pre-
diction corresponding to node i and thus the transmission from node i to all
its out-neighbors is triggered. It is worth noting that the (9) is intrinsically
different from the transmission rule in [22]: here the propagated prediction x̄it
is constructed according to the least favorable statistics (see (14) below). In
plain words, our transmission rule takes into account the presence of model
uncertainty. The positive scalars α, β and δ can be tuned by the user in order
to reach a desired behavior in terms of transmission rate and performance.
More precisely, α tunes the bound on the discrepancy between xit|t and x̄it,
while β and δ tunes the allowed mismatch between the covariance matrices
Ωi
t|t and Ψ̄i

t. In [41] it has been shown that the transmission strategy in (9)
guarantees the following upper bound. If we model the propagated and the
information pairs as N(q̄it, Ψ̄

i
t) and N(qit|t,Ω

i
t|t), respectively, then Condition

(9) guarantees that

DKL(N(qit|t,Ω
i
t|t),N(q̄it, Ψ̄

i
t)) ≤

1

2
[α + βn+ n log(1 + δ)]

where n is the state dimension and DKL denotes the Kullback-Leibler diver-
gence. Therefore, the relation above can be used in order to design these
parameters. Moreover, from the definition of cit in (9) we can see that when
α, β, δ → 0 we have that cit = 0 only if q̄it|t → qit|t and Ψ̄i

t|t → Ωi
t|t. Ac-

cordingly, the scheme tends to trigger the communication at any time step.
Finally, cit → 0 as α, β, δ → ∞ that is the scheme tends to suppress the
communication at any time step as α, β, δ →∞.

Information fusion. In this step, any node merges its information
with the ones corresponding to its in-neighbors. Let Π ∈ RN×N denote the
consensus matrix whose element in position (i, j) is defined as:

πi,j =

{
(di + 1)−1, if (j, i) ∈ A
0, otherwise

where di denotes the degree of node i; in this way we have that πi,j with
j ∈ Ni represents the coefficients of a convex combination. Then, the fusion
step is performed through the following convex combination of the pairs:

qi,Ft|t = πi,iq
i
t|t +

∑
j∈Ni

πi,j

[
cjtq

j
t|t + (1− cjt)q̃

j
t

]
(10)

Ωi,F
t|t = πi,iΩ

i
t|t +

∑
j∈Ni

πi,j

[
cjtΩ

j
t|t + (1− cjt)Ω̃

j
t

]
(11)
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where

q̃jt =
1

1 + δ
q̄jt , Ω̃j

t =
1

1 + δ
Ψ̄j
t .

In view of (10)-(11), we can see that in the fusion step, we consider (qjt|t,Ω
j
t|t),

if node j transmitted its information pair at time t. If node j does not
transmit, then the aforementioned pair is not available at node i. To account
for this lack, given that at each iteration the nodes can calculate the pair
(q̄it, Ψ̄

i
t), which is certainly less informative than (qit|t,Ω

i
t|t), we consider (q̄it, Ψ̄

i
t)

in (10)-(11) shrunk by the factor (1+δ)−1 in order to decrease its importance
in the fusion step, see [22] for more details.

Prediction. Once each node i ∈ N has computed the fused information
couple (qi,Ft|t Ωi,F

t|t ), the latter is propagated in time with the robust prediction

step in (8) where (qit|t,Ω
i
t|t) is now replaced by (qi,Ft|t ,Ω

i,F
t|t ):

Ωi
t+1|t = Q−1 −Q−1A(A>Q−1A+ Ωi,F

t|t )A>Q−1

Find θit > 0 s.t. γ(Ωi
t+1|t, θ

i
t) = b

Ψi
t+1|t = Ωi

t+1|t − θitIn
qit+1|t = Ψi

t+1|tA(Ωi,F
t|t )−1qi,Ft|t .

(12)

In this step, we compute the propagated pair (q̄it+1, Ψ̄
i
t+1), i.e. the one used in

the case node i does not transmit its information pair. Notice this operation
is performed by both node i and its out-neighbors and it can be summarized
as follows. At nodes i ∪ Ni we have the pair (q̆it, Ω̆

i
t) defined as{

q̆it = citq
i
t|t + (1− cit)q̄it

Ω̆i
t = citΩ

i
t|t + (1− cit)Ψ̄i

t;
(13)

then, it is propagated in time with the robust prediction step in (8) where
(qit|t,Ω

i
t|t) is now replaced by (q̆it, Ω̆

i
t):

Ω̄i
t+1 = Q−1 −Q−1A(A>Q−1A+ Ω̆i

t)A
>Q−1

Find θ̄it > 0 s.t. γ(Ω̄i
t+1, θ̄

i
t) = b

Ψ̄i
t+1 = Ω̄i

t+1 − θ̄itIn
q̄it+1 = Ψ̄i

t+1A(Ω̆i
t)
−1q̆it.

(14)

The procedure is summarized in Algorithm 1. It is worth noting that
each node i is characterized by two risk sensitivity parameters, i.e. θit and
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θ̄it. In the case that b = 0, i.e. there is no model uncertainty, in Algorithm
1 we have: θit = 0, θ̄it = 0 and thus Ψi

t = Ωi
t, Ψ̄i

t = Ω̄i
t, i.e. we recover the

distributed Kalman algorithm with event-triggered communication proposed
in [22].

Comparison with existing algorithms. Next, we analyze the differ-
ences between the proposed algorithm and the existing distributed algorithms
with event-triggered communication. We start with the algorithm proposed
in [35]. While our model uncertainty arises when the nominal model is in-
ferred according to the maximum likelihood principle, the uncertainty con-
sidered in [35] acts only on the parameters of matrix A in (3); in particular,
matrices Ci and Di, with i ∈ S, are not affected by model uncertainty. On
the contrary, our ambiguity set also contains perturbed versions of the nomi-
nal model in which Ci and Di are replaced by perturbed versions. Regarding
the robust algorithm with event-triggered communication proposed in [42],
the difference between it and our algorithm is the same as in the previous
case.

Computational complexity. Next, we analyze the asymptotic compu-
tational complexity, understood as the number of floating point operations
(flops) by using big O notation, of Algorithm 1 at any node i ∈ N . The
complexity of the correction step is O(np2

i + n2pi) if i ∈ S, while there is
no computational complexity if i ∈ N \ S. Then, there is no computational
complexity in the information exchange step. The complexity of the infor-
mation fusion step is O((|Ni|+ 1)n2). Finally, in the prediction step we have
to find θ ∈ (0, σmin(Ω)) such that γ(Ω, θ) = b for Ω = Ωi

t+1|t and Ω = Ω̄i
t+1.

This computation is accomplished by a bisection method, see Algorithm 2
in [43]. Since at each step we spend constant time to reduce the problem
to an instance half its size, the complexity is O(n3 log2(σmin(Ω)/ε)) where
ε > 0 is the selected accuracy, i.e. the solution found satisfies the condi-
tion |γ(Ω, θ) − b| ≤ ε. Accordingly, the complexity of the prediction step is
O(n3 + n3 log2(max{σmin(Ωi

t+1|t), σmin(Ω̄i
t+1)}/ε)).

4. Stability analysis

Recall that the nominal (global) model (3)-(4) is different from the actual
one. In this section, we analyze the stability properties of Algorithm 1 under
the least favorable model which is given by the maximizer of the minimax
problem in (6), that is, the centralized problem. It is worth noting that
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Algorithm 1 RDKF with event-triggered communication

Initialization: Set (qi0|−1,Ψ
i
0|−1) for any i ∈ N

For each t = 0, 1, . . .
For each node i ∈ N

Correction:

(qit|t,Ω
i
t|t) =

{
use (7), if i ∈ S
(qit|t−1,Ψ

i
t|t−1), if i ∈ N \ S

Information exchange:

- if t = 0 set cit = 1, otherwise determine cit according to (9)

- if cit = 1 transmit (qit|t,Ω
i
t|t) to the out-neighbors

- receive (qjt|t,Ω
j
t|t) from all the in-neighbors j ∈ Ni for which cjt = 1

Information fusion:

q̃jt =
1

1 + δ
q̄jt , Ω̃j

t =
1

1 + δ
Ψ̄j
t with j ∈ Ni

qi,Ft|t = πi,iq
i
t|t +

∑
j∈Ni

πi,j

[
cjtq

j
t|t + (1− cjt)q̃

j
t

]
Ωi,F
t|t = πi,iΩ

i
t|t +

∑
j∈Ni

πi,j

[
cjtΩ

j
t|t + (1− cjt)Ω̃

j
t

]

Prediction step:

- Compute (qit+1|t,Ψ
i
t+1|t) using (12)

- Compute (q̄it+1|t, Ψ̄
i
t+1) using (13) and (14)

12



the stability result in [22] cannot be applied in our setup for the following
reasons:

• The least favorable model is characterized by noise processes which are
colored, instead in [22] the nominal model is characterized by noise
processes which are white and independent each other;

• Unlike [22], now the bounds on matrices Ωi
t|t and Ωi,F

t|t depends on the
tolerance b characterizing the ambiguity sets.

• The stability analysis in [22] only involves Ωi
t|t−1, but in our setup we

also have its least favorable counterpart Ψi
t|t−1 whose influence on the

stability is not clear yet.

In what follows we will adapt the stability result in [22] to our setup. In
doing that, we need the following assumptions:

A1. The tolerance b defining the ambiguity set in (6) is taken sufficiently
small;

A2. The transition matrix A is invertible;

A3. The system is collectively observable, i.e., the pair (A,C) is observable;

A4. The network is strongly connected, that is, there exists a directed path
between any pair i, j ∈ N .

It is worth noting that assumptions A3-A4 are the same made in [22], in par-
ticular Assumption A2 automatically holds in sampled-data systems where
matrix A is obtained by discretizing the corresponding continuous-time ma-
trix. Finally, Assumption A1 is necessary to guarantee that the noise pro-
cesses characterizing the global least favorable model have uniformly bounded
variance as t→∞, see the next proposition.

Proposition 1. Under assumptions A1 and A3, the least favorable model
solution to (6) takes the form

xt+1 = Axt +Bw̃t (15)

yt = Cxt +Dṽt (16)

13



where w̃t and ṽt := col(ṽit, i ∈ S) are zero-mean Gaussian colored noises such
that

ρ
t
In+N ≤ Var

([
w̃t
ṽt+1

])
≤ ρtIn+N

with ρt and ρ
t
such that ρ

t
→ ρ and ρt → ρ as t → ∞, with ρ ≥ ρ ≥ 0.

Moreover, w̃t and ṽt are correlated.

Proof. First notice that the least favorable model is the solution to the
“global” problem (6) and thus we will prove the statement using results
established in the non-distributed setup. The least favorable model (15)-
(16) has been characterized in [26, Section V] where

w̃t := H1,tεt + L1,tεt, ṽt := H2,tεt + L2,tεt;

εt is zero-mean normalized Gaussian white noise,

εt+1 = [A+BH1,t−Gt(C +DH2,t)]εt + Γtεt;

Γt := E[εt+1ε
>
t ] = BL1,t−GtDL2,t; the characterization of the matrices H1,t,

H2,t, L1,t, L2,t and Gt can be done using reasonings similar to the ones in
[26]. Let

Ht :=

[
H1,t 0

0 H2,t+1

]
, Et :=

[
E[εtε

>
t ] E[εtε

>
t+1]>

E[εt+1ε
>
t ] E[εt+1ε

>
t+1]

]
,

Lt :=

[
L1,t 0
0 L2,t+1

]
, Mt :=

[
0 0
Γt 0

]
.

Then,

Var

([
w̃t
ṽt+1

])
= Var

(
Ht

[
εt
εt+1

]
+ Lt

[
εt
εt+1

])
= HtEtH

>
t + LtL

>
t +Ht

[
E[εtε

>
t ] E[εtε

>
t+1]>

E[εt+1ε
>
t ] E[εt+1ε

>
t+1]

]
L>t

+ Lt

[
E[εtε

>
t ] E[εtε

>
t+1]>

E[εt+1ε
>
t ] E[εt+1ε

>
t+1]

]
H>t

= HtEtH
>
t + LtL

>
t +HtMtL

>
t + LtM

>
t H

>
t

14



and thus

ρ
t

= σmin(HtEtH
>
t + LtL

>
t +HtMtL

>
t + LtM

>
t H

>
t ),

ρt = σmax(HtEtH
>
t + LtL

>
t +HtMtL

>
t + LtM

>
t H

>
t ).

In [44] it was shown that, under Assumptions A1 and A3, Ht → H, Lt → L
and Gt → G as t→∞. Moreover, A + BH1,t −Gt(C + DH2,t)→ Ǎ and Ǎ
is Schur stable. Accordingly Et → E, with E ≥ 0, as t → ∞. We conclude
that

ρ = σmin(HEH> + LL> +HML> + LM>H>),

ρ = σmax(HEH
> + LL> +HML> + LM>H>).

�

Let eit = xt − xit|t denote the estimation error at node i and et = col(eit, i ∈
N ) the collective estimation error. In order to prove the stability of the
estimation error, we consider the Lyapunov function

Vt(et) =
∑
i∈N

pi‖eit‖2
Ωi

t|t
(17)

where pi’s, strictly positive, are the components of a vector p satisfying the
condition p> = p>Π. Notice that, the existence of such a vector is guaranteed
by the Perron-Frobenious theorem since, by Assumption A4, Π is a primitive
matrix. The next proposition shows that Vt(et) is a well-defined Lyapunov
function because Ωi

t|t’s are uniformly bounded.

Proposition 2. Assume that A2-A4 hold. Consider the sequence Ωi
t|t, i ∈

N , generated by Algorithm 1 with Ψi
0|−1 > 0. Then, there exist three positive

constants ω, ω and ωF such that ωI ≤ Ωi
t|t ≤ ωI and ωI ≤ Ωi,F

t|t ≤ ωF I.

Proof. We start by showing the upper bounds. By (8) we have that Ωi
t+1|t ≤

Q−1 and thus Ψi
t+1|t ≤ Ωi

t+1|t ≤ Q−1 which is a uniform upper bound. By the

correction step in Algorithm 1 we have that Ωi
t|t ≤ Q−1+(Ci)>(Ri)−1Ci ≤ ωI

where

ω := max
i∈N

σmax(Q
−1 + (Ci)>(Ri)−1Ci).

15



It is also worth noting that

Ωi,F
t|t ≤ ωI (18)

where have exploited the definition in (11) and the facts that Ωi
t|t ≤ ωI and

Ω̃i
t ≤ ωI, by the transmission rule (9). We now prove the uniform lower

bound. First, notice that if Ψi
0|−1 > 0 ∀ i ∈ N then Ωi

t|t > 0 ∀ i ∈ N .

Indeed, by induction we have that if Ψi
t|t−1 > 0, by the correction step in

Algorithm 1 it follows that Ωi
t|t ≥ Ψi

t|t−1 > 0 ∀ i ∈ N ; thus, Ωi,F
t|t > 0

because it is a convex combination of positive definite matrices; then, it
follows Ωi

t+1|t = (A(Ωi,F
t|t )−1A> + Q)−1 > 0 by (12); finally, the fact that

Ψi
t+1|t > 0 is guaranteed by the choice of θit as the solution of γ(Ωi

t+1|t, θ
i
t) = b,

see [26, 45]. Let 1S(i) denote the indicator function taking value 1 if i ∈ S
and 0 otherwise. By Lemma 2 in Appendix, there exists a constant µ > 0
such that

Ωi
t|t = Ψi

t|t−1 + 1S(i)(Ci)>(Ri)−1Ci

= Ωi
t|t−1 − θit−1I + 1S(i)(Ci)>(Ri)−1Ci

≥ µΩi
t|t−1 + 1S(i)(Ci)>(Ri)−1Ci.

Moreover, in view of (18), by [4, Lemma 1 -fact (ii)] there exists a constant
υ > 0 such that

Ωi
t|t ≥ µυA−>Ωi,F

t−1|t−1A
−1 + 1S(i)(Ci)>(Ri)−1Ci. (19)

In view of (9) and (11), it is not difficult to see that

Ωi,F
t|t ≥

1

(1 + β)(1 + δ)

∑
j∈N

πi,jΩ
j
t|t. (20)

Taking into account (19), we obtain

Ωi
t|t ≥ νA−>

∑
j∈N

πi,jΩ
j
t|tA

−1 + φi

where ν := µυ((1 + β)(1 + δ))−1 > 0 and φi := 1S(i)(Ci)>(Ri)−1Ci. The
last inequality is similar to the one obtained in the proof of Lemma 1 in [22].
Accordingly, using the same reasonings it is possible to conclude that there
exists a constant ω > 0 such that Ωi

t|t ≥ ωI. It is also worth noting we have,

by (20), that Ωi,F
t|t ≥ ωF I with ωF := ω((1 + β)(1 + δ))−1. �
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It is worth noting that, unlike [22], the constants ω and ωF depend on
the tolerance b through the constant µ.

Proposition 3. Assume that A2-A4 hold. Let (qit|t,Ω
i
t|t) be the sequence

generated according to Algorithm 1 with Ψi
0|−1 > 0 ∀ i ∈ N . Then, under the

least favorable model in (15)-(16), we have

‖eit+1‖2
Ωi

t+1|t+1
≤ γ2

(
πi,i‖eit + ξit‖2

Ωi
t|t

+
∑
j∈Ni

πi,j‖ejt + ξit + ηjt‖2
Ωj

t|t

)
, ∀ i ∈ N

where 0 < γ < 1 is a constant and

ξit := A−1[Bw̃t − 1S(i)(Ψi
t+1|t)

−1(Ci)>(Ri)−1Diṽit+1],

ηjt := (1− cjt)(x̂
j
t|t − x̄

j
t), x̄jt := (Ψ̄j

t)
−1q̄jt .

Proof. Recall that qit+1|t = Ψi
t+1|tx

i
t+1|t and qit|t = Ωi

t|tx
i
t|t. Then, it is not

difficult to see that

xit+1|t+1 = (Ωi
t+1|t+1)−1×(

Ψi
t+1|tx

i
t+1|t + 1S(i)(Ci)>(Ri)−1Cixt+1 + 1S(i)(Ci)>(Ri)−1Diṽit+1

)
xt+1 = (Ωi

t+1|t+1)−1
(
Ψi
t+1|txt+11S(i)(Ci)>(Ri)−1Cixt+1

)
which implies

eit+1 = xt+1 − xit+1|t+1 = (Ωi
t+1|t+1)−1Ψi

t+1|t(xt+1 − xit+1|t + v̄it+1)

where v̄it+1 = −1S(i)(Ψi
t+1|t)

−1(Ci)>(Ri)−1Diṽt+1. Since Ψi
t+1|t ≤ Ωi

t+1|t+1,
we have

‖eit+1‖2
Ωi

t+1|t+1
= ‖xt+1 − xit+1|t + v̄it+1‖2

Ψi
t+1|t(Ω

i
t+1|t+1

)−1Ψi
t+1|t

≤ ‖xt+1 − xit+1|t + v̄it+1‖2
Ψi

t+1|t
. (21)

By Lemma 1 - fact (iii) in [4] there exists a constant 0 < γ ≤ 1 such that

Ψi
t+1|t = Ωi

t+1|t − θit ≤ Ωi
t+1|t ≤ γ2A−TΩi,F

t|t A
−1

17



where we exploited the fact that Ωi,F
t|t ≥ ωF I by Proposition 2. Taking into

account (21), it follows that

‖eit+1‖2
Ωi

t+1|t+1
≤ γ2‖xt+1 − xit+1|t + v̄it+1‖2

A−>Ωi,F
t|t A

−1

= γ2‖A(xt − xi,Ft|t ) +Bw̃t + v̄it+1‖2
A−>Ωi,F

t|t A
−1

= γ2‖xt − xi,Ft|t + ξit‖2
Ωi,F

t|t

where we exploited the fact that xi,Ft|t = (Ωi,F
t|t )−1qi,Ft|t and xit+1|t = Axi,Ft|t .

Then, using the same reasonings in the second part of the proof of Lemma 2
in [22] it is not difficult to see that

‖eit+1‖2Ωi
t+1|t+1

≤ γ2

(
πi,i‖eit + ξit‖2Ωi

t|t

+
∑
j∈Ni

πi,j‖ejt + ξit + ηjt ‖2Ωj
t|t


where

ηjt := xjt|t − x̌
j
t|t, x̌jt|t = (Ω̌j

t|t)
−1q̌jt|t

q̌jt|t := cjtq
j
t|t + (1− cjt)q̃

j
t , Ω̌j

t|t := cjtΩ
j
t|t + (1− cjt)Ω̃

j
t

which concludes the proof. �

In view of Proposition 1 and Proposition 2, it follows that ξit, with i ∈ N , is
uniformly bounded in mean-square as t→∞ under the assumptions A1-A4.
Indeed, if i /∈ S, then

ξit = A−1Bw̃t = A−1
[
B 0

] [ w̃t
ṽt+1

]
Var(ξit) = A−1

[
B 0

]
Var

([
w̃t
ṽt+1

])[
B>

0

]
A−>

≤ ρ>t A
−1BB>A−> ≤ ρtσmax(A

−1BB>A−>)I;

if i ∈ S, then

ξit = A−1
[
B Hi

] [ w̃t
ṽt+1

]

18



where

Ji,t := [ 0 . . . −(Ψi
t+1|t)

−1(Ci)>(Ri)−1Di︸ ︷︷ ︸
i+ 1-th block

. . . 0 ]

and thus

Var(ξit) = A−1
[
B Ji,t

]
Var

([
w̃t
ṽt+1

])[
B>

J>i,t

]
A−>

≤ ρtA
−1(BB> + Ji,tJ

>
i,t)A

−> ≤ ρtA
−1(BB> + υi(Ψ

i
t+1|t)

−2)A−>

where υi = σmax((C
i)>(Ri)−1Di(Di)>(Ri)−1Ci). By Lemma 2 there exists a

constant µ > 0 such that

Ψi
t+1|t ≥ µΩi

t+1|t = µ(A(Ωi,F
t|t )−1A> +Q)−1 ≥ µ(ω−1AA> +Q)−1

where we also exploited Ωi,F
t|t ≥ ωI by Proposition 2. Thus,

Var(ξit) ≤ ρtσmax(A
−1(BB> + υiµ

2(ω−1AA> +Q)−2)A−>)I.

We conclude that Var[ξit] ≤ ρ2
ξ,t where

ρ2
ξ,t := ρt max

i∈N
σmax(A

−1(BB> + υiµ
2(ω−1AA> +Q)−2)A−>)

and ρ2
ξ,t → ρ2

ξ , as t→∞, with

ρ2
ξ := ρmax

i∈N
σmax(A

−1(BB> + υiµ
2(ω−1AA> +Q)−2)A−>)

where we have exploited Proposition 1. Therefore,

lim
t→∞

Var[ξit] ≤ ρ2
ξ . (22)

Finally, it is worth noting that ‖ηjt‖2
Ωj

t|t
≤ α, indeed if cjt = 0, i.e. there

is not transmission from node j, then ‖ηjt‖2
Ωj

t|t
= ‖xjt|t − x̄

j
t‖2

Ωj
t|t
≤ α by the

transmission rule in (9); otherwise, if cit = 1 then ‖ηjt‖2
Ωj

t|t
= 0 ≤ α.
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Theorem 1. Assume that the hypotheses A1-A4 hold. Then, the estima-
tion error eit, with i ∈ N , is uniformly bounded in mean-square as t → ∞,
i.e.

lim
t→∞

E[‖eit‖2] ≤

( √
2γ

1− γ

∑
i∈N
√
pi(
√
ωρξ +

√
α)

√
ωmini∈N

√
pi

)2

where ω, ω, α, γ are the constants given in Proposition 2 and Proposition 3.

Proof. Using the same reasonings in the first part of the proof of Theorem
1 in [22], it is not difficult to prove that√

E[Vt+1(et+1)] ≤ γ
(√

E[Vt(et)] +
√

E[Vt(ωt)]
)

(23)√
Vt(ωt) ≤

∑
i∈N

√
pi
√
E[‖ωit‖2

Ωi
t|t

(24)

where 0 < γ < 1 is the constant given by Proposition 3, ωt := col(ωit; i ∈ N ),

ωit :=

{
ω̄it, if eit = 0

‖ω̄it‖2
Ωi

t|t
/‖eit‖2

Ωi
t|t
eit, otherwise

and ω̄it is the vector in the set {ξit} ∪ {ξ
j
t + ηit, j ∈ N i} maximizing the

weighted norm ‖ · ‖Ωi
t|t

. Notice that

0 ≤ E[‖ξjt − ηit‖2Ωi
t|t

] = E[‖ξjt ‖2Ωi
t|t

+ ‖ηit‖2Ωi
t|t
− 2(ξjt )

>Ωi
t|tη

i
t]

and thus

E[2(ξjt )
>Ωi

t|tη
i
t] ≤ E[‖ξjt ‖2

Ωi
t|t

+ ‖ηit‖2
Ωi

t|t
].

It is worth noting that the term E[2(ξjt )
>Ωi

t|tη
i
t], unlike [22], is different from

zero in general because w̃t and ṽt are colored noises. Moreover,

E[‖ωit‖2Ωi
t|t

] = E[‖ω̄it‖2Ωi
t|t

]

≤ max{E[‖ξit‖2Ωi
t|t

],max
j∈N

E[‖ξjt ‖2Ωi
t|t

+ ‖ηit‖2Ωi
t|t

+ 2(ξjt )
>Ωi

t|tη
i
t]}

≤ max{E[‖ξit‖2Ωi
t|t

],max
j∈N

2E[‖ξjt ‖2Ωi
t|t

+ ‖ηit‖2Ωi
t|t

]}

≤ 2 max
j∈N

E[‖ξjt ‖2Ωi
t|t

+ ‖ηit‖2Ωi
t|t

].
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Taking into account (24), we obtain√
Vt(ωt) ≤

√
2
∑
i∈N

√
pi max

j∈N

√
E[‖ξjt ‖2

Ωi
t|t

+ ‖ηit‖2
Ωi

t|t
]

≤
√

2
∑
i∈N

√
pi

(
max
j∈N

√
E[‖ξjt ‖2

Ωi
t|t

+
√
E[‖ηit‖2

Ωi
t|t

]

)
≤
√

2
∑
i∈N

√
pi

(√
ωρξ,t +

√
α
)

where we exploited the upper bounds for ‖ξit‖2
Ωj

t|t
and ‖ηit‖2

Ωi
t|t

. Taking into

account (23) we obtain√
E[Vt+1(et+1)] ≤ γ

√
E[Vt(et)] +

√
2γ
∑
i∈N

√
pi

(√
ωρξ,t +

√
α
)

which implies

lim sup
t→∞

√
E[Vt(et)] ≤ lim

t→∞

√
2γ

1− γ
∑
i∈N

√
pi

(√
ωρξ,t +

√
α
)

=

√
2γ

1− γ
∑
i∈N

√
pi

(√
ωρξ +

√
α
)
.

Finally, recalling that Ωi
t|t ≥ ωI by Proposition 2, it is sufficient to note that

E[‖et‖2] ≤ E[Vt(et)]
ωmini∈N pi

to obtain the claim. �

It is worth noting that the upper bound found in Theorem 1 depends
on the network topology (e.g. through pi), the parameters of the trigger
rule (e.g. through α) and the least favorable model (e.g. through ρξ). For
instance, if we choose α very large (i.e. the communication is triggered only
when the information at the node is very different from the one owned by its
out-neighbors nodes), then such upper bound will be very large.
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5. A robust strategy with local tolerances

In Section 3 we have proposed a distributed strategy with event-triggered
communication which provides a solution to the minimax problem in (6)
which is suboptimal. Indeed, at each sensor node the state prediction in (12)
is the solution to the (local) minimax problem

xit+1|t = arg min
gt∈Gi

max
φ̃it∈Bit

Ẽi[‖xt+1 − gt(yit)‖2|Yt−1] (25)

where

Ẽi
[
‖xt+1 − gt(yit)‖2|Yt−1

]
:=∫

Rn

∫
Rn+pi

‖xt+1 − gt(yt)‖2φ̃it(z
i
t|xt)f̌t(xt|Yt−1)dzitdxt

with zit := [x>t+1 (yit)
> ]>; Bit is the ambiguity set about the local and nominal

model in (1)-(2), whose nominal density is denoted by φit, with tolerance b; Gi
is the set of estimators having finite second order moments for any φ̃it ∈ Bit.
Thus, the local least favorable transition probability density φ̃it solution to
(25) does not necessarily agree with the global least favorable density φ̃t
obtained by solving the centralized problem in (6).

Let

f̄t(zt|Yt−1) :=

∫
Rn

φt(zt|xt)f̌t(xt|Yt−1)dxt

f̃t(zt|Yt−1) :=

∫
Rn

φ̃t(zt|xt)f̌t(xt|Yt−1)dxt

be the pseudo-nominal and the least favorable conditional probability den-
sities of zt given Yt−1, respectively. In a similar way, we define the pseudo-
nominal and the least favorable conditional probability densities of zit given
Yt−1, respectively, as

f̄ it (zt|Yt−1) :=

∫
Rn

φit(zt|xt)f̌t(xt|Yt−1)dxt

f̃ it (zt|Yt−1) :=

∫
Rn

φ̃it(zt|xt)f̌t(xt|Yt−1)dxt.
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In [26] it has been shown that the least favorable density φ̃it solution to (25)
is such that the Kullback-Leibler divergence between f̄ it and f̃ it , i.e.

DKL(f̃ it , f̄
i
t ) :=

∫
Rn+pi

f̃ it (z
i
t|Yt−1) log

(
f̃ it (z

i
t|Yt−1)

f̄ it (z
i
t|Yt−1)

)
dzit

is equal to the tolerance of the ambiguity set Bit used in (25).
Drawing inspiration from [30], it is possible to mitigate the fact that the

local least favorable density φ̃it is different from the one obtained from the
global least favorable density φ̃t by considering the ambiguity set Bit about
the nominal density φit and with “local” tolerance

bit = DKL(f̃ i,gt , f̄ it ) :=∫
Rn+pi

f̃ i,gt (zit|Yt−1) log

(
f̃ i,gt (zit|Yt−1)

f̄ it (z
i
t|Yt−1)

)
dzit (26)

where f̃ i,gt is the least favorable density at the sensor node i obtained by
marginalizing f̃t with respect to ylt with l 6= i. Although such a choice does
not guarantee that φ̃it, i.e. the least favorable density solution to (25) with
tolerance (26), leads to a density f̃ it which coincides with f̃ i,gt , at least it is
ensured that

DKL(f̃ it , f̄
i
t ) = DKL(f̃ i,gt , f̄ it ).

In [44] it has been shown that if b > 0 in (6) is taken sufficiently small,
then the least favorable model φ̃t solution to (6) converges to a stationary
Gaussian model as t → ∞. Moreover, the conditional mean of zt given
Yt−1 under f̃t is the same of the one under f̄t, see [30, Theorem 1]. Let K
and K̃ denote the asymptotic covariance matrices of zt given Yt−1 under the
Gaussian densities f̄t and f̃t, respectively. Then, bit → bi as t→∞ where

bi =
1

2

[
log det(KiK̃

−1
i ) + tr(K̃iK

−1
i )− (n+ pi)

]
;

Ki is the matrix obtained from K by deleting the rows and the columns
corresponding to ylt with l 6= i; K̃i is obtained from K̃ likewise.

In conclusion, we propose the following distributed filtering strategy with
event-triggered communication. The central unit can compute offline the
asymptotic tolerance bi for each sensor node i ∈ S from the global least
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favorable density φ̃t and send it to the corresponding sensor node. After this
offline step, the remaining part of the algorithm is as Algorithm 1 with the
exception of (12) and (14) which become, respectively,

Ωi
t+1|t = Q−1 −Q−1A(A>Q−1A+ Ωi,F

t|t )A>Q−1

Find θit > 0 s.t. γ(Ωi
t+1|t, θ

i
t) = bi

Ψi
t+1|t = Ωi

t+1|t − θitIn
qit+1|t = Ψi

t+1|tA(Ωi,F
t|t )−1qi,Ft|t

(27)

Ω̄i
t+1 = Q−1 −Q−1A(A>Q−1A+ Ω̆i

t)A
>Q−1

Find θ̄it > 0 s.t. γ(Ω̄i
t+1, θ̄

i
t) = bi

Ψ̄i
t+1 = Ω̄i

t+1 − θ̄itIn
q̄it+1 = Ψ̄i

t+1A(Ω̆i
t)
−1q̆it.

(28)

It is worth noting this distributed algorithm characterizes the local ambiguity
set of each node in a more accurate way than the algorithm in Section 3. The
algorithm procedure is outlined in Algorithm 2.

In regard to the stability properties of this algorithm with local tolerances,
it is not difficult to see that under Assumptions A1-A4

lim
t→∞

E[‖eit‖2] ≤

( √
2γ

1− γ

∑
i∈N
√
pi(
√
ωρξ +

√
α)

√
ωmini∈N

√
pi

)2

for any i ∈ N . The proof follows the same ideas exploited in Section 4.
The unique difference is the derivation of the constant ω. More precisely, in
the proof of Proposition 2 the constant µ is derived as follows. Since each
sensor node i has its own tolerance bi, then we have that γ(Ωi

t+1|t, θ
i
t) = bi.

By Lemma 2 in Appendix, it follows that there exists µi > 0 such that
Ωi
t|t ≥ µiΩ

i
t|t−1 ∀ i ∈ S. Then, Ωi

t|t ≥ µΩi
t|t−1 ∀ i ∈ S with µ := mini∈S µi > 0.

6. Simulations

In this section, we evaluate the performance of the proposed robust dis-
tributed Kalman algorithms with event-triggered communication. We con-
sider the problem of tracking the position of a target by using noisy position
measurements obtained by a network of dimension N = 100 where there are
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Algorithm 2 RDKF with local tolerances

Initialization: Set (qi0|−1,Ψ
i
0|−1) for any i ∈ N

For each t = 0, 1, . . .
For each node i ∈ N

Correction:

(qit|t,Ω
i
t|t) =

{
use (7), if i ∈ S
(qit|t−1,Ψ

i
t|t−1), if i ∈ N \ S

Information exchange:

- if t = 0 set cit = 1, otherwise determine cit according to (9)

- if cit = 1 transmit (qit|t,Ω
i
t|t) to the out-neighbors

- receive (qjt|t,Ω
j
t|t) from all the in-neighbors j ∈ Ni for which cjt = 1

Information fusion:

q̃jt =
1

1 + δ
q̄jt , Ω̃j

t =
1

1 + δ
Ψ̄j
t with j ∈ Ni

qi,Ft|t = πi,iq
i
t|t +

∑
j∈Ni

πi,j

[
cjtq

j
t|t + (1− cjt)q̃

j
t

]
Ωi,F
t|t = πi,iΩ

i
t|t +

∑
j∈Ni

πi,j

[
cjtΩ

j
t|t + (1− cjt)Ω̃

j
t

]

Prediction step:

- Compute (qit+1|t,Ψ
i
t+1|t) using (27)

- Compute (q̄it+1|t, Ψ̄
i
t+1) using (13) and (28)
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80 sensors and 20 sensor nodes. The possible connections among the nodes
have been randomly generated in such a way the network is strongly con-
nected. Moreover, the percentage of node connections is equal to 4%. The
model for the motion of the target is

ẋcs = Φxcs + ẇcs, s ∈ R (29)

where

Φ =

[
0 0
I3 0

]
,

xcs = [ vx,s vy,s vz,s px,s py,s pz,s ]> with v denoting the velocity, p the po-
sition and the subscripts x, y, z denoting the three spatial dimensions; wcs
is a Wiener process with zero mean and rate of variance equal to 0.1. We
discretize (29) with a sampling time equal to 0.1. The corresponding dis-
crete time model is xt+1 = Axt +Bwt where xt is the sampled version of xcs,
A = I6 + 0.1Φ, B =

√
0.001I, wt is a zero-mean normalized Gaussian white

noise and thus Bwt is the sampled version of wcs. We assume that every sen-
sor measures the position of the target in either two horizontal dimensions
or a combination of one horizontal dimension and the vertical dimension; in
plain words, one sensor does not have measurements in all the three dimen-
sions. Therefore, we obtain the nominal discrete state-space model (1)-(2)
where Ci = [ 0 0 0 diag(1, 1, 0) ], in the case that the sensor measures only the
horizontal positions, or Ci = [ 0 0 0 diag(1, 0, 1) ], Ci = [ 0 0 0 diag(0, 1, 1) ],
in the case that the sensor measures one horizontal position and the vertical
position. Moreover, Ri = Di(Di)> =

√
kPR0P

> where R0 = 0.5·diag(1, 4, 7)
and P is a permutation matrix randomly chosen for every node. Finally, the
initial state x0 is a Gaussian random vector with zero-mean and covariance
matrix V0|−1 = I. Since the previous model is just an idealization of the
underlying physical system, we assume that the actual state-space model be-
longs to the ambiguity set Bt about the aforementioned nominal model and
with tolerance b = 0.05. More precisely, we assume that the actual model is
the least favorable model solution to (i.e. the maximizer of) the centralized
problem in (6).

In the following, we consider the distributed algorithms:

• RDKF – the distributed robust Kalman filter with event-triggered com-
munication in Algorithm 1 with b = 0.05. Here, the transmission rule
(9) is with α = 10, β = 0.2 and δ = 0.5;
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Figure 1: Average RMSE (in logarithmic scale) across the network.

• RDKFLOC – the distributed robust Kalman filter with event-triggered
communication of Section 5 where each sensor nodes i has its own
tolerance bi computed from the global least favorable model; the trans-
mission rule (9) is with α = 10, β = 0.2 and δ = 0.5;

• DKF1 – the distributed Kalman filter with event-triggered communica-
tion proposed in [22] and the transmission rule is with α = 10, β = 0.2
and δ = 0.5;

• DKF2 – is the same as DKF1 but the transmission rule is with α = 0.01,
β = 0.2 and δ = 0.5.

It is worth noting that RDKF, RDKFLOC and DKF1 have the same parameters
for the transmission rule. As we will see later, taking the parameter α in (9)
the same for RDKF, RDKFLOC and DKF1 provides a transmission rate for
DKF1 which is smaller than the robust versions. Such difference is due, as
observed in Section 3, by the fact that the transmission rule (9) is intrinsically
different from the one in [22]. For this reason, we also consider DKF2 where
the parameter α has been decreased in order to increase the transmission
rate. We also tried to increase the transmission rate by keeping fixed α = 10
and changing β, δ; however, we did not notice a significant growth in terms
of transmission rate.

We consider a Monte Carlo study which is composed by 500 independent
runs (which correspond to different target paths generated by the least favor-
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Figure 2: Average RMSE (in logarithmic scale) at each node over the time horizon [1, 250].
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Figure 3: Average transmission rate across the network.
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Figure 4: Tolerance used in RDKF (blue line) versus the local tolerances at each sensors
node used in RDKFLOC (purple bars).
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Figure 5: Average risk sensitivity parameters across the communication nodes of the
network (in logarithmic scale).
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Figure 6: Average risk sensitivity parameter across the sensor nodes of the network (in
logarithmic scale).

able model 1) over a time horizon of 250 seconds. For each run, we estimate
the state using the aforementioned distributed algorithms and for each of
them we consider the following performance indexes:

• The average root mean square error across the network at time t:

RMSEt =
1

N

N∑
i=1

‖xt − xit|t‖2.

• The average root mean square error at node i over the time horizon:

RMSEi =
1

250

250∑
t=1

‖xt − xit|t‖2.

• The transmission rate across the network at time t, i.e. the faction of
nodes that transmit their data at time t.

Figure 1 and Figure 2 show the two aforementioned root mean square errors
averaged over the runs, while Figure 3 shows the corresponding averaged

1For more details on how to generate a realization from the least favorable model see
[26, Section V].
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transmission rate. As we can see the robust filters outperform DKF1 and
DKF2. In particular, even in the case we increase the transmission rate,
i.e. as in DKF2, RDKF and RDKFLOC outperform the standard algorithm.
Such result highlights the fact that the increase of the communication rate
does not substantially improve the performance of the distributed algorithm
in the presence of model uncertainty. In plain words, model uncertainty
cannot be cured simply by increasing the transmission rate. Clearly, DKF2
outperforms DKF1 in the steady state because the latter is penalized by
the low transmission rate across the network. Finally, RDKFLOC is slightly
better than RDKF: it requires a lower transmission rate and it exhibits a
better RMSE in the nodes characterized by a large estimation error, see
Figure 2. This is due to the fact that the local filters of the sensor nodes in
RDKF are too conservative, indeed their tolerances are larger than the ones
in RDKFLOC, see Figure 4.

Let the average risk sensitivity parameters across the communication
nodes of RDKF be defined as:

θct :=
1

|C|
∑
i∈C

θit, θ̄ct :=
1

|C|
∑
i∈C

θ̄it

where C = N \ S and |C| denotes the cardinality of set C. The average
risk sensitivity parameters across the communication nodes in RDKFLOC,
denoted by θLOC,ct and θ̄LOC,ct , are defined likewise. Figure 5 shows the afore-
mentioned quantities averaged over the Monte Carlo runs. We can notice
that θct ≥ θ̄ct and θLOC,ct ≥ θ̄LOC,ct , moreover we have checked that θit ≥ θ̄it for
many communication nodes both in RDKF and RDKFLOC. Since the mapping
θ 7→ γ(Ω, θ) is monotone increasing, the mapping Ω 7→ γ(Ω, θ) is monotone
decreasing according to the partial order of positive definite matrices, see
[46, 47], and in view of the fact that

γ(Ωi
t+1|t, θ

i
t) = γ(Ω̄i

t+1, θ̄
i
t),

it follows that Ωi
t+1|t ≥ Ω̄i

t+1 ≥ Ψ̄i
t+1 for many nodes both in RDKF and

RDKFLOC. The latter inequality means that the transmission from node
i typically produces an increase of information in the corresponding out-
neighbor nodes, which is the expected scenario. Notice that θct ≥ θLOC,ct

and θ̄ct ≥ θ̄LOC,ct which is just a consequence of the fact that RDKF is more
conservative than RDKFLOC; indeed, recall that bi ≤ b ∀ i ∈ S see Figure 4.
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Let the average risk sensitivity parameters across the sensor nodes of
RDKF be defined as:

θst :=
1

|S|
∑
i∈S

θit, θ̄st :=
1

|S|
∑
i∈S

θ̄it.

The average risk sensitivity parameters across the sensor nodes in RDKFLOC,
denoted by θLOC,st and θ̄LOC,st , are defined likewise. Figure 6 shows the afore-
mentioned quantities averaged over the Monte Carlo runs. The observations
done before nodes hold also in this case.

7. Conclusion

In this paper, we have considered the problem of estimating the state of a
sensor network under model uncertainty and communication constraints. We
have proposed two robust distributed strategies with event-triggered commu-
nication. More precisely, the sensor nodes compute their state estimate by
solving a minimax game: one player (i.e. the estimator) aims to minimize
the estimation error, while the other player selects the model in the ambi-
guity set which maximizes such error. The communication among nodes is
governed by a data-driven rule which essentially allows the data transmission
only in the case the latter provides a substantial increase of information in
the nodes receiving it. The difference between the two distributed strategies
is the way the ambiguity sets are formed at each sensor node. A stability
analysis of the algorithms has been carried out showing that it is guaranteed
mean-square boundedness of the state estimation error in all the nodes, un-
der the global least favorable model, provided that the network is strongly
connected, the system collectively observable and the tolerance of the am-
biguity set corresponding to the global model is sufficiently small. Finally,
a numerical experiment showed that the proposed strategies are effective in
the case there is model uncertainty.

Lemma 2. Let Ω > 0 and b, θ > 0 such that γ(Ω, θ) = b. Then, there exists
a constant µ > 0 such that

Ω− θI ≥ µΩ.

Proof. The constraint γ(Ω, θ) = b can be written as

tr(X)− log det(X)− n = 2b (.1)
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where X := (I − θΩ−1)−1 > 0. Let λk > 0 denote the k-th eigenvalue of X,
then (.1) can be written as

n∑
k=1

λk − log λk − 1 = 2b (.2)

and the terms λk − log λk − 1 in the summation are nonnegative. Hence,
condition (.2) implies that

f(λk) := λk − log λk − 1 ≤ 2b, k = 1 . . . n. (.3)

Notice that f is continuous for λ > 0 and it is not difficult to see that

lim
λ→0+

f(λ) =∞, lim
λ→∞

f(λ) =∞, argmin
λ>0

f(λ) = 1.

Accordingly, there exists λ > 1, which only depends on b, such that condition
(.3) is satisfied for 1 ≤ λk ≤ λ, see Figure .7. Accordingly, the constraint in

2b

λ
1 λ

f (λ)

Figure .7: Pictorial description of λ.

(.1) implies that

(I − θΩ−1)−1 = X ≤ λI

I − θΩ−1 ≥ λ
−1
I

Ω− θI ≥ λ
−1

Ω

and thus µ = λ
−1

. �
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