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Design of Physical Layer Challenge Response
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Abstract—This paper focuses on the challenge-response
physical-layer authentication (CR-PLA) scheme where a reflect-
ing intelligent surface (RIS) is under the control of a receiving
base station (BS) (Bob) who aims at checking if received messages
come from a legitimate user equipment (UE) Alice or from an
impersonating device (Trudy). To this end, Bob sets a random
configuration of the RIS which remains secret to the attacker,
and verifies that the channel estimated on the received message
corresponds to the set configuration. We design the probability
distribution of RIS configurations chosen by the verifier to
maximize average capacity while satisfying an upper bound on
missed detection (MD) probability for a given false alarm (FA)
probability. The balance of communication and security metrics
demonstrated by the numerical results shows the effectiveness
and potential of the CR-PLA scheme.

Index Terms—Challenge response (CR) authentication, phys-
ical layer authentication (PLA), reflecting intelligent surface
(RIS).

I. INTRODUCTION

HYSICAL layer authentication (PLA) is the problem

of establishing whether a message comes from the
declared sender or an attacker, using the physical-layer signals.
TAG-based physical layer authentication (PLA) [1], includes
the association phase, where verifier (Bob) estimates the chan-
nel from the authentic source (Alice), and the identification
phase, wherein for each new message, Bob estimates the
channel and compares it with that obtained in the first phase.
The message is deemed authentic if the two channels are
similar enough. More recently, challenge response (CR)-PLA
has been introduced to exploit the possibility of modifying
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the wireless channel by controlling the phase shifts of the
elements of a reflecting intelligent surface (RIS). When the
RIS is under Bob’s control, he can set a random configuration
of the RIS which remains secret to the attacker, and verify that
the channel estimated on the received message corresponds to
the set configuration, [2].

Since the RIS is also used for communication purposes,
the random perturbations introduced by Bob are around the
communication-optimal configuration, and the literature has
considered only a uniform distribution of the perturbation.
However, such a choice is not optimal, and in this paper we
aim at investigating the security performance obtained with a
general probability density function (PDF) of the perturbation,
still taking into account also the communication performance.

We focus on a cellular uplink scenario, where a base station
(BS) verifies a user equipment (UE). The procedure operates
in two steps. First, the UE transmits authenticated pilots via
the RIS using configurations chosen by the BS. The BS uses
these to model the channel, enabling it to predict the channel
for any other RIS configuration. Then, the BS selects a random
new BS configuration while the UE transmits a message. Upon
receiving the message, the BS estimates the actual channel and
compares it with the predicted channel for that configuration
to confirm authenticity.

To evaluate communication performance, we consider the
achievable rate of the UE-RIS-BS channel. For authentication,
we consider a likelihood test (LT) and analyze the security
performance in terms of false alarm (FA) and missed detection
(MD) probabilities. We derive an attack strategy based on
the least squares (LS) estimate of the cascade channel when
the attacker has partial knowledge of the legitimate channel,
assuming correlation between the attacker’s channel and those
of the legitimate UE and RIS. We assume the attacker can
transmit the attack signal either directly to the BS or through
the RIS.

We design the PDF of the randomly selected RIS phase
shifts to maximize an upper bound on the average achievable
rate subject to an upper bound on the MD probability for
a target FA probability. Such optimization was not available
in the literature. To this end, we identify two key statistical
parameters (represented by two real numbers) that capture the
effects of the PDF on both the communication and the security
metrics, reducing the PDF design problem to the optimization
of these two parameters, under other constraints. We derive
approximate expressions for the FA and MD probabilities, as
well as the achievable rate, in a multi-antenna scenario for
both the UE and the BS.
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The main contributions of this paper are as follows:

1) Achievable Rate Analysis: We derive an upper bound
on the average achievable rate for communication in
RIS-based CR-PLA systems, specifically considering
multi-antenna devices.

2) False Alarm Formulation: We analytically derive the FA
probability for the proposed RIS-based authentication
mechanism.

3) Security Assessment: We establish an upper bound for
the MD probability under a specific threat model where
the attacker relies on a LS estimate of the average Alice-
RIS-Bob channel.

4) Optimization of RIS Configuration: We derive the opti-
mal PDF for the random selection of RIS configurations,
specifically designed to balance communication perfor-
mance and security metrics.

5) Parametric Analysis: We investigate the impact of key
system parameters—such as the correlation factor, the
number of RIS elements, and the operating signal-to-
noise ratio (SNR) on the PDF design and the resulting
communication-security trade-off.

The paper is structured as follows. We first review related
works and position our contributions in the next subsection.
Section II presents the system model along with the CR-PLA
framework. Section III formulates the authentication test,
while Section IV defines the relevant communication and
security metrics. The optimization of the RIS phase-shift dis-
tribution is addressed in Section V. We analyze the numerical
results for the RIS-supported CR-PLA scheme in Section VI
and offer concluding remarks in Section VII.

A. Related Works

PLA has been studied for several technologies, includ-
ing orthogonal frequency division multiplexing (OFDM) and
multiple-input multiple-output (MIMO) [3], [4], underwater
acoustic communications [5], and using several techniques
for the test, from Neyman-Pearson [6] to machine learning
approaches [7]. For an overview on PLA see also [8] and [9].
PLA has been extensively studied over the years, with com-
prehensive overviews available in [8] and [9]. In this paper, we
focus on challenge response PLA (CR-PLA) leveraging RIS
for authentication.

RIS has been used to improve TAG-based PLA, where
the message is authenticated by checking that it has been
transmitted over the same channel as the previous message. In
this case, the RIS can be optimized to enhance reception from
a specific location and improve the authentication mechanism,
[10]. Similarly, a TAG-based PLA method employing RIS in
non-line-of-sight vehicular networks was introduced in [11],
demonstrating an improvement in the authentication accu-
racy. In [12], a RIS-supported TAG-based PLA mechanism
was presented, where channel gain and noise features are
extracted and combined with a private key to generate a
tagged signal. However, these schemes differ from our work
as they rely on secret bits rather than physical-layer features
for authentication. Moreover, in our analysis, we also consider
the communication performance, specifically how the random
selection of the RIS configuration in CR-PLA affects the
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data rate. Note that advanced RISs with sensing capabilities
can further enhance channel knowledge and authentication
performance [13], although our model assumes a passive RIS
that only introduces a phase shift on impinging signals before
passive reflection.

Here we also leverage the concept of CR-PLA, first intro-
duced in [2]: the verifier randomly alters the propagation
environment, serving as challenge, and uses the estimated
channel as response for authentication. A different approach,
also called CR-PLA, has been proposed in [14], where the
channel as a response is replaced by a confidential message
sent by the device under verification. This scheme has been
further explored in [15], where artificial noise is introduced,
and in [16], where actuators issue random transmissions that
are detected by other sensors. In [14], [15], and [16], the
challenge is embedded in the transmitted signal rather than
the physical environment. In contrast, we introduce the chal-
lenge by randomly configuring RIS controlled by the receiver.
CR-PLA has also been applied in scenarios involving drone
swarms, where the movement of trusted drones acting as
receivers presents the challenge [17].

In a previous work, a CR-PLA scheme that takes advan-
tage of the reconfigurability of an RIS under the control
of the verifier [18] has been proposed, considering single-
antenna devices and uniform random distribution of phase
shifts. The results demonstrate reduced overhead compared
to higher-layer cryptographic methods, along with a clear
trade-off between authentication accuracy and communication
performance. The same system model has also been used to
explore attack strategies [19] and to optimize the randomness
introduced by the RIS [20] in the single-antenna scenario.
In contrast to [18], [19], and [20], in this paper we focus
on the design of CR-PLA considering multi-antenna devices
and looking for the distribution of the RIS phase shifts that
maximizes the average capacity while satisfying an upper
bound on the MD probability for a desired FA probability.

Finally, while this paper focuses on authentication, RIS
technology can also enhance other security aspects, such
as confidentiality [21], [22], [23], [24], [25], [26] and
anti-jamming [27]. Indeed, recent works have explored
RIS-assisted semantic anti-jamming for integrated net-
works [28] and advanced transceiver designs to improve
multi-functional network performance [29]. However, while
physical-layer security (PLS) and anti-jamming aim at ensur-
ing confidentiality and availability, this paper specifically
addresses PLA, leveraging RIS reconfigurability to provide a
robust identity verification mechanism.

Notation: The operator vec(X) converts any matrix X with C
columns into a column vector, by indexing the matrix by rows
(top to bottom and left to right), i.e., (vec(X)); = (X)LéJ,i mod C-
Vector and matrix indices start from O; thus, column vector x
with N entries is x = [xp, ..., xn-1]7. Leonq is the indicator
function, taking value 1 when condition cond is verified and
0 otherwise.

II. SYSTEM MODEL

We consider the uplink cellular network scenario depicted
in Fig. 1. A legitimate receiver Bob, the BS, authenticates
messages from a legitimate transmitter Alice, the UE. We
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Fig. 1. Communication scenario.

account for the presence of an attacker device, Trudy, who
aims to impersonate Alice by forging messages and transmit-
ting them to Bob. We assume that Alice, Bob, and Trudy are
equipped with uniform linear arrays (ULAs) of Na, Ng, and
Nt antennas, respectively.

We further assume that the communication between Alice
and Bob is supported by an RIS with N reflecting elements,
each acting as a receive and transmit antenna. In particular,
the n-th element, n = 0,1,...,N — 1, of the RIS introduces
a phase shift ¢, = e/ on the equivalent baseband signal and
has unitary gain. We define vector ¢ = [e/®, e/, ..., e/0n-1]T
as the configuration that collects the phase shifts introduced
by the RIS on each element, and the N x N diagonal matrix

® = diag{g} . (D

Bob controls the RIS and sets its configuration ® using a
secure dedicated channel (between Bob and the RIS) not
accessible to Trudy. We assume that the communication
between Alice and Bob only happens through the RIS without
any additional direct link (because of obstruction). We denote
the baseband equivalent matrix for the channel from Alice to
the RIS as G € CV*Na, the channel from the RIS to Bob
as H € C¥»*N_ Thus, the resulting Alice-RIS-Bob cascaded
channel is

O = HOG . 2)

We assume that Trudy can choose to perform her attack
either by transmitting directly to Bob through a full-rank
channel C, or through the RIS via the channel C’. Both channel
matrices are assumed to be full-rank and known to Trudy.
Note that all channels are time-invariant and reciprocal, while
the RIS configuration identified by matrix @ is under Bob’s
control and can be changed over time, making the cascaded
channel controllable. We consider correlated Rayleigh fading
channels; thus, all entries of the channel matrices H and G are
independent zero-mean complex Gaussian with unitary power.
However, most of the obtained derivations could be applied to
a more general channel model.

We assume that Trudy has as many antennas as the RIS
elements (Nt = N) and channels (U and C from Fig. 1) are
correlated to the channels G and H, respectively. Specifically,
Trudy is assumed to have partial information on G through U,
that is [18]

U=pG+ V1-p’D, 3)
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where p € [0, 1] is the correlation factor between channels
U and G; the entries of D are circularly symmetric complex
Gaussian (CSCG) independent of those of both G and H.

A. Communication-Optimal RIS Configuration

Since the RIS also serves for communication purposes
(beyond security purposes) between Alice and Bob, Bob
should configure it with this functionality in mind.

We define the RIS configuration that maximizes the spectral
efficiency (referred to as communication optimal RIS configu-
ration) as

®@ = diag{[e/™, ..., 11T}, )

where 6,, n = 0,...,N — 1, are the communication-optimal
phase shifts of the RIS. Recently, several works in the literature
propose solutions for the optimization of the RISs configura-
tion (see the survey [30] and recent papers [31], [32], [33]).
As RIS optimization is beyond the scope of this work, we

refer to these papers for the computation of {6,}.

B. CR-PLA Mechanism

In the following, we will mainly focus on the scenario where
Trudy transmits directly to Bob. This choice is justified by the
fact that the through RIS attack represents a degenerate case
for the CR-PLA mechanism (as we will discuss later). In this
scenario, the random phase challenges affect the legitimate and
forged signals identically, causing the performance to revert to
that of a conventional TAG-based PLA. Therefore, the direct
attack provides a more significant scenario to evaluate the
security gains enabled by the proposed authentication scheme.

The CR-PLA mechanism introduced in [2] works as
follows. In the association phase, Alice transmits several
authenticated pilot signals, and Bob estimates the cascaded
channel Q,z for various RIS configurations. We assume that
this phase is long enough to let Bob obtain estimates Q 5 (®)
of the cascaded channel for any RIS configuration @

QAIB (@) = Qpp(®) + W, (5)

where W is the estimation error at Bob, modeled as an addi-
tive white Gaussian noise (AWGN) matrix with independent
entries, each having zero mean and power 0.

In the verification phase, Bob sets a random configuration
@' of the RIS (that constitutes the challenge). Specifically, Bob
modifies the RIS configuration around the communication-
optimal one ®. In particular, @' is a diagonal matrix such

that B
[@'],, = e/ = /OFe)  p=0,.. . ,N-1, (6)

where €, € (—n, ] is a random variable. We assume that ¢,,
n=20,...,N—1, are generated by Bob as independent and
identically distributed (i.i.d.) for all the RIS elements. Their
PDF p.(a), better specified in the following, is assumed to be
an even function of the phase a. Whenever Bob receives a
message, he estimates the cascaded channel R and checks if it
is consistent with the expected channel @, (®) as discussed
in Section III. We assume that all parties know the pilot signals
used for channel estimation.



3680

Under legitimate conditions when Alice transmits, given the
configuration @', Bob obtains the channel estimate R = Q AIB
with A

Oais = Qa(®) + Ws, 7

where Wy denotes the estimation error at Bob, modeled as
AWGN with zero mean matrix, with independent entries, each
having power o3. Note that Trudy does not know the current
RIS configuration; she does not know the channel condition
when Alice is transmitting. This will enable the authentication
process.

C. Attacker Model

The purpose of Trudy is to impersonate Alice, i.e., to pass
the authentication check at the legitimate receiver. Trudy is
assumed to perfectly know the RIS-Bob channel H. Although
this is a generous assumption to Trudy, it can be motivated
by assuming that Trudy is located near Bob, making it more
reasonable for her to properly estimate the RIS-Bob channel.
Finally, we assume that Trudy knows both the pilot transmitted
by Alice and the PDF of noise at the legitimate receiver.

By transmitting precoded pilot signals, Trudy induces the
channel estimate V) (apart from the presence of noise) at Bob.
Thus, under attack, Bob estimates the channel R = V, with

V=Vo+Ws, ®)

with Wpg independent of V, with statistics as in (7). We con-
sider the Trudy-RIS channel matrix C to be full-rank, which
can easily be obtained when Trudy has many antennas. In these
conditions, Trudy can precode the pilot signals transmitted to
Bob with a suitable precoding matrix B = C™'V, so that the
equivalent channel (the cascaded of the precoder and C) seen
by Bob when Trudy transmits directly to Bob is V.

Remark: Trudy’s perfect knowledge of H simplifies the
security analysis, although it may not always be realistic. Still,
this represents a conservative worst-case scenario from the
defender’s standpoint, thus providing bounds on the achievable
security level. For an imperfect estimate H of H, the forged
cascaded channel would be affected by error due to this
misalignment. Note also that we assume a static channel
model, where channel realizations remain constant over the
authentication interval, so that once an estimate of H is
obtained, it remains valid for the duration of the attack.

III. AUTHENTICATION TEST

Bob aims to figure out whether the estimated channel R is
authentic or forged by using his knowledge of Qp(®").

From the previously described model, the channel estimate
at Bob is

B Q,p(®) if Alice is transmitting (b = 0),
v if Trudy is transmitting (b = 1),

R (€))

with b indicating the effective legitimate/attack state. Bob
performs an authentication test, wherein, given Q yz(®’) and
R, he decides between two hypotheses: b = 0 if the message is
from Alice, and b = 1 if the message is from Trudy. Therefore,

the authentication procedure outputs a Boolean value b, which
is an estimate of b, and correct verification is achieved if b = b.
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Since Trudy can perform a variety of attacks Vi, we
consider that the receiver employs an LT, which is appropriate
in case of unknown V) statistics. Let Po, o be the PDF of
Qup in state b = 0. The generalized log-likelihood function
is

¥ =log py, 3, (R). (10)

According to LT, ¥ is then compared with respect to a
threshold 7, and the authentication procedure outputs

A g
p=)0 Y<7 (11)
1 ¥Y>r1.

In state b = 0, and conditioned on the configuration ®’ chosen
by Bob, we can rewrite R from (5) and (7) as

R=0,p(®)+W=0,p(®)+Wsg-W, (12

where W = Wy — W represents the overall noise matrix with
independent entries, each with zero mean and variance o? =
20-2B. Thus, neglecting irrelevant constants, (10) becomes
2 A 2_ 2 2
Y= pllR = Qap(@)II" = plléll , (13)
with
w, in state b =0

o= N
Vo—H®'G+W, instate b=1.

(14)

A. Attack Strategy

We assume an adversary that aims to minimize the distance
between her induced cascaded channel and the one expected
by Bob from Alice. Specifically, Trudy seeks to minimize the
mean squared error (MSE) given her observations

Vo = argng/i/nE[HV’ —~HO'G|*|U,H]. (15)
In the considered scenario, Trudy knows H and U, which
are correlated with G, as well as the statistics of the RIS
configuration, but not its actual realization ®’. As a result,
the design of the attack V, cannot depend on the specific
@’, but only on its statistics. Therefore, the average in (15)
is also with respect to the RIS configuration. According to
estimation theory, the solution of this problem is for Trudy
to target the conditional expectation of the cascaded channel,
given her available information [34], i.e.,

Vo =EH®'G|U, H]. (16)

Now, the configuration statistics depend on G, thus both the
RIS configuration statistics and G depend on U. This makes
computing the expectation too complex. For a simpler solution,
here we separate the averaging on the RIS configuration and
G, to obtain

Vo ~ HE[®' |U, HIE[G |U, H] = HE[®' |U,HIG. (17)

The average G can be obtained by averaging the right side of
(3) with respect to D, providing G = U/p. It is worth noting
that this strategy represents the mathematically optimal attack
that Trudy can perform to minimize the distance metric under
the uncertainty introduced by the secret challenge ¢,.
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1) Attack Through the RIS: Trudy can exploit the current
RIS configuration by transmitting through the RIS, but she
does not know the instantaneous value of the RIS. Thus, she
must determine a matrix G’ to precode its transmitted signal,
obtaining the cascaded channel H®'G’. However, the design
of G’ cannot depend on @’ but only on its statistics. As before,
since H is fixed and @’ is random we consider

G = argmax P[G = G'|U], (18)
prt

which, considering the model (3), provides G = U/p. In

this case, the cascaded channel under attack through the RIS

becomes

| _ JT=p2
V=-HOU=0,,®)+ Y—LHO'D+W,;, (19
P P

and we note that the resulting attack channel depends on the
current configuration of the RIS, @'.

IV. COMMUNICATION AND SECURITY METRICS

To perform the CR-PLA mechanism, Bob randomly selects
the RIS configuration @’ to generate the challenge in the
verification phase. However, such RIS configuration, while
providing authentication capabilities, affects the data rate of
the communication link between Alice and Bob. Therefore, we
aim at properly designing the PDF of the RIS configuration
Pe to get a trade-off between the security and communication
metrics. To this end, in this section, we first define the security
performance of CR-PLA and then we optimize the PDF in the
next section.

Let us define (recalling that p.(a) is even)

n

m = E[e/*] = E[cos €,] = / cos(a)pe(@)da, (20)
—pi

s = E[cos 2¢,] = / cosLa)p(a)da .

-

2y

From our derivation, we conclude that security and com-
munication performance depend on the mean and variance of
cos €, rather than the perturbation €. Indeed, m is the mean of
cos €, while from the relation cos? x = C‘“(z# we conclude
s is a scaled and shifted version of the power of cos €. Hence,
values of m close to one correspond to small perturbations, pre-
serving most of the beamforming gain, whereas smaller values
indicate stronger deviations that increase channel randomness.
On the other hand, parameter s captures the dispersion of
the perturbation distribution around its mean value. Different
phase-perturbation distributions with the same m but different
s induce the same average misalignment but different levels
of variability. In particular, a lower s corresponds to more
dispersed phase perturbations, which further increases the
unpredictability of the cascaded channel observed by Trudy.

In the remainder of this section, we write the communica-
tion and security metrics as a function of m and s.

A. Communication Metrics

For a given RIS configuration ®, the resulting achievable
rate of the Alice-RIS-Bob channel is defined as

1
Cap(®) = log, |:det (INB + ?QAIB(Q)RAQXIB((D))} ,
B
(22)
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where R, is the correlation matrix of the transmitted vector
signal on the transmit antennas and I, is the identity matrix of
size Ng. The water-filling solution is adopted to determine R,
[35]. As the communication metric, we consider the average
achievable rate for a given H and G, where the average is
done with respect to pe.

From the Jensen inequality, we have

E[Ca,p(P)]

< log, |:det (INB + O_L%]E[QAIB((D’)RAQZIB((I)’)])} =Q,
(23)
since logdet is a concave function. Let us define B =
E[Qap(®)RAQ N (P)], then
B =E[H®' GR,G"®"H"| = HOE[A]® H",
where A = EGR,GUE* and E = diag{e/®, ..., e/}, with ¢

the random phases of the diagonal of @’. The (i, j)-th element
of the inner expected value in (24) is

(24)

N N
ElA;;] = B[/ 1YY" GiyRusiG,

k=1 (=1

= E[e/ 91,5, (25)
with /1,"]‘ = Zivzl Zlfil G,"kRA’k,[G;’{;. Then, since
2 . .
B[] =" TP (26)
1, i=j,

the (i, j)-th element of matrix B is written as a function of m
as

B j(m)=m’M; ;+T:;, 27)
where
N N o
Mij=Y Hj > Hiyel W, (28)
k=1 (=1,0+k
N
Tij= Y HyH A (29)
k=1

Finally, the upper bound on average channel capacity is a
function of m, i.e.,

Q(m) = log, [det (INB + %B(m))} s
03

where we have indicated the dependency of B from m.

(30)

B. Security Metrics

Two possible error events might occur in the authentication
mechanism: the FA, when Bob discards a message as forged
by Trudy while it is coming from Alice, and the MD, when
Bob accepts a message coming from Trudy as legitimate.
Specifically, an FA occurs when, in state b = 0, ¥ > 7,
whereas, an MD occurs when, in state b = 1, ¥ < 7. As
security metrics, we then consider the probabilities of FA
and MD. In formulas, for a given Alice-RIS and RIS-Bob
channels G and H and any configuration ®’, we define then
the probability of FA and MD respectively as

Pea =P[¥ > 1lb=0], Pup =E[P[¥ <7lb = 1,®]] , (31)
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where the expectation is taken with respect to both the RIS
configuration and D. Note that the Pyp depends also on the
attack V,, which here is assumed to be that described in
Section III-A.

Under the legitimate state b = 0, from (14) we have that
6 = W and ¥ becomes a central chi-square random variable
with 2N, Ng degrees of freedom and

Pea=1-Fp (1),

where F Gy 4() is the cumulative distribution function
(CDF) of a non-central chi-square variable with 2NANp
degrees of freedom and non-centrality parameter a. It is worth
noting that 7 is typically set to reach a desired Pgy, i.e.,

o1 = Pra).

(32)

2
2NANp

T* = F_zl
REINY

(33)

In state b = 1 with attack V| defined in Section III-A. Since
the average optimal RIS configuration ® estimated by Trudy
is obtained from G, it is statistically dependent on D, thus
® and U are not independent. To simplify the analysis, here
we consider the worst case in which Trudy perfectly knows
the average RIS configuration matrix, thus ® = ®. Under
this assumption, we can obtain an upper bound of the MD
probability achieved by an attacker with imperfect knowledge
of the average RIS configuration.

Under this assumption, for a given RIS configuration @',
we have

5=V -0up = ~HOU - HO'G + W, (34)
P
since E[®] = m®.
The upper bound on the MD probability, Pyp, is obtained
as the average CDF of ¥ = 2/02||6]]> evaluated at 7*, and as
derived in Appendix A, we have

2
Pup = E[P[¥ < *[b=1]] = P [;nanz <7*b = 1} ., (35)

where the expectation is still done with respect to the RIS
configuration and D for given channel matrices. We now
investigate the dependency of Pyp on pe, showing that it can
be uniquely written as a function of m and s.

The generic entry of the matrix § is, from (34),

N
bre= Y Hene™ (ZUpe =G| + Wi (36)
’ n=1 , p Y , ’

Next, we define the vectorization of 6 as

& = [vec(Re{d)), vec(Im{6})] € C2NaNs | (37)

Therefore, for a given H and G, while 6 depends on both
the Gaussian matrices U, W and the random phase terms eJen,
it can be modeled as an approximately Gaussian vector for
large N by invoking the Central Limit Theorem. This vector
has zero mean entries (see Appendix B) and covariance matrix
Xs(m, s) computed in Appendix C. There, we also show that
X5 depends only on m and s and not on the specific p..

The decision metric ¥ in (13) has the quadratic form

2

Y=—69.

5 (38)
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By defining Y = Z‘.g” 2(m, $)8, we can rewrite (38) as

2
¥ = Y2 (m, s)pi‘.é/z(m, Y. (39)

Note that Y has mean zero and identity covariance matrix.
Using the spectral theorem, we obtain

x%(m, s)%zg/z(m, s) = P(m, s)*A(m, s)P(m, s),  (40)

with P(m, s) orthogonal and A(m, s) is diagonal with positive
diagonal entries Ay, ..., Ay,n,. Let L = P(m, s)Y, which turns
to be a multivariate (real) normal with zero mean and identity
covariance matrix for a given H and G. Thus, we have
NgNa
¥ =L'A(m.s)L =Y ;(m,s)|L;[*,

J=1

(41)

where A;(m, s) is the j-th eigenvalue of 2/ o?Xs(m, s). Also, ¥
is a linear combination of central chi-squared random variables
with 1 degree of freedom each [36] and the MD probability
is [36]
NaANg 0_2
Pup(m, 5,7%) =P le Ajom, L <= |
j=

(42)

where we have made explicit the dependence of the Pyp by
the parameters m and s of the PDF p., and the threshold
T given by the desired Pga. The derived Pyp(m, s, 7*) (42)
can be expressed by a Laguerre polynomial as shown in
Appendix E.

1) Attack Through the RIS: When Trudy transmits through
the RIS, we have that § is zero-mean (see Appendix D) with
covariance matrix Xs computed in Appendix D. Note that in
this case, Pyip does not depend on m and s anymore, i.e., the
randomness of the RIS for PLA. Thus, the performance of
CR-PLA when Trudy transmits through the RIS is that of a
TAG-based PLA, depending on the accuracy of the estimate
of the Alice-RIS channel.

V. DESIGN OF p,

For a desired Pga, our objective is to find the optimal p.
balancing the communication metrics and security require-
ments. As shown in Section IV, both the upper bound on
the communication and security metrics depend only on the
parameters m and s. Therefore, we aim at finding a feasible
(m, s) pair such that upper bound on the average achievable
rate Q(m) is maximized, while ensuring that Pyp(m, s, 7*)
remains below a certain threshold 7. In formulas,

(m*,s*) = argmax Q(m) (43a)
(m,s)

s.t.  Pyp(m,s, 7)) <n (43b)

-1<m<1 (43¢)

(m,s)eD, (43d)

where D is the set of couples (m, s) for which a PDF p. with
these statistical parameters exists. We resort to a numerical
approach (i.e., fmincon MATLAB function) to solve (43).

Note that we maximize an upper bound on capacity. Thus,
in general, we cannot guarantee that we will achieve the
actual objective function and that the resulting configuration
parameters will be optimal.
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A. Complexity

For each iteration, fmincon computes Q(m) and the non-
linear constraint on the Pyp. According to (30), the former
operation costs O(N3), while the cost of the latter is mainly
due to the eigenvalue decomposition, which is O((N4N3)?)
(see (42)). In fact, the numerical evaluation of the Pyp
using Imhof integral method is negligible with respect to the
eigenvalue decomposition. The overall cost of solving (43)
is then O(I(Ng + (NoNp)?)), where I represents the number
of iterations performed by fmincon. The procedure is then
lightweight and suitable for online adaptation.

B. Attack Through the RIS

When Trudy transmits through the RIS, the optimization
problem (43) becomes either trivially satisfied (with m = 1) or
irrelevant, since introducing additional phase randomness does
not provide further authentication benefits under this specific
attack model.

We now provide a result characterizing the set D. Note
that the optimal (m, s) must be feasible according to (6), i.e.,
there should exist a PDF p.(a) (which is even in a) such that
m = E[cos ¢,] and s = E[cos 2¢,].

Theorem 1: There exists an even p.(a) such that

/e
m :/ cos(a)p(a)da, 44)
o
s = / cosa)p(a)da, 45)
if and only if (m, s) is in the set
D={m,s):s>2m*> -1 and m,se[-1,1]}. (46)

Proof: We first prove that (46) is a necessary condition. Let
X = cos €, where € is distributed according to a valid p.. Since
—1 < cose < 1, the random variable X takes values in [—1, 1].
From

cos(2a) = 2cos’* (@) — 1, 47)

we have
m = E(X), (48)
s=E[2X* - 1] =2E[X*] - 1. (49)

Let E[X?] = 02 + m?, where o2 = Var(X) > 0. Then, since
o?>0,

s=2cr+m)—-122m>-1. (50)

To prove that (46) is a sufficient condition, we show that
for any pair (i, s) satisfying (46), there exists an even PDF p,
such that (20) and (21) are satisfied. We consider the family
of even PDFs

pe(@) =adla—0)+adla+6)+ (1 —2a)d(a), on

with 6 € (0,7] and a € [0, 1]. This is a valid even PDF as it
is symmetric and integrates to 1. Then, we have

m = 2acos(d) + 1 —2a,
s =2acos(26) + 1 — 2a.

(52)
(53)

By using (47), (52), and (53), by algebraic steps we have
s—2m? + 1 = —4a(2a — 1)(cos(§) — 1)*. (54)
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Fig. 2. m and s pairs that can be achieved varying a and 6 in (51).

The right-hand side of (54) is non-negative for any for 6 €
[0,7] and a € [O, %] thereby satisfying condition (50). Also,
given the values of m and s such that s > 2m? — 1, with some
algebraic computations we have

0= —(m - 1)
T 4m-s-3"

-1
6 = arccos (1 + m_) .
2a

(55)

and
(56)

Note that when s = 2m? — 1, we have a = 1/2. Thus, when m
and s belong to the boundary, so (46) holds with equality, we
have a = % and 6 = arccos(m). The m and s pairs that can be
achieved by varying a and 6 in (51) are shown in Fig. 2. =

It is important to note that the proof of Theorem 1 is
constructive. Given a desired pair (m, s) satisfying (46), we
recover the parameters (a,#) such that the distribution p. in
(51) achieves the target values. In this way, the proof provides
an operative method to construct a valid p. satisfying the
constraints explicitly.

Remark: The result presented in Theorem 1 extends the
analysis in [18], where the random variable € is assumed to
follow a uniform distribution, i.e., € ~ U(—7y,7y). From (20)
and (21) we have

= s1ny’ g SImycosy _ meosy.

Y Y

However, not all combinations of m and s can be attained by
varying y. As a counterexample, consider the pair (m,s) =
(0, 1), which from the second expression of s in (57) cannot
be achieved for any 7y. This demonstrates that the uniform
assumption is not general enough to capture all possible
combinations of m and s, while a more general expression
for p. is given by (51).

Remark: We now consider the case in which the phases of
RIS elements are quantized, i.e., for € = K@, with « integer and

(57)
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Fig. 3. Average capacity and upper bound vs the SNR on the Alice-Bob
channel Ag, for No = Ng = 2, and N = 36.

6 the quantization level. For a given value of cosf < m < 1,
we can still use the PDF (51) with

1-m
a= ———H .
2(1 — cos 6)

With this PDF, using conventional trigonometric identities to
relate cos(26) and cos 8, we obtain

(58)

s=2mcosf+2cosd—1. 59)

Therefore, for a fixed quantized phase 6, the achievable (m,s)
pairs lie on a one-dimensional segment in the (m,s) plane.
Phase quantization thus restricts the feasible set D to a
finite union of such segments, while increasing the number
of quantization levels progressively recovers the continuous
feasible region characterized in Theorem 1. Consequently, RIS
phase quantization restricts the set of perturbation distributions
that can be physically implemented and may introduce an
additional loss in communication rate. On the other hand,
coarse quantization increases the inherent randomness of
the cascaded channel, which may further enhance the dis-
criminability between legitimate and forged responses in the
CR-PLA mechanism.

VI. NUMERICAL RESULTS

In this Section, we validate the above analysis, providing
numerical evidence of the balance between communication
metrics and security requirements resulting from the optimiza-
tion problem (43).

Fig. 3 compares our upper bound on the average channel
capacity in (30) with the average capacity obtained through
Monte Carlo simulations in (22), as a function of the Alice-
Bob SNR defined as Ag = 1/05. The upper bound holds and
is generally tight.

Fig. 4 shows the upper bound of the MD probability Pyp
versus the channel correlation factor p, for No = Ng = 2,
N =36, Ppa = 1072 and 1078, and a'ZB = 0.5. The curves show
the values of Pyp computed using (42) and the Imhof integral
method described in Appendix E, while the crosses indicate
the upper bound of the MD probability estimated via Monte
Carlo results. First, we observe that the analytical and the
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Fig. 4. Pyp as a function of the channel correlation factor p for No = Ng = 2,
N = 36, 0'2B = 0.5, and Pgp = 1072 and 1078. Crosses show the estimate
obtained via Monte Carlo simulations.

Monte Carlo simulations exhibit the same behavior, thereby
validating the analytical derivations. The curves labeled by
different values of the parameters m and s refer to the CR-
PLA scheme under a direct impersonation attack. We also
include the performance of the TAG-based PLA and CR-PLA
with the attack through the RIS, labeled as TAG-based PLA
and through RIS, respectively. In the TAG-based PLA, the
RIS is fixed with the communication-optimal configuration.
This scenario is equivalent to the special case CR-PLA with
m = s = 1, where the CR-PLA mechanism degenerates into
the conventional TAG-based authentication scheme. Moreover,
when Trudy attacks through the RIS in the CR-PLA scheme,
her forged transmission inherently incorporates the instanta-
neous RIS configuration, so that the random perturbations
affect both channels similarly. As a result, the obtained Pyp
coincides with the TAG-based PLA. As observed, for a low
correlation p, the TAG-based PLA and the through- the-RIS
attack are quite weak. However, as p increases, they become
more effective, yielding a higher Pjp. This confirms that
without phase randomizing the RIS configuration, Trudy can
effectively hide her signal by mimicking Alice’s channel or
exploiting the effects of the RIS. On the other hand, CR-PLA
with m < 1 and s < 1, even as p — 1, is effective in detecting
the attacks. This is because Trudy does not know the random
phase challenge. Therefore, even if she knows the average
channel perfectly, she cannot predict the instantaneous phase
shift applied by the RIS for that specific message, forcing a
high residual error § at the verifier and making the attack much
easier to detect. Finally, we observe that, when m = 0, the Pyip
remains constant, since ¢ in (34) depends on the ratio m/p.
The optimization process and the resulting performance
trade-offs are further analyzed in Figs. 5 and 6. Specifically,
Fig. 5 shows the contour levels of the Pyp over the fea-
sible region for the optimization parameters (m,s) varying
n € {0.07,0.08,0.09,0.1} for No = Ng = 2, N = 36,
and Ppa = 107, and p = 0.9. Since each contour curve
corresponds to a different n value, any point (i.e., (m, s) pair)
along a given curve has the same Pyp. However, due to
the non-convexity and nonlinearity of the constraint surface
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defined by the constraint on Pyp, determining the optimal
(m, s) pair that maximizes the objective function Q(m) is not
trivial. As a result, we resort to a numerical approach to
solve (43), and the obtained optimal (m, s) pairs are indicated
with the star marker. Fig. 6 shows the relationship between
Pyp(m*, s*,7) and the upper bound on the communication
rate Q(m*), providing an insight into the resulting trade-
off between the communication and security metrics. The
plot considers different target values for the FA probability
Pra € 107%,1075,1072, with Ny = Ng = 2, N = 36, and
Ap = 8dB. As shown, increasing Q(m*) results in a higher
Pup(m*, s*,7) for a fixed Ppsy. Moreover, when aiming for a
smaller Pga, the required reduction in Q(m*) to achieve the
minimum Pyp(m*, s*,7*) = PKAD becomes less pronounced.
However, a lower Pga also leads to a higher floor in the
achievable Pyp(m*, s*, 7). Notably, the points at the far right
of each curve, corresponding to the maximum achievable
capacity Q(m™*), represent the performance achieved by the
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conventional TAG-based PLA or, equivalently, by the CR-PLA
under a through-RIS attack. In these cases, the system fails to
provide additional security through phase randomness, and the
Pyp reaches its upper floor. Additionally, for a fixed Pra, a
lower p (i.e., stronger channel correlation) results in a lower
Pyp for the same Q(m*). Finally, note that for the optimal
solution of problem (43), i.e., the (m*, s*) pair, we find that
Pyip =1, i.e., the constraint on the Pyp holds with equality.

VII. CONCLUSION

In this paper, we considered a CR-PLA mechanism that
leverages the presence of an RIS to perform the challenge-
response protocol for devices equipped with multiple antennas.
We designed the probability distribution of the randomly
selected RIS phase shifts to maximize an upper bound on the
average cascaded channel capacity while satisfying an upper
bound on the MD probability for a desired FA probability.
We derived approximate expressions for the FA and MD
probabilities, and the average cascaded channel capacity. The
simulation results show that a high average channel capacity
would come at the expense of a reduction of the MD proba-
bility and vice versa.

APPENDIX A
Pyvp DERIVATION

From (31) we have

Pyp(®@') = /_ m Pi@.p=1(/|®")dy . (60)
So, the Pyp is
Prp = /_ : Pyp(P')pa(®)dP’
) /_: Pa(®") /_ w P (W@ dydd’
= [;pW|b=1(w)dw=P[w<T|b= 1. 61)

APPENDIX B
EXPECTED VALUE OF &

The element in position (r,c) of § is given in (36). The
expectation taken with respect to the noise and matrix D yields

Yo (m_em)ﬂ

=E |:Z af(m —COS€,) + af, sin e,,i| , (62)

n

E[Re(,.}] = E |:Re

where a, = H,,e/"G,., with a® = Re{a,} and o, = Im{a,}.
Under the assumption that the distribution pc(a) is an even
function of a, we have E[sin¢,] = 0 and E[cose¢,] = m. As a
result, it follows that E[Re{d,.}] = 0. By applying the same
reasoning, we also obtain E[Im({¢,.}] = 0.

Note that since & = [vec(Re{d}), vec(Im{d})], it follows that
each entry of § has zero mean.
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APPENDIX C
EVALUATION OF THE COVARIANCE MATRIX OF ¢

The covariance matrix of ¢ can be expressed as
> = YsrR  XsRI

ol Zer |
AN 6,1

In the following, we will compute each component of X
separately.

(63)

A. Cross-Covariance Between Real and Imaginary Part

We evaluate the cross-covariance matrix Xsry between the
real and the imaginary part of ¢ in (34). Since E[Re{d,.}] =
E[Im{6,.}] = 0 (see Appendix B), the element in position (i, j)
of E&,RI is

Zsri(is j) = B [Re{6), ¢, Im{6,, ., }] (64)
with i, j € {0,1,...,NaNg — 1}, 6, is as in (36), and
r = {NLAJ . cr=i mod Ny, (65)
ry = {LJ , 2=/ mod Na (66)
Na
Defining _
Apk = Hrk,nejgn Gn,ck s (67)

from (3), (34), and (36) we have

E [Re{(srl ,C1 }Im{6r2,5‘2 }}

N N
=E [Z Ref@,1(m — ¢/} ) " Im{a,2(m - eff"»} . (68)
n=1 n=1
since D in (3) and W in (34) are CSCG, independent from all
other variables.
We now look at the product between two generic terms n;
and n, of the two summations in (68), respectively,

E[Re{anl,l (m — e )} Im{a,, ,(m — effnz)}]

R I o
= E[(ay, ;(m —cos &,) + a,, ; sine,)

. (0/;112,2(’" — COS €,) — 052,2 sin€,,)], (69)

where a/]:{ lI denote the real (R) and imaginary (I) part of

A, - Since €,n=20,...,N—1, are ii.d. and we assumed
pe even, for n; # np, we have E[cos(e,,)cos(€,)] = m2,
E[sin(e,, ) cos(€,,)] = 0, and E[sin(e,, ) sin(e,,)] = 0. So, with
simple computations, we have that when n; # ny (69) is 0.
Considering instead n; = n, = n we have

E[Re{an,n (m — ')} Im{a, »(m — ejf“)}}

= —a'i, a'il’zmz - ailai,zE[cosz €] — a'il’] a's’zE[sin2 €]
1 1

= SO @2 1+ s) = i -s),  (70)

where s = E[cos(2¢,)].
So, the element in position i, j of Zsgy is

Xsri(i, )

N
1
) Z (@n @21+ 5 =2m*) = @, 1@, (1 = 9)) . (71)
n=1
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B. Covariance of the Real Part
We evaluate the covariance matrix Xs;r of the real part of

6 in (34), whose element in position (i, j) is given by

2530, j) = E[Re{6,, ¢, JRe{d,, . }] (72)

with i, j € {0,1,...,NaNp — 1}, 6, is as in (36), and ry, ¢y,

r», and ¢, as in (65)-(66). From (3), (34), (36), and (67) we
have

E |:Re{6r, o JRe{6r, ., }:|

DV!,L‘] ﬂ
Gn»CI P

N
= E|: ZRe{an,l(m —ef)} + Re %a/,l,l

n=1
Dn,cz f

G, P

N
-y " Refua(m — )} + Re %an,z

n=1

|

+ E[Re{W;, ¢, JRe{W,, ., ], (73)

where D and W are CSCG, independent from all other
variables. So, for ¢; = ¢» = ¢, we define

m? 1@, 5
= —(1-p)) Rel-220 74
F=35 p)Xn: e{ |Gincl® } "
and we obtain
E[Re{érl o lRe{d,, ., }}
N N
_E |:Z Re{a, (m — ejen)} Z Re{a, 2(m — ejfn)}:|
=1 n=1
o2
+ﬁ]l(,'|:(_'2 + 7]]'1']:02,7‘127‘2 N (75)

We now look at the product between two generic terms n;
and n, of the two summations in (75), that is

E[Re{anl,l (m = e’ Im{a, 2(m — ejf"z)}}

R I
= El(ay, 1(m —cos &,) + a,, ; sine,)

- (an ,(m = cos €,) + @), ,sine,)]. (76)

Following the same approach as for (69) we have

E[Re{an,l(m - ') Ref{ay 2 (m - effn)}]

1 1
= Eailaiz(—zmz + 149+ Ea}z’la}z’z(l -s5). (7

Finally, the element in position (i, j) of Xsr is
Xsr(3, )

N
1
=3 Z (015,1015,2(1 + 5 —-2m*) + ai)lai)z(l - s))
n=1
2

g
+ﬂ]lc'1=('z + 7]161=L‘2,r1=7'2 . (78)
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C. Covariance of the Imaginary Part

We evaluate the covariance matrix Xy of the imaginary part

of ¢ in (34), whose element in position (i, j) is given by
Zo1(i, ) = E[Im{6;, ¢ /Hm{6y, . }] »

with 7, j € {0,1,..., NaNg —

r», and ¢, as in (65)-(66).
Following the same procedure used for computing Xsg in

the previous paragraph, the element at position (i, j) of X5 is

X510, j)

(79

1}, 6, is as in (36), and 7y, ¢y,

:_Z @y @, (1+ s —2m*) + ak ok, (1 - 5))

n=1
+ﬂ]]'61262 +
where S is defined in (74).

2

T]I‘Clszrl:rz > (80)

APPENDIX D
STATISTIC OF § FOR THE ATTACK THROUGH THE RIS

In the case, Trudy transmits through the RIS, we have

/1- 2
s=w+Y—"HoD, @1)
P
The generic entry of the matrix ¢ is then
N
o J1=p?
Ore = ZHr,neﬂnejE" —pDn,c + Wie. (82)

0

n=1
Since the entries of D are CSCG and independent of both
G and H, we have E[Re{6,.}] = 0 and E[Im{o,.}] = 0.
We now derive the second-order statistics of § when the
attacker transmits through the RIS. From the definition of §
and recalling that the entries of D are CSCG and independent
of both H and the RIS phase perturbations {¢,}, it follows that
each ¢, is a CSCG random variable.

D. Covariance Matrix
We evaluate the complex covariance matrix X’ of ¢ in (81),
whose element in position (i, j) is given by
(0, )) = E[6r.0,6),0] - (83)

with i, j € {0,1,...,NaNg — 1}, 6, is as in (82), and ry, ¢y,
r2, and ¢; as in (65)-(66). Speciﬁcally,

Z ZH,I W e/ 0 0

n=1 n'=1

. E[ej(en Dy Dy o] + 05 L =rmcr=cs -

l—p

E[6;, ¢, 0;

r15C1 rzcz

(84)

7’

Since the entries of D are iid, only the terms with n = n
contribute, yielding

. 1
E[6r1.¢,67,¢,] =

12,C2

> aD Z Hy uHy + 051 cy=c, - (85)
n=1

The element in position (i, j) of the covariance of the real and

imaginary parts of vec(d) is written as

pe

P
X'(i, ]) = —ZO-ZD[HHH]n,rZ + O’%ILI‘]:FZ,Q:CQ . (86)
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Note that since ¢ is circularly symmetric complex Gaussian,
the real and imaginary parts are independent and identically
distributed. Therefore, the covariance matrix of ¢ is given by
1| Re{X} 0

2 0 Re{X'} |’
with zero cross-covariance between the real and imaginary
parts.

s = (87)

APPENDIX E
LAGUERRE-POLYNOMIAL EXPRESSION FOR Pyp

The Pyp in (42) can be expressed by a Laguerre polyno-
mial, as derived in [37]. Let v = NaANp, p = 5 + 1, o = g,

y = (’_27 =13 A(m,s), and x = (VEZ” We have

U I

Pyip(m, s,7) = QpPHT(v/2+1)

.K +00( k'n’Ik L(V/Z)(x)) (88)
2 \TO2+ 1T+ /T02+ D) ’
where
v VIZHL Gyl
2(2+1 B ~
my = G+ []Buo + Aip = o)™,
i=1

P —Ho

k
1
mezE d k>1,
j=1

( ) 21( Ho(B = 4i) )" ix1
P — Ho = 2 \Buo + Ai(p—Ho) R

and L;(V/ 2 (x) denotes the generalized Laguerre polynomial of
order k with parameter v/2.

A more efficient way to evaluate the cumulative distribution
function (CDF) of a weighted sum of independent chi-square
random variables with 1 degree of freedom is Imhof’s method
[38]. This technique allows for the exact numerical computa-
tion of the distribution function by inverting the characteristic
function of the sum via numerical integration.
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