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Abstract

Industry 4.0 has profoundly transformed manufacturing and energy systems by introducing
digitalization, pervasive sensing technologies, and artificial intelligence. These innovations
have enabled unprecedented levels of automation, integration, and optimization across in-
dustrial value chains. Nowadays, such systems are no longer isolated technological units but
rather interconnected, large-scale, and highly complex infrastructures. They have evolved
into critical assets whose failures can lead to severe consequences, including substantial
economic losses, environmental degradation, and social disruptions. The complexity and
interdependence of these infrastructures make fault prevention and mitigation a matter of
strategic importance.

In this context, data-driven predictive maintenance emerges as a cornerstone of modern
industrial practices. By exploiting the vast amount of heterogeneous data generated by
cyber-physical systems, predictive maintenance enables the early detection of potential faults
and anomalies. This proactive approach ensures higher reliability, reduced downtime, and
continuity of production processes. Furthermore, it provides industries with the means to
optimize resource usage and balance the trade-off between operational efficiency and system
safety.

At the same time, the growing demand for sustainability, resilience, and human-centric
design has given rise to the paradigm of Industry 5.0. This paradigm does not replace but
rather extends the principles of Industry 4.0, by emphasizing the role of technological systems
in serving broader societal and environmental goals. Within this framework, predictive

maintenance assumes an even more central role, aligned with three key design directions:

e Efficiency: to address the rising energy demands induced by digitalization, to minimize

waste of resources, and to ensure timely reactions to emerging faults.

* Robustness: to guarantee stable and reliable system operation under a variety of oper-

ating conditions, including imperfect, uncertain, or dynamic environments.

* Human-in-the-loop: to foster trust, accountability, and collaboration between artificial
intelligence systems and expert human operators, ensuring that human judgment re-

mains central to decision-making processes.



Machine learning methods have attracted significant attention and witnessed rapid ad-
vances in the field of predictive maintenance. Their capability to automatically learn complex
patterns from large-scale data makes them a natural solution to address these challenges.

Existing approaches can mainly be categorized into two groups: general-purpose methods
and specialized solutions. General-purpose methods, such as anomaly detection, are designed
with flexibility and adaptability in mind, enabling application across a wide variety of
domains. These methods typically operate in an unsupervised manner, which is particularly
advantageous in scenarios where labeled data are scarce or unavailable. Nevertheless, such
generality often comes at the cost of diagnostic depth, limiting their ability to provide
actionable insights into the underlying causes of detected anomalies. In contrast, specialized
solutions are tailored to specific industrial contexts, often leveraging domain knowledge to
enhance diagnostic accuracy and provide richer, context-specific information. While these
approaches can facilitate more informed decision-making, they often lack robustness and
adaptability when faced with evolving operating conditions or unforeseen scenarios.

Industrial environments add further complexity to this landscape. Obtaining high-quality
labeled data is frequently challenging or even impractical, given the rarity of critical failures
and the significant costs of controlled fault injection. Moreover, such environments are in-
herently dynamic, marked by variability in operating conditions, equipment wear, and con-
tinuous system evolution. This variability undermines the classical assumption in machine
learning that training data are representative of deployment conditions. As a result, model
performance tends to degrade over time, requiring frequent retraining, recalibration, or the
design of adaptive mechanisms to sustain their effectiveness in the field.

Beyond methodological challenges, regulatory requirements in many domains man-
date that safety-critical decisions must involve human oversight. Consequently, the role
of machine learning in industrial contexts is increasingly shifting from that of autonomous
decision-makers to supportive tools designed to augment human expertise. This shift high-
lights the necessity of interpretable models capable of communicating their reasoning and
outputs in a transparent manner.

In this context, predictive maintenance applied to hydroelectric power plants serves as a
representative case study that brings the aforementioned challenges to the extreme, due to the
criticality of the infrastructure, the scarcity of fault data, and the dynamicity and complexity
of the monitored systems. We worked closely with domain experts from ANDRITZ HYDRO,
a global leader in the field of hydroelectric power plants, to deliver with this thesis a set of
solutions that are designed for real-world hydroelectric scenarios and validated in general
industrial machine learning through proxy tasks. Each of our contributions improves the

state-of-the-art in one or more of the following dimensions: efficiency, robustness, and human-
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in-the-loop interaction.
Moving from industry-ready applications to more theoretical methodological advances,

we can summarize our main contributions as follows:

* A hybrid methodology that combines anomaly detection with interpretability to sup-
porthuman-centric vibration monitoring and root cause analysis in hydroelectric power

plants.

* Two novel continual learning methods (SmooER and SmooDER) that exploit data con-
tinuity to enable efficient introduction of new classes in behavior-based driver identifi-
cation, with computational requirements compatible with in-vehicle edge computing.
This task is analogous to dynamically introducing new fault types in hydroelectric fault
detection.

* RootlF, a feature-evolving anomaly detection method that allows the efficient integra-
tion of new features or sensors without the need for historical data, thus reducing
retraining vulnerability windows and ensuring compliance with privacy or data stor-

age constraints.

* FLEX-C, a semi-supervised structured ensemble framework for robust fault detection

and identification under data scarcity and contamination.

Our dual perspective, i.e., addressing specific hydroelectric scenarios while generaliz-
ing them through proxy tasks in industrial machine learning, guided the design of our
solutions to be easily adaptable to a wide range of industrial contexts with minimal effort.
At the same time, this approach allowed us to overcome the absence of publicly available
hydroelectric datasets, which are typically proprietary and confidential, by validating our
methods on benchmark datasets that are widely recognized in the literature. Experimental
results demonstrate that the proposed approaches consistently match or exceed the per-
formance of traditional state-of-the-art methods under realistic data constraints. Moreover,
the integration of interpretability mechanisms effectively supports the work of domain ex-
perts, while the computational efficiency of the models enables rapid deployment, even in
resource-constrained edge computing environments. Finally, in alignment with the princi-
ples of reproducibility and open science, our code has been released to facilitate replication
and stimulate further research and development. Links to the corresponding implementa-
tions are provided in the respective chapters.
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Introduction

Over the last decade, Industry 4.0 has been driven by digitalization and Artificial Intelli-
gence (Al) technologies aimed at improving efficiency and production flexibility [1]. Its core
enablers include the Internet of Things (IoI), big data analytics, and cloud computing [2].
However, as noted in [3], the initial guiding principles of fairness and sustainability have of-
ten been overshadowed by the pursuit of technological progress. Industry 5.0 addresses this
imbalance by building upon the foundations of Industry 4.0 while extending them to empha-
size sustainability, human-centricity, and resilience. Rather than a chronological successor,
it should be seen as a complementary framework that responds to evolving societal needs
while reinforcing established industrial trends. In this way, the current industrial landscape
is defined by the coexistence of the two paradigms, together with hybrid forms that combine
elements of both [4].

Within this broader context, Predictive Maintenance (PdM) has emerged as a central
application. It is defined as the use of data-driven approaches to anticipate equipment
failures so that maintenance can be performed proactively and at the right moment [5]. By
leveraging advanced data analytics, Machine Learning (ML), and Deep Learning (DL), PdAM
enables operators to monitor the condition of critical assets, anticipate malfunctions, and
optimize intervention schedules. This is especially true in the energy sector where reliability
and efficiency are critical for operational continuity.

These challenges are illustrated by Hydroelectric Power Plants (HPPs). In 2023, the net
hydroelectric contribution to electricity generation in Europe averaged 12.1%, with countries
such as Norway relying on hydroelectric power for as much as 89% of their total production
[6]. Beyond being a major renewable source, hydroelectric power plays a strategic role in

energy storage. By using surplus electricity to pump water uphill into reservoirs and later



releasing it to generate power, it functions as a large-scale natural battery [7]. This capability
is crucial for balancing the variability of solar and wind generation and contributes directly
to energy security [8, 9]. In this context, PAM supports both the reliability and efficiency of
HPP, ensuring uninterrupted service and reinforcing the stability of the energy system.

Despite its promise, the application of ML to PdM faces significant challenges in indus-
trial settings. The first major challenge is data quality and availability. While raw sensor
data is typically abundant, many ML approaches rely on labeled data for effective training.
Creating labeled datasets requires expert knowledge and manual effort, which are costly
and time-intensive, resulting in relatively small training datasets. In practice, labels are often
generated in an event-driven manner, created only when a fault is detected, investigated,
and documented in company archives. This process frequently leads to incomplete or noisy
annotations, where boundary cases may be misclassified, and hidden faults may remain
unnoticed during what is considered normal operation. Both limited dataset size and noisy

labels hinder model training, reducing predictive accuracy [10, 11].

Another difficulty lies in the sheer volume of raw data generated by industrial systems.
Efficient ML methods are required to process this information, often in conjunction with
edge computing solutions. Moving computation closer to the data source reduces latency,
improves responsiveness, and addresses privacy concerns by avoiding centralization of sen-

sitive operational data [12].

Also, it must be noted that industrial environments are inherently dynamic, and models
must therefore adapt to new conditions with minimal delay in order to reduce vulnerability
periods during which faults may go undetected. Such adaptation can be achieved through
Continual Learning (CL), which enables models to continuously integrate incoming data
to address concept drift and learn new fault types without discarding previously acquired
knowledge [13]. In other situations, the challenge is linked to the evolution of input signals,
for instance when additional sensors or features are introduced. These scenarios require

models that can effectively operate under Feature-Evolving (FeV) conditions [14].

Finally, the deployment of Al in safety-critical domains such as PdM for HPP is subject to
strict regulation. The European Al Act explicitly requires that human operators supervise Al
systems and retain the authority to override automated decisions when necessary [15]. This
principle of human-in-the-loop resonates strongly with the vision of Industry 5.0, which
emphasizes collaborative interaction between humans and Al In this setting, automation

provides efficiency while human judgment safeguards safety, accountability, and trust.
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ResearcH GAP AND MOTIVATION

The use of ML in PdM for industrial applications has attracted increasing attention in
recent years [16], with existing methods largely falling into two categories.

The first category consists of general-purpose approaches, often adapted from broader
domains to industrial contexts. AD is a prominent example: it is widely adopted because
of its unsupervised nature, which removes the need for labeled data, and because of its
resilience to imbalanced datasets. Although these methods are flexible and straightforward
to deploy, they provide only limited insight.

The second category focuses on specialized solutions designed for particular applications.
These methods tend to deliver richer diagnostic information, but this comes at the expense
of generality and robustness. As a result, they are often difficult to apply in the dynamic and
diverse conditions typical of industrial environments. Classification models, for instance,
may yield more informative outputs but are frequently constrained by limited data and
unreliable labels.

Another important challenge is the interaction between human personnel and Al systems.
Limited interoperability reduces trust, slows adoption, and undermines both efficiency and
safety [17].

Taken together, these observations point to a gap between the two extremes. What is
needed are approaches that combine the efficiency, robustness, and ease of deployment
characteristic of general-purpose methods with the clear insights delivered by specialized

ones.

OBJECTIVES AND SCOPE

The main goal of this thesis is to develop a suite of ML methods for PAM in hydroelec-
tric systems that complement each other, and are easy to adapt and deploy, while ensur-
ing broad applicability across industrial domains. Considerations on the balance between
domain-specific and general-purpose through the use of proxy tasks are further discussed
in Chapter 3.

To make PdAM methods truly applicable and valuable in industry, this work focuses on
the improvements in three key directions:

* Efficiency: methods that adapt to changing deployment environments without requiring

extensive retraining, minimizing computational and data requirements.
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* Robustness: models that sustain performance in the presence of common industrial
challenges like unbalanced data or unreliable labels.

* Human-in-the-loop: approaches that integrate a preferably bidirectional interaction be-

tween human operators and Al systems.

CONTRIBUTIONS AND PUBLICATIONS

The contributions of this Thesis are reflected in the following published and submitted

works:

* Anomaly Detection for Hydroelectric Power Plants: a Machine Learning-based Approach [18],
published at the 2023 IEEE 21st International Conference on Industrial Informatics (INDIN)
and discussed in Chapter 4. This work compares state-of-the-art anomaly detection
methods in the context of predictive maintenance in hydroelectric power plants and
proposes a methodology that combines anomaly detection with interpretability to
support fault detection and root cause analysis. Using real data from hydroelectric
facilities, we showed that Autoencoders provide the best balance of performance, accu-
racy, and output readability, while SHapley Additive exPlanations (SHAP) is effective
in pointing the expert towards the features that simplify the identification of the fault’s

causes.

* Continual Learning for Behavior-based Driver Identification [19], published in Engineer-
ing Applications of Artificial Intelligence and discussed in Chapter 5. This work inves-
tigates the driver identification problem within a continual learning framework. We
designed three progressively challenging scenarios on the OCSLab dataset to mimic
real-world deployment conditions and evaluated state-of-the-art continual learning
methods in these settings. We also proposed two novel approaches, Smooth Experience
Replay (SmooER) and Smooth Dark Experience Replay (SmooDER), which exploit the
natural continuity of driver identity and achieve superior results compared to existing

techniques, demonstrating feasibility for in-vehicle deployment.

¢ Feature-Evolving Anomaly Detection via Root-forced Isolation Forest [20], submitted to En-
gineering Applications of Artificial Intelligence and discussed in Chapter 6. This work
introduces Root-forced Isolation Forest (RootIF), a feature-evolving anomaly detection
method based on Isolation Forest. It allows the incremental integration of new sensors

or features with minimal new data requirements, which reduces time to deployment
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and consequently shortens the system’s vulnerability window, all while avoiding the
need for access to historical data and thereby minimizing privacy concerns. We com-
pared it with the state-of-the-art method xStream and demonstrated competitive or
superior performance across several public datasets.

e FLEX-C: A Robust Framework for Fault Detection and Identification under Scarce and Con-
taminated Data [21], submitted to Engineering Applications of Artificial Intelligence and
discussed in Chapter 7. This work introduces Forest of Local EXpert Classifiers, a
semi-supervised structured ensemble framework for fault detection and identification
designed to be robust when fault data is scarce and normal operation data is abundant
but potentially contaminated. We developed two variants, FLEX-C Labels and FLEX-C
Centroids, and demonstrated through systematic comparisons with Random Forest
and other baselines that FLEX-C can match or surpass the performance of a Random

Forest trained on clean and balanced data within realistically obtainable dataset sizes.

In addition, the following publication was not included in this thesis due to limited
synergy with the main contributions and the use of proprietary datasets that limits repro-

ducibility and future improvements.

* [22] Time Series Forecasting to Detect Anomalous Behavior in Multiphase Flow Meters, pub-
lished at the 2024 IEEE 8th Forum on Research and Technologies for Society and Industry
Innovation (RTSI).

THESIS STRUCTURE

The thesis is organized as follows:

* Chapter 2: Background and Literature Review introduces the foundations required
to understand this thesis. It first outlines the broader context of Industry 4.0 and 5.0,
followed by a concise overview of hydroelectric power plants to help readers outside
the field grasp the application setting and the content of Chapter 4 as well as the
proxy tasks. A lightweight taxonomy of maintenance approaches is then presented,
together with an introduction to machine learning and a review of its applications in
industry. Anomaly detection is discussed as a recurring theme across the contributions.
The chapter concludes with an overview of the main challenges in applying machine

learning to industrial contexts.
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¢ Chapter 3: Research Framework presents the overall framework, defines the general
problem, and describes the mapping between proxy tasks and hydroelectric scenarios,

highlighting the synergies among the contributions.

¢ Chapter 4: Anomaly Detection and Human-in-the-Loop for Root Cause Analysis
presents our first contribution, which integrates anomaly detection with interpretabil-

ity for fault detection and root cause analysis in hydroelectric predictive maintenance.

¢ Chapter 5: Continual Learning for Behavior-Based Driver Identification presents
our second contribution, which investigates the application of CL to the behavior-
based driver identification problem, including our novel approaches (SmooER and
SmooDER).

¢ Chapter 6: Feature-Evolving Anomaly Detection presents our third contribution,
which proposes Root-forced Isolation Forest, an extension of Isolation Forest that en-

ables efficient incremental integration of new sensors or features.

¢ Chapter 7: Robust Fault Detection And Identification presents our fourth contribu-
tion, which introduces FLEX-C, a semi-supervised structured ensemble framework
for fault detection and identification under scarce and contaminated data, with two
variants (FLEX-C Labels and FLEX-C Centroids).

¢ Chapter 8: Conclusions and Future Directions summarizes the contributions, impli-

cations, and potential directions for future research.



Background

This chapter provides the essential background and context for the thesis.

Section 2.1 introduces the concepts of Industry 4.0 and 5.0. Section 2.2 then reviews key
approaches to PdM in industrial contexts. Section 2.3 follows with an introduction to HPP,
which provides the application context that motivated the development of the methods in
this thesis. This section includes a basic explanation of its principles and the type of data it
generates, helping readers from various backgrounds follow the content in Chapter 4 and
the proxy tasks discussed in Chapters 5, 6, and 7.

Section 2.4 introduces ML, using the simplified taxonomy from [23], and also presents
AD, a concept that is central to many of the thesis contributions.

Section 2.5 highlights the main challenges of applying ML to PdM, providing motivation
for the thesis contributions.

The chapter closes with a summary.

INDUSTRY 4.0 AND 5.0 FRAMEWORKS

The industrial landscape has undergone a series of deep transformations since the First
Industrial Revolution. The mechanization of production in the late 18th century introduced
steam power and mechanized textile manufacturing, while the second industrial revolution
brought mass production, electrification, and assembly lines. The third industrial revolution,
beginning in the latter half of the 20th century, was driven by automation, electronics,
and the early adoption of information and communication technologies. Each phase of
industrial evolution has progressively enhanced productivity, efficiency, and scale, laying
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the foundation for the paradigms of Industry 4.0 and Industry 5.0 [24].

Industry 4.0, often referred to as the Fourth Industrial Revolution, represents the con-
vergence of digitalization, automation, and advanced connectivity within manufacturing
and service systems. It emphasizes the integration of Cyber-Physical Systems (CPS), IoT,
and data-driven intelligence to create smart factories and interconnected industrial environ-
ments [1, 25]. This enables real-time monitoring, adaptive decision-making, and autonomous
operations across the production lifecycle. Industry 4.0 thus extends beyond traditional au-
tomation by embedding intelligence into physical assets, creating value chains that are more

flexible, resilient, and responsive to dynamic market demands.

ENABLING TECHNOLOGIES OF INDUSTRY 4.0

The foundation of Industry 4.0 is built on a set of enabling technologies that transform
traditional manufacturing systems into interconnected and intelligent environments. The

most prominent among these include:

¢ Internet of things: A network of physical objects (such as devices, vehicles, buildings,
and other items) that are equipped with electronics, sensors, and software. These
components enable the objects to collect and share data over existing networks. By
allowing objects to be monitored and controlled remotely, Internet of Things creates
opportunities to connect the physical world with digital systems, leading to greater
efficiency and accuracy [26].

¢ Big data analytics: A set of tools and methods for managing, processing, and analyzing
data across the five key dimensions (volume, variety, velocity, veracity, and value).
These techniques generate actionable insights that support continuous value creation,

performance measurement, and competitive advantage [27].

¢ Cyber physical systems: Systems that integrate the dynamics of physical processes
with computation and communication, providing unified abstractions along with mod-

eling, design, and analysis techniques for the combined whole. [28].

* Cloud computing: A model that provides ubiquitous, convenient, and on-demand
access to a shared pool of configurable computing resources such as networks, servers,
storage, applications, and services. These resources can be rapidly provisioned and

released with minimal management effort, as defined by the NIST framework [29].

In addition to the core technologies, several other enablers are essential to the Indus-
try 4.0 ecosystem. These include Artificial Intelligence (AI) and Machine Learning (ML)
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for predictive analytics and decision-making, advanced robotics for flexible and precise
operations, blockchain for secure and decentralized transactions, additive manufacturing
for rapid and customizable production, augmented reality for enhanced human-machine
interaction, cybersecurity for protecting digital assets and infrastructure, and digital twin
technology for creating virtual representations of physical systems that support monitoring
and optimization.

Together, these technologies form the backbone of the smart factory, characterized by
self-optimization, real-time adaptability, and seamless end-to-end digital integration across

the entire value chain [2].

ResearRcH AREAS IN INDUSTRY 4.0

The widespread adoption of Industry 4.0 technologies has created numerous research

areas. Among the most active are:

¢ Predictive maintenance: Analyzing sensor data with statistical techniques, expert sys-
tem reasoning, or machine learning methods to forecast equipment failures before they

occur, thereby reducing downtime and extending asset lifespan.

* Fault detection: Applying advanced algorithms to identify anomalies in real time,

improving operational safety and reliability.

* Production optimization: Leveraging data-driven approaches and simulation models

to increase throughput, minimize waste, and balance resource utilization.

* Quality control: Integrating vision systems and sensor measurements with techniques
such as automated visual inspection, multivariate statistical monitoring, and data
driven anomaly detection to detect defects early in the production process, improv-

ing consistency and lowering costs.

* Supply chain optimization: Employing big data analytics and real-time tracking to

streamline logistics, reduce bottlenecks, and build resilience against disruptions.

* Asset management: Combining digital twins and monitoring frameworks to provide

greater visibility into equipment health and overall system performance.

Together, these research directions highlight how Industry 4.0 is driving innovation across
every stage of industrial practice, with PAM and fault detection being the core focus of this

work.
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InDUsTRY 5.0: HUMAN-CENTRIC AND SUSTAINABLE PARADIGM

While Industry 4.0 has significantly advanced automation, connectivity, and data-driven
decision-making, its implementation has also revealed several limitations. Heavy reliance on
automation and digital technologies can lead to workforce displacement, increased energy
consumption, and concerns regarding data security and system complexity. These shortcom-
ings have given rise to the concept of Industry 5.0, which seeks to complement technological
progress with human-centric values and sustainability considerations [3].

Industry 5.0 emphasizes the collaboration between humans and intelligent machines,
highlighting the role of human creativity, critical thinking, and problem-solving in harmony
with advanced automation. Instead of replacing the workforce, the focus shifts toward em-
powering operators through collaborative robots (cobots), decision-support systems, and
human-in-the-loop design strategies [30].

In parallel, sustainability has become a central theme of Industry 5.0. This includes
the integration of green manufacturing practices, energy-efficient processes, and circular
economy principles to reduce environmental impact [31]. The human-centric and sustainable
orientation of Industry 5.0 therefore marks a transition from efficiency-driven automation
to a balanced framework that values societal well-being, environmental stewardship, and

resilient innovation.

PREDICTIVE MAINTENANCE AND INDUSTRIAL CONTEXT

Maintenance plays a crucial role in ensuring the profitability and competitiveness of
modern companies. It safeguards system longevity (asset management), safety, availability,
efficiency, and quality [32]. According to ISO 14224 (2004), maintenance is officially defined
as the combination of technical and associated administrative actions intended to retain an item or
system in, or restore it to, a state in which it can perform its required function.

From a company’s perspective, maintenance often represents a significant share of op-
erating costs. In [33] the authors report that maintenance-related expenses can account for
as little as 15% or as much as 70% of total production costs. Beyond cost, plant availability
is another critical concern: depending on the component to be repaired, maintenance can
require long downtimes and even a complete system shutdown. To address these issues,
various strategies have been developed over time with the dual aim of reducing costs and
increasing system availability.

Terminology related to maintenance strategies is often inconsistent in the literature. To

establish a common ground, we follow [34], which clarifies the nomenclature most widely
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adopted in industry today. Accordingly, maintenance approaches are classified into four
categories: Reactive, Preventive, Predictive, and Proactive. In the following sections, these
strategies will be explained in detail, along with Reliability Centered Maintenance (RCM),
which is often considered separately since it combines different strategies for individual

components rather than applying a single strategy across the entire system.

REACTIVE MAINTENANCE

Reactive maintenance, also known as run-to-failure, failure-based, or corrective mainte-
nance, is historically the first strategy adopted in industry [35]. As shown in Figure 2.1a, it
is also the simplest, since maintenance is carried out only after a component fails or stops
functioning properly.

The main advantage of this approach lies in its simplicity: it only requires detecting
failures after they occurred. However, the drawbacks are considerable. Failures can cause
unpredictable production interruptions and may pose safety risks to both the system and
personnel. These reasons make reactive maintenance only suitable when failures are isolated

and the associated risks can be managed effectively.

PREVENTIVE MAINTENANCE

Preventive maintenance (PvM), also known as scheduled or interval-based maintenance,
represents a more advanced approach compared to reactive maintenance. As shown in
Figure 2.1b, its goal is to prevent unplanned system failures, which in many contexts are
unacceptable due to the high costs of sudden production interruptions. The principle behind
this strategy is to determine time intervals during which components are likely to perform
reliably. A common example is the periodic oil change in cars, carried out after a certain
mileage even if the oil could still function for some time.

The advantage of preventive maintenance lies in its ability to greatly reduce the likelihood
of unexpected failures. However, it also has drawbacks. Determining appropriate mainte-
nance intervals requires a thorough system analysis, and components are often replaced
before the end of their useful life. This can result in additional costs for spare parts and labor.

PREDICTIVE MAINTENANCE

Predictive Maintenance (PdM), also known as condition-based maintenance, is a strategy
focused on monitoring and analyzing system conditions to ensure the optimal interval

between repairs and minimize the cost of unscheduled outages [37]. As shown in Figure

11
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Figure 2.1: Representation of when the maintenance strategies are applied with respect to the failure
onset (adapted from [36]).

2.1c, maintenance is carried out when measurable indicators suggest that a component is
approaching the end of its reliable service life.

A practical example is provided in [34]: brake pads in cars are typically replaced when
their thickness drops below a threshold. The monitored condition is the pad thickness, which
reflects accumulated wear. Since fully worn pads cannot guarantee braking, a threshold is

set to ensure that maintenance can be scheduled in advance.

As illustrated in Figure 2.2, PAM strikes a better balance than reactive and preventive
strategies. It allows users to exploit a component’s lifespan while reducing the likelihood
of unexpected failures. Once a key trend indicator triggers an alarm, maintenance can be
scheduled at the most convenient time, minimizing production losses. Costs are compara-
ble to run-to-failure strategies, since maintenance is only performed when needed, while

reliability, availability, and profitability are significantly improved.

The main drawback of PdM lies in the complexity of acquiring, storing, and managing
the large quantities of data it requires. Companies must invest in infrastructure or outsource
these tasks. Nonetheless, this abundance of data enables remote centralized control and
supports the application of Al models to continuously optimize maintenance policies.

Over time, numerous methods have been developed for data-driven PdM. In the lit-
erature, State-Of-The-Art (SOTA) approaches are generally classified into two categories:
diagnostics and prognostics.

12
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Figure 2.2: Costs associated with different maintenance strategies, Proactive is often grouped with
Predictive (adapted from [38]).

DiagNosTICS

The goal of diagnostic approachesis to characterize the current state of a system. Common
methods for this purpose include classification models that directly distinguish between
different fault types, such as our proposed Forest of Local EXpert Classifiers (FLEX-C)
presented in Chapter 7. Another family of techniques is AD, which includes methods like
Isolation Forest (iForest) and its variants [39], Self-Organizing Map (SOM) [40], and Neural
Network (NN)-based models such as Autoencoders [41]. These approaches are often used
to highlight faulty regions in the data, as illustrated in Figure 2.3.

This approach offers the advantage of capturing correlations between features directly
from data, which enables the detection of complex faults that depend on many variables
[42]. In the presence of a fault, it can also directly pinpoint its causes. The main drawback is
that the timing of maintenance must be inferred through additional strategies such as those
proposed in [43].

ProGNoOSTICS

In contrast, a prognostic approach aims to predict the future evolution of a system, as
illustrated in Figure 2.4, often in terms of the expected time to the next fault, as in Remaining
Useful Life (RUL), or in terms of the evolution of the fault probability, as in Risk Estimation.

13
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Figure 2.3: Example of results from a diagnostic AD approach (adapted from [44]).

These approaches typically focus on individual components or features [45]. An addi-
tional layer is then required to aggregate results at the system level [46]. The main advantage
of this method is its straightforward interpretation: it essentially provides a countdown to
failure, simplifying maintenance planning. However, the challenge lies in the high complex-
ity of the task and the limited availability of high quality data. As a result, models often

suffer from reduced precision, which accumulates across the system.

A wide variety of algorithms can be employed for RUL estimation. Traditional physics
based methods include finite element modeling and experimental modal analysis [47]. Data
driven techniques range from SOM and back propagation NN [48] to Recurrent Neural Net-

work (RNN) and neuro-fuzzy systems [49]. More recently, Transformer based architectures

have also gained popularity [50].
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Figure 2.4: Example of results from a prognostic approach (adapted from [51]).
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ProAcTIVE MAINTENANCE

Proactive maintenance (PaM) can be seen as an evolution of PAM. As explained in [52],
once personnel gained the expertise to interpret PAM data, they began not only to respond
to signs of degradation but also to identify and eliminate the root causes of potential failures.
In some sources, such as [37], proactive and PdM are merged under a single category.

To clarify the concept, consider two examples from [34] and [53]. In car maintenance,
ensuring tires are inflated to the correct pressure and aligned properly reduces uneven
wear and extends tire life. When a driver visits a service center to adjust tire pressure and
alignment, proactive maintenance is being performed. Similarly, in systems where fluids are
essential for operation, contamination can accelerate component wear. By monitoring fluid
contamination and taking corrective actions, such as improving filtration or replacing the

fluid when contamination reaches a critical level, companies prevent premature degradation.

The strength of proactive maintenance lies in enhancing reliability beyond what PdM
can achieve. However, this comes at the cost of requiring greater expertise and resources.
Personnel must be capable of applying advanced methods such as Root Cause Analysis
(RCA), failure modes and effects analysis, and fault tree analysis to identify and mitigate the

underlying causes of system degradation.

ReLIABILITY CENTERED M AINTENANCE

Reliability Centered Maintenance (RCM) is defined in [54] as a process used to determine
what must be done to ensure that any physical asset continues to do whatever its users want it to
do in its present operating context. Unlike the previous strategies, RCM does not prescribe a
single approach for the entire system. Instead, it assigns different maintenance strategies to

individual components depending on their criticality and operational requirements.

A practical example is described in [34]. In the case of car maintenance, different compo-
nents fall under different strategies: brake pads are typically managed with PdM, tires with
proactive maintenance, and engine oil with preventive maintenance, while light bulbs are
usually replaced only when they fail, following a reactive approach. Taken together, these
strategies ensure that the car, as a system operates under RCM.

The main advantage of RCM is its flexibility. By tailoring the strategy to each component,
it combines the reliability and cost benefits of advanced approaches with the simplicity of
reactive ones where appropriate. This allows companies to reduce unnecessary complexity

and costs while still maintaining system performance and safety.
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HyDpROELECTRIC POWER PLANT

A HPP is a complex system that transforms the potential energy of water into electricity.
Since the focus of this work is more general, the goal here is not to provide a full technical
description, but rather a short overview to give readers the essential background to under-
stand the RCA of Chapter 4 and the correlation with proxy tasks in Chapters 5, 6 and 7. In
the following we will give an overview of how HPPs operate and which types of signals are
most relevant for detecting faults.

There are different types of HPPs, depending on the way water is used and stored [55]:

* Run-of-river: This type of HPP harnesses the natural flow of a river to generate electric-
ity. It can be built either adjacent to the river, redirecting a portion of its water through
a penstock, or directly within the river utilizing a small dam. The electricity generation
is directly dependent on the river’s flow, which may be subject to considerable seasonal

variation.

¢ Storage regulation: This type of power plant is designed to make use of a large water
reservoir, sometimes even multiple ones. Water is stored during periods of high inflow
and released when the flow decreases, which allows the plant to operate mostly in-
dependently of seasonal changes. The reservoir is usually located at a higher altitude
than the plant itself, so the water’s potential energy can be converted into both pressure
and kinetic energy, enabling the plant to generate significantly more power compared
to other types of plants.

¢ Storage pumping: This type of power plant takes advantage of the Francis turbine’s
ability to function as both a turbine and a pump. It works as a storage system, pumping
water back into the reservoir when energy prices are low and releasing it later to

generate power when prices are higher.

¢ Tidal: It exploits the daily tides to move water through the turbines. Its energy pro-
duction is unsteady and fluctuates several times throughout the day.

How 1T woRrks

Regardless of the specific type, a HPP converts the potential energy of water stored at
higher elevation into electricity by channeling the flow through a turbine that drives an

electric generator.
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The equation that defines the energy produced by the unit was presented in [55] and is

here rewritten in its most commonly used form.

_npgQH

P = 1000 (2.1)

Where:
* Pis the produced power (KW)

* 1) is the unit efficiency (unitless)

p is the density of the liquid (Kg/m?>)

g is the gravitational acceleration (m/ s2)

Q is the flow rate through the turbine, meaning the volume of water that passes through
it per unit of time (m3/s)

H is the net head at the turbine (m), defined as the difference in altitude between the

upper and lower basins (the head) accounting for the energy losses in the penstock.

OPERATING POINT

The behavior of the machine at any given time is called its Operating State (OS). When the
unit is synchronized and delivering power to the grid, the set of parameters in Equation 2.1

defines the operating point.

Some parameters in this equation can be treated as constants. The gravitational constant
g is fixed at the site, and the water density p remains essentially constant despite minor
variations due to sediment. The rotation speed is also effectively constant for the purposes
of this work, since the analyzed unit is a synchronous generator whose speed is fixed by the
grid frequency and the number of poles whenever it is connected through the main circuit

breaker.

The remaining parameters are constrained by turbine and hydraulic characteristics. The
net head H depends on the flow Q because energy losses increase with the square of the
water velocity v. The analyzed unit is equipped with a Francis turbine, where the flow Q is

regulated by the distributor, or wicket gates, and the efficiency 1 depends on both Q and H.

For these reasons, the operating point in this work is described using only three variables:
rotation speed (which varies only during transient OSs such as run up or coast down), power,

and wicket gate opening.
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SIGNALS FROM THE PLANT

Monitoring the condition of a hydroelectric unit relies on analyzing different operational
signals. While each facility may track its own specific set of measurements, vibration signals,
temperature, and pressure are almost always included. These signals provide essential
information about the unit’s performance and help identify abnormal operating conditions.

Among them, vibration signals (oscillatory motions around an equilibrium point [56])
are especially important for rotating machinery. High vibration levels can accelerate bearing
wear, shorten equipment lifespan, increase noise and safety hazards, and lead to higher
energy consumption. In severe cases, uncontrolled vibrations may cause major mechanical
failures, resulting in costly downtime and production losses [57]. At the same time, vibration
data serve as valuable indicators of issues such as imbalance, misalignment, wear, and
cavitation, making them one of the most powerful tools for condition monitoring.

In the following sections, we give a brief overview of the most commonly used techniques
for analyzing vibration signals, generating descriptors that are also commonly repurposed

as engineered features for machine learning models.

TIME DOMAIN ANALYSIS

Time-domain analysis is the most basic way to examine plant signals. In vibration analysis,
the features extracted depend on the type of signal.

The key aspect of a relative vibration signal is its range, since this ensures that rotating
parts do not come into contact with stationary ones. A useful feature here is the peak-to-peak
value, which measures the maximum range of the signal within a time window.

In absolute vibration signals, instead, the focus is on the amount of energy in the signal,
as this reflects the stresses experienced by the system. The most suitable feature in this case
is the RMS.

Another useful feature is the crest factor, defined as the ratio between the maximum
amplitude (zero-peak) and the RMS within the same window. It is used to detect increases in
the high-frequency components of vibration compared to the overall broadband vibration.
It is particularly useful for variable-speed machinery, since both peak-to-peak and RMS

naturally increase with speed [58].

FREQ UENCY DOMAIN ANALYSIS

Frequency-domain, or spectral, analysis is used to break down a vibration signal into

its harmonic components, making it easier to understand which phenomena contribute to
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the overall vibration. By combining theory with operator expertise, these components can
be linked to specific machine behaviors, each of which may indicate the development of a
potential fault.

In rotor dynamics, frequency components are usually expressed in terms of harmonics.
The shaft’s rotation frequency is considered the fundamental frequency, also called the first-
order harmonic. Other frequencies are then expressed relative to it. This representation
is particularly useful when the rotation speed is not constant, such as during run-up or
coast-down (when the unit starts or stops).

One of the most common faults detectable in the power spectrum is rotor unbalance,
caused by a center of mass not aligned with the shaft axis. This may result from uneven
material distribution or from radial misalighment between shaft components. Literature
[59] links this condition to a peak at the synchronous frequency of the spectrum, which

corresponds to the shaft’s rotation speed.

Misalignment is another frequent issue. The shaft of a hydroelectric unit is a massive
element, typically assembled from several segments that are flanged and bolted together.
Even with careful installation methods, small construction or assembly imperfections are
inevitable, leading to two types of misalignment:

* Radial misalignment (or parallel offset) occurs when the axes of two components are
offset, as represented in Figure 2.5. It appears in the power spectrum as an increase in
the synchronous component (first-order harmonic), with the magnitude depending on
the misalignment severity [60].

* Angular misalignment occurs when the axes of two components form an angle as
represented in Figure 2.6. It can increase either the synchronous component or the
second-order harmonic, depending on the type and degree of misalignment [60].

A further phenomenon specific to Francis turbines is the vortex rope. This is a cavitation
effect that forms as a vortex near the runner outlet. It induces strong pressure pulsations, axial
and radial forces, torque fluctuations, and vibrations of the turbine structure [61]. According
to the literature [62], the vortex rope appears most prominently under part-load conditions,
which typically correspond to a discharge Q between 45% and 60% of the best efficiency point
(Qpep). The main harmonic of the vortex rope is usually found at 20-25% of the fundamental

frequency, with additional harmonics appearing around 50% of the fundamental.
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2.3. HYDROELECTRIC POWER PLANT

(a) Side view (b) Back view

Figure 2.5: Example of parallel misalignment of the shaft components

(a) Side view (b) Back view

Figure 2.6: Example of angular misalignment of the shaft components

ORBIT ANALYSIS

The orbit traced by the shaft inside the bearings, shown in Figure 2.7a, is a key parameter
to monitor. The constructive gap (the clearance inside the bearing) sets the maximum safe
limit of shaft motion, beyond which the system risks serious damage.

To measure the orbit, two sensors are installed on orthogonal axes to capture the relative
displacement of the shaft with respect to the bearing pads. The bearings operate with an oil
film that, during rotation, keeps the shaft only a few hundredths of a millimeter away from
the closest pad in the load direction. From these signals, the most common features extracted
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are: the peak-to-peak values of both sensors, the relative phase shift between them, and the
gap, which represents the center of overall shaft rotation (Figure 2.7b).

migren
migren

-200 -100 0 100 -200 -100 0 100

(a) Orbit reconstructed from shaft X and Y (b) Time domain features extracted from the orbit
relative displacements. raw signal.

Figure 2.7: Orbit plot and relative time domain features (images courtesy of [63]).

MACHINE LEARNING

The idea of creating machines that can learn and improve from experience has been
present since the earliest days of computing. In 1950, Alan Turing anticipated this vision
in his seminal paper [64], laying the foundation for what would later become Machine
Learning (ML). Over the following decades, research from diverse fields such as statistics,
Al information theory, biology, and control theory converged into the discipline of ML [65].

The motivation for ML lies in the existence of problems where explicit programming
is impractical or impossible [66]. Algorithms capable of learning from data are essential in

three main scenarios:

* When the knowledge of the problem is incomplete or too complex to encode manually.
A typical exampleis natural language processing, where linguistic rules and vocabulary
evolve continuously [67].

21
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¢ When the environment cannot be fully modeled or is subject to change over time.
In real-world deployments, conditions often deviate from controlled assumptions, de-

grading algorithmic performance.

* When there is a need to discover hidden structure in data, uncovering patterns not

evident to human designers.

A widely cited definition by Mitchell [65] formalizes ML as follows: A computer program
is said to learn from experience E with respect to some class of tasks T and performance measure P, if

its performance at tasks in T, as measured by P, improves with experience E.”

SUPERVISED LEARNING

What defines supervised learning is the availability of an outcome variable that guides
the learning process [68]. Each training input, usually denoted as x; € X, is associated with
a label y; € Y. The objective is to learn a function f : X — Y that not only fits the training
data but also generalizes well to unseen inputs [23].

A key strength of supervised learning is that the presence of labels makes it straightfor-
ward to define performance metrics, often referred to as cost functions, loss functions, or
error functions. This allows the training process to be framed as an optimization problem,
where the goal is to minimize the discrepancy between predicted and true labels [69].

Supervised learning is commonly divided into two main tasks depending on the type of
label:

Classification: where the labels are categorical and belong to a finite set. Formally, the
task can be defined as learning a mapping f : R" — {1,2,...,K}, where K is the number
of classes and 7 is the dimensionality of the input space [69]. This category can be further
specialized into binary classification (K = 2), multi-class classification (K > 2), and multi-label
classification, where each instance can simultaneously belong to multiple classes, i.e. y; C Y
[70]. A classical example is handwritten digit recognition [71].

Regression: where the labels are continuous values, typically real numbers. The task is
commonly defined as approximating an unknown function f : R” — R [69], with the
natural extension f : R” — R [23]. A relevant example in the context of PdAM is RUL, which
is further discussed in Section 2.2.

Supervised models are widely applied in industry for both classification and regression

tasks, offering reliable solutions across many domains [72]. Some of the most commonly
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used algorithms include the following:

* Support Vector Machine (SVM) [73] has seen broad adoption in industrial applica-
tions such as fault detection in manufacturing [74] and quality control [75]. Its main
advantages are the ability to separate data with clear margins and to handle high-
dimensional data. On the downside, it is often slower to train and run than more
modern approaches, and it lacks of interpretability [76].

e K-Nearest Neighbors (KNN) [77] is applied in areas such as PdAM [78], process moni-
toring [79], and energy load forecasting [80]. Its appeal lies in its simplicity and effec-

tiveness in capturing local decision boundaries.

* Tree-based ensemble methods, including Random Forest (RF) [81] and Extreme Gra-
dient Boosting (XGBoost) [82], are also widely used in industry. RF in particular has
proven effective in tasks such as fault detection [83] and quality control [84]. Its strength
comes from combining multiple decision trees, which helps reduce overfitting while
improving accuracy. As reported in [85], compared to other ML approaches, RF proves
relatively robust even when the number of features exceeds that of observations, thanks
to their random feature selection and ensemble averaging. Another advantage is that
they are naturally more interpretable than many other ML methods, since decision
trees, linear models and rules remain among the most transparent models available
[86].

UNSUPERVISED LEARNING

Unsupervised learning aims at identifying patterns, structures, or other informative prop-
erties directly from unlabeled data [69]. Although measuring performance is less straight-
forward than in supervised learning, common approaches exist. These can be divided into
extrinsic evaluation, which uses external information such as labels, and intrinsic evaluation,
which relies solely on the data and the model’s internal properties [87]. While intrinsic met-
rics can provide useful guidance, they do not always reflect what users consider meaningful
or relevant to the task.

Unsupervised learning encompasses a broader set of tasks than supervised learning. The

following sections provide an overview of the most common approaches.

Clustering. Clustering is a central unsupervised learning technique that consists of group-

ing data into subsets based on similarity or distance measures. It uncovers patterns and

23



2.4. MACHINE LEARNING

structures in the data without requiring prior knowledge of group labels. The objective is to
ensure that points within the same cluster are more similar to each other than to points in dif-
terent clusters [88]. Widely used clustering algorithms include K-means [89], Mean Shift [90],
and DBSCAN [91]. In industrial settings, clustering supports tasks ranging from exploratory
data analysis and the identification of operational modes to serving as a preliminary step for
detecting unusual behaviors before deploying more specialized models [92, 93].

Dimensionality Reduction. Dimensionality reduction techniques simplify datasets by re-
ducing the number of variables while retaining essential structure and information [94].
Principal Component Analysis (PCA) [95] is the most widely used linear approach, while
nonlinear methods such as t-Distributed Stochastic Neighbor Embedding [96] and Uniform
Manifold Approximation and Projection [97] are particularly effective for analyzing com-
plex, high-dimensional data. Autoencoders can also be used, which are NN-based methods
trained to learn an invertible mapping between the original dataset and a lower-dimensional
representation. They consist of two parts: an encoder that compresses the input into a com-
pact latent space, and a decoder that reconstructs the original data from this representation
[98]. The training objective is to minimize the reconstruction error, typically expressed as
the Mean Squared Error (MSE) between the input and its reconstruction. A more detailed
discussion of Autoencoders will be provided in Chapter 4. In industrial applications, where
datasets often contain many features, dimensionality reduction is commonly used as a pre-
processing step to highlight the most informative aspects of sensor data [99]. This not only
streamlines analysis but also improves model efficiency [72], and it can also serve as a tool

for visualizing high-dimensional structures [100].

Density Estimation. Density estimation is an unsupervised task focused on estimating the
underlying probability distribution from which a dataset is drawn [101]. The primary goal is
to approximate the data’s probability density function or probability mass function. Common
approaches include parametric models, such as Gaussian Mixture Models [102], and non-
parametric techniques like Kernel Density Estimation (KDE) [103]. In practical applications,
density estimation is often critical for pinpointing outliers that significantly diverge from the
learned distribution [104], generating synthetic datasets that accurately reflect the original
data [105], or gaining a deeper understanding of the data’s intrinsic patterns [101].

Association Rule Learning. Association rule learning is an unsupervised method designed
to uncover significant relationships or associations between items within large datasets.

The main objective is to extract rules that capture strong attribute correlations, typically
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expressed in the form "if A, then B" [106]. The strength and relevance of these rules are
commonly assessed using metrics such as support, confidence, and lift [107]. The Apriori
algorithm [108] is one of the most established techniques, used to identify frequent itemsets
and generate rules from them. Association rule learning is widely applied in market basket
analysis to uncover customer purchasing patterns [109]. Beyond retail, it has proven useful in
domains such as medical diagnosis, where it helps identify common symptom combinations

[110], and in cybersecurity, where it aids in detecting suspicious network behaviors [111].

SEMI-SUPERVISED LEARNING

Semi-supervised learning is a method that combines labeled and unlabeled data so that
each supports the other in improving model performance [112]. This approach is particularly
useful in industrial applications, where labeled data are scarce and costly to obtain, while
large amounts of unlabeled data are readily available. As a result, it is also a central pillar of
this work, as in Chapter 7 it allows us to balance between the complete information obtained
with a supervised approach and the inherent robustness and adaptability of unsupervised
methods.

A necessary condition for semi-supervised learning is that the underlying marginal
distribution of the input data, p(x), contains information about the posterior distribution
p(y|x). If this condition holds, unlabeled data can provide useful information about p(x),
which in turn can improve estimates of p(y|x). If the condition is not met, however, the
unlabeled data offer no benefit and cannot improve predictive accuracy [112, 113].

This learning paradigm will be further explored in Chapter 7. The discussion is intention-
ally placed there to keep it close to the proposed method, ensuring a complete understanding

of its implementation and mechanics.

REINFORCEMENT LEARNING

In Reinforcement Learning (RL) an agent learns to make decisions by interacting with
an environment and observing the results of its actions with the goal to maximize the
cumulative reward over time. Unlike supervised learning, where models are trained on
labeled datasets, RL relies on trial-and-error: the agent tries actions, sees the outcomes, and
gradually improves its strategy. This process allows the agent to discover effective ways to
achieve its goals.

Key concepts in RL include:

* Agent: The learner or decision-maker that interacts with the environment according to
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its policy.

¢ Environment: The external system providing feedback in the form of rewards or penal-
ties.

e State: A representation of the current situation or configuration of the environment.
* Action: A decision taken by the agent that influences the state of the environment.

* Reward: A scalar signal received after taking an action, indicating the immediate ben-
efit. Rewards can be sparse or delayed, which adds complexity to the learning process.

While RL is not the primary focus of this work, it has found numerous valuable applica-
tions in industrial settings. To provide context, it is useful to briefly trace the key milestones
in its development. The multi-armed bandit problem was first formulated in 1952 [114], lay-
ing the groundwork for sequential decision-making. This was followed by the introduction
of Temporal Difference Learning [115], which combined ideas from dynamic programming
and trial-and-error learning. Subsequent advances include Q-Learning [116], which allowed
agents to learn optimal action policies without a model of the environment, Deep Q-Networks
[117], which extended Q-Learning to high-dimensional inputs using deep neural networks,
and more recent algorithms such as Proximal Policy Optimization [118], which improved
stability and efficiency in policy gradient methods.

RL is extensively applied across various industrial sectors, including energy and manufac-
turing. Within HPP, RL is primarily used to optimize reservoir management and operations
[119]. In robotics, RL allows machines to learn intricate skills, such as high-precision assem-
bly, through direct environmental interaction [120]. PAM presents another promising area,
where RL assists in early fault detection and in calculating health indicators to guide main-
tenance strategies [121]. Furthermore, RL has been utilized for process control [122] and for

enhancing routing and inventory decisions in supply chain management [123].

Degp LEARNING

Deep Learning (DL) is a branch of ML that has gained significant attention in industry
for its ability to automatically learn complex hierarchical representations from raw data,
reducing the need for costly and time-consuming feature engineering [69]. This makes it
especially effective for unstructured data such as images, audio, and text, which play an
increasingly important role in modern industrial processes.

In practice, DL has driven progress across a wide range of industrial applications.
Convolutional Neural Networks (CNNs) [124], for instance, are widely used in automated
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visual inspection for manufacturing quality control and defect detection in materials [125].
RNNSs [126] and more recent architectures such as transformers [127] are applied in PdM
[128] and energy demand forecasting [129]. These approaches have also been adopted in
industrial robotics, enabling more adaptive and autonomous decision-making [130].

The success of DL in these areas has been driven by the availability of large-scale industrial
datasets, the growing accessibility of high-performance computing (particularly GPUs and
TPUs). Furthermore, the introduction of training techniques to prevent overfitting, such as
dropout [131] and batch normalization [132].

ANOMALY DETECTION

AD is a foundational concept in this thesis, playing a central role in Chapters 4, 6, and 7.
According to [133], "Anomaly detection refers to the problem of finding patterns in data that do not
conform to expected behavior”.

Research on AD has a long history, with early discussions already appearing in the 19"
century [134, 135]. Since then, the field has grown steadily and today AD methods are
widely applied in domains as diverse as fraud detection [136], bot detection [137], and PdM
in industry 4.0 [138].

Most AD techniques follow an unsupervised learning paradigm, leveraging the assump-
tion that the vast majority of data points are normal and only a small minority represent
anomalies. While this assumption often holds true, alternative approaches also exist, includ-
ing semi-supervised approaches [139], and more recent self-supervised strategies [140].
The main categories of algorithms used for AD can be grouped as follows:

e Statistical methods were the earliest approaches, originating directly from the field of
statistics. These methods model the probability distribution function of normal data
and classify points with low probability as anomalies. Examples include KDE [141,
104] and the more recent Empirical Cumulative Distribution-based Outlier Detection
[142].

¢ Proximity-based methods rely on the principle that anomalies are often isolated with
respect to distance from other points, assuming the training set is representative. Classic
examples include the Local Outlier Factor [143], as well as more recent approaches such
as Rotation-based Outlier Detection [144].

* Machine learning models extend AD to more complex settings. Common techniques
include One-Class Support Vector Machine (OCSVM) [145], and DL approaches like
the already mentioned Autoencoder.
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¢ Ensemble methods combine multiple models to capture different types of anomalies,
coordinating their predictions into a single decision. This allows each model to spe-
cialize, improving robustness. Examples include iForest [146], Extreme Boosting Based
Outlier Detection [147] and Kit-Net [148].

Applications of AD in industrial contexts are particularly prominent in PdM, where
early detection of abnormal patterns in sensor data can prevent costly equipment failures
and reduce downtime like pointed out in [149]. In manufacturing, AD is widely used for
quality control, enabling the automatic identification of defective products or deviations in

production processes [150].

MACHINE LEARNING CHALLENGES IN PREDICTIVE M AINTENANCE

The deployment of ML techniques in industrial environments faces challenges ranging
from data quality to computational and operational constraints. These challenges directly
influence the reliability, scalability, and practical use of predictive models in real-world
scenarios. As reported in [151], these challenges can be categorized into the following groups:
real-time processing and infrastructure; data quality; data distribution shift; and human-
machine interaction.

REAL-TIME PROCESSING AND INFRASTRUCTURE

In safety-critical industrial environments, the massive volumes of data generated by sen-
sors, logs, and operational records must be processed in real time to detect and prevent faults
before they escalate. This requirement becomes particularly demanding when computation-
ally intensive ML techniques are applied, as they place heavy pressure on infrastructure for
data storage, processing, and analysis.

While cloud computing offers scalable resources, its effectiveness is often limited by band-
width and latency constraints, while the transmission of sensitive data can raise privacy and
security concerns. Edge computing, instead, is increasingly adopted to bring computation
closer to the data source, reducing delays and ensuring safer control over the data. However,
the success of edge solutions depends on the use of lightweight models that can operate
efficiently on resource-constrained devices. These models are specifically designed to bal-
ance accuracy with computational efficiency, making real-time industrial data analysis both

feasible and practical in environments where reliability and speed are critical.
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Data QuatLiTy

In industrial scenarios, data often suffers from issues that can undermine the performance
of ML models. The simplest of these is noise. While excessive noise can render data unusable,
most ML models are fairly robust to it, and in some cases, noise can even act as a form of
regularization during training, improving generalization [152].

A more challenging problem arises from the scarcity of faults, which are rare events. Ac-
cordingly, datasets are primarily composed of data representing normal operation, with only
limited examples of faults. Using supervised models is generally preferred when the data
quantity and quality allow it because of their superior performance and the richer informa-
tion they provide. However, in industrial contexts this is rarely the case. The data available for
gathering often results in imbalanced datasets, which, with supervised approaches, can lead
to biased predictions and poor generalization. Strategies to address this issue include over-
sampling minority classes, undersampling majority classes, using semi-supervised methods,
or adopting unsupervised AD approaches.

Closely related to imbalance is the labeled data scarcity. In industrial contexts, labeling
requires manual inspections and classification by domain experts. Moreover, since faults
occur infrequently, it is also difficult to collect a complete and representative dataset for
every possible fault scenario, leaving gaps in model coverage.

Manual labeling, combined with the continuous and high-dimensional nature of indus-
trial data and the complexity of fault conditions, can also introduce inconsistencies in the
labels. These errors often appear in ambiguous cases, such as when fault boundaries are
unclear or when multiple faults occur simultaneously, making it difficult to assign a single
correct label. Still, even small labeling inaccuracies can be particularly harmful when labeled
data is limited, as they may lead the model to learn incorrect associations. This issue is
discussed in detail in Chapter 7.

Finally, industrial data frequently contains missing values, caused by sensor failures,
communication problems, or data corruption. Missing entries reduce dataset completeness
and negatively affect model training and performance. Addressing missing values typically
requires imputation techniques or algorithms designed to handle incomplete data, both of

which increase the complexity of the development process.

DaTtA DISTRIBUTION SHIFT

In dynamic industrial environments such as HPPs, which are subject to varying oper-

ational conditions, the statistical properties of data can change over time. This leads to a
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phenomenon known as data distribution shift. Data distribution shift is defined in [153]
as the phenomenon in which the generated data changes over time, causing the model’s
predictions to become less accurate.

The cause of this disruptive effect can be traced back to the fact that most ML models op-
erate under the assumption that training and test data are drawn from the same distribution.
When this assumption is violated, models may struggle to generalize to new data.

The authors of [153] categorize data distribution shifts into five main types. Defining X

as the input of the model and Y as the set of possible labels, these types are:

e Covariate Shift: which occurs when the distribution of input data P(X) changes, while
the relationship between inputs and outputs P(Y|X) remains constant. An example in a
manufacturing scenario could consist in changes in operational practices making some

system states more common than others, but faulty patterns remain faulty.

e Label Shift: which occurs when the distribution of labels P(Y) changes, while the
conditional distribution of inputs given labels P(X|Y) stays the same. An example of
this is a change in material quality leading to an increase in certain types of faults,

while the characteristics of each fault type remain unchanged.

e Concept Drift: which occurs when the relationship between inputs and outputs P(Y|X)
changes over time. As machinery ages or undergoes maintenance, the patterns that

indicate faults may evolve, requiring models to adapt to these new relationships.

¢ Feature Change: which occurs when the features used by the model change, either due
to the addition of new sensors, removal of existing ones, or changes in data collection

or preprocessing methods.

* Label Schema Change: which occurs when the definitions or categories of labels change
over time. In classification tasks this happens when new fault types are introduced or
existing ones are redefined, while in regression tasks this happens when the target

variable is redefined or measured differently, such as a change in range.

There is no one-size-fits-all solution to address all data distribution shifts. However, in
the literature we can find several strategies to mitigate the impact of selected types of shifts.
Depending on the specific context, a combination of these strategies can be employed to

maintain model performance over time. Some of these strategies include:

* Massive Training: As reported in [153], this is the SOTA approach in the field. If the

training dataset is large enough, the model will learn such a comprehensive distri-
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bution that most data points encountered in deployment will likely come from this

distribution.

* Retraining and Updating Models: Periodically retraining models with recent data can
help them adapt to changes in data distribution. This strategy is commonly used in
industrial scenarios, where retraining is scheduled on a regular basis or triggered by

performance degradation.

e Active Learning[154]: Involving human experts in the loop to label new or uncertain
data points can help improve model performance in the face of distribution shifts. This
is particularly useful when labeled data is scarce or when new fault types emerge.

* Online Learning[155]: This approach allows models to update their parameters in-
crementally as new data arrives, enabling them to adapt continuously to changing
distributions.

* Incremental Learning, Continual Learning, and Lifelong Learning[13]: These tech-
niques are specifically designed to allow models to learn from new data without for-
getting previously acquired knowledge. This approach is a valid alternative to the
previous ones due to reduced data and computational requirements. The terminology

is not always consistent and often changes over time.

HuMAN-MACHINE INTERACTION

As introduced in Chapter 1, human-machine interaction plays a key role in industrial
environments and is central to the transition towards Industry 5.0. In cyber-physical produc-
tion systems, workers are the most flexible element, taking on a wide variety of tasks ranging
from specification and monitoring to modifying production strategies [156]. Bringing ML
models into these workflows makes the picture more complex, since it concerns not only
the algorithms themselves but also how people interact with them. This means designing
interfaces that are intuitive to use, making sure predictions are explained in a way that op-
erators can actually understand and trust, and creating conditions where humans can step
in and take control whenever needed. In this way, responsibility and oversight remain with
the human operators, while still benefiting from the efficiency of automation.

In practice, two main challenges stand out. The first is helping the human operator to trust
and understand the model’s predictions. This becomes especially important in safety-critical
settings, where a wrong choice could have serious consequences. Work in this area is usu-

ally referred to as eXplainable Artificial Intelligence (XAI), with a comprehensive overview
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provided in [157]. A variety of approaches exist, ranging from models that are inherently
interpretable to post-hoc explanation methods, which can be either model-agnostic or model-
specific. Explanations can also be categorized as global, giving insight into the model’s overall
behavior, or local, focusing on individual predictions. Local explanations will be part of the
approaches presented in Chapters 4 and 6, while global explanations are used in Chapter 6.

The second challenge is making sure operators can intervene and correct the model when
necessary. Addressing this requires systems to provide straightforward ways for humans to
give feedback or corrections, so that they can guide the model’s learning process and help it
improve over time. According to [158], there are three main levels of human involvement in

the ML process:

¢ Active Learning [154], where the system leads the learning process and uses humans
mainly as oracles to label unlabeled data.

¢ Interactive Machine Learning [159], where humans and systems work together more
closely, with people providing feedback in a more targeted, frequent, and incremental
way than in traditional ML.

* Machine Teaching [160], where domain experts take charge of the learning process by
deciding what knowledge should be transferred to the model.

SUMMARY

In this chapter, we introduced the industrial context relevant to this thesis, with a focus
on data-driven PdM and the challenges that ML solutions face in this domain.

In summary, while many ML applications have become de facto standards for tasks across
the industrial domain, their direct adoption is often hindered by challenges that differ across
tasks and contexts. The goal of this thesis is to present a toolbox to address some of these
challenges in the setting of PAM for HPPs and that can be adapted to diverse contexts with
minimal modifications. This toolbox is designed to allow users to select the most suitable
methods for their specific needs.
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Research Framework

The core motivation of this thesis is to enhance PdM for HPPs. Hydroelectric facilities
are critical assets in ensuring energy security [8, 9] and supporting the transition toward
renewable energy sources. At the same time, their engineering complexity and the strict safety
requirements that govern their operation make maintenance both essential and challenging.
As presented in Chapter 2, in recent years data-driven approaches such as ML and DL
have been increasingly adopted across a wide range of application domains. The models
proposed in the literature are typically designed and evaluated as general-purpose tools,
as appropriate for methodological research. However, the effects of practical challenges
that are common in industrial scenarios, and that become even more critical in the context
of HPP, are rarely taken into account. These challenges include the limited availability
of labeled fault data, contamination within nominal operational data, and the continual
evolution of sensor infrastructures. In addition, in line with Industry 5.0, human-centric
design is becoming increasingly important in industrial contexts. Algorithms should not only
produce outputs that are interpretable by humans but also incorporate their directives. This
bidirectional interaction builds trust in automated systems and enables effective collaboration
between machine intelligence and human expertise, enhancing safety and reliability. In the
remainder of this chapter, we first present the three main research directions and explain
the role of proxy tasks (Section 3.1). We then introduce the general problem definition and
assumptions guiding our experiments (Section 3.2). Finally, we discuss how the presented
methods connect and how their combined contributions advance PdM in hydroelectric
systems (Section 3.3).
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3.1. RESEARCH DIRECTIONS AND PROXY TASKS

ResearcH DirecTiONs AND Proxy TAsks

The methodological contributions of this thesis are organized around three main research
directions for improving PAM: efficiency, robustness, and human-in-the-loop. Each direction
reflects concrete challenges faced in industrial contexts and, particularly, in hydroelectric

systems.

* Efficiency. The goal is to allow models to adapt to dynamic environments and tasks
while reducing costs in terms of computational resources, processing time, and memory
footprint. This is crucial in hydroelectric systems where sensor infrastructures evolve

continuously, requiring methods that can integrate new data without full retraining.

* Robustness. Industrial scenarios rarely provide ideal conditions. Data collection and
labeling are extremely expensive, measurements are often noisy, and positive fault
instances are rare, and difficult to obtain without simulation. Robust models must

therefore deliver reliable results with scarce, imperfect, and contaminated data.

* Human-in-the-loop. In high-risk environments such as HPP, interpretability of model
outputs is essential for trust and safety [15]. At the same time, enabling operators to
inject their knowledge directly into the model helps reduce semantic gaps. As defined
in [161], the semantic gap is the lack of coincidence between the information that one can
extract from the visual data and the interpretation that the same data have for a user in a
given situation. Closing this gap improves collaboration between operators and models,

fostering safety, reliability and confidence in automated systems.

A key difficulty in developing methods for hydroelectric PAM is the lack of standardized
and openly available datasets. HPPs generate complex and heterogeneous data, but compa-
nies rarely share it due to safety concerns, competitive advantage, and privacy reasons. The
vast majority of publicly available datasets contain aggregated information such as energy
production, power plant location, reservoir water levels, or weather data (e.g., [162]), which
are not directly relevant for PAM. The few datasets that focus on specific components (e.g.,
bearing vibration data [163]) capture only narrow aspects of the overall system complexity
and are thus rarely used in practice.

The first project (Section 4) highlights both the advantages and drawbacks of using pro-
prietary data. On the one hand, we had access to a diversified collection of faults and were
able to exploit the high specificity of the features together with the extensive knowledge of
domain experts to effectively perform interpretability guided RCA. On the other hand, a
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complete point-wise labeling of the data was not feasible, and we could only rely on anoma-
lous segments of data as a reference. Moreover, the inability to share the dataset reduces
replicability, extensions and improvements from the research community. We considered
this tradeoff acceptable, as the work adapts established tools to a new context, and future
validation or extensions can still be pursued on alternative datasets.

The other three projects presented in this thesis rely on proxy tasks from other domains
such as transportation and industrial fault detection. Each proxy taskis paired with a clear hy-
droelectric formulation that illustrates how the proposed method would operate in practice.
This dual approach enables validation on widely known datasets, ensuring comparability
with the broader research community, while preserving a consistent focus on hydroelectric
PdM.

MarpPING ProjeCTs TO RESEARCH DIRECTIONS

The four projects can be mapped to the three research directions as follows (see Figure 3.1):

¢ Anomaly Detection and Human-in-the-Loop for Root Cause Analysis [18]: Section 4
shows how AD and interpretability methods can be combined into a human-in-the-
loop support tool for operators performing RCA. The study relies on a proprietary
hydroelectric dataset.

¢ Continual Learning for Behavior-Based Driver Identification [19]: Section 5 addresses
efficiency through CL, enabling models to recognize new drivers without full retraining.
This approach supports in-vehicle adaptation with low computational and memory
costs. Experiments are carried out on the OCSLab dataset [164].

* Feature-Evolving Anomaly Detection: Section 6 explores efficiency under feature-
evolving scenarios, where new sensor inputs are added over time. The proposed RootIF
adapts to new features while preserving previously learned knowledge, without re-
quiring storage of historical data. Experiments use of open collection of datasets from
ODDS [165].

e Robust Fault Detection and Identification: FLEX-C is a robust fault detection and
identification framework designed for scarce and contaminated data, evaluated using
the open datasets Statlog Satellite [166] and Glass Identification [167]. It generalizes the
ideas of Active Learning Isolation Forest (ALIF) [168] and Bayesian Active Learning
Isolation Forest (BALIF) [169] from anomaly detection to classification. Although the

extensions toward efficiency and human-in-the-loop still require validation in future work
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(see Section 7), the ensemble backbone based on iForest makes it possible to integrate
ALIF and BALIF to adapt the model to the user’s definition of normality, while the
simplicity of the weak classifiers ensures that incremental updates remain feasible,
allowing new user-defined labels to be incorporated without retraining the entire

model.

Efficiency Human-In-The-Loop

Robustness

Figure 3.1: Mapping of the four projects to the three research directions: efficiency, robustness, and
human-in-the-loop.
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GENERAL PROBLEM DEFINITION

Data from HPP systems, and industrial systems in general, is produced as a continuous
stream from sensors monitoring the equipment. From this stream, engineered features can
be computed. If a storage infrastructure is available, both raw signals and extracted features
are archived as tabular data, with each record linked to its timestamp.

We define the problem in general terms to cover all scenarios addressed in this work.
The data stream and its processing pipeline can be represented in an F-dimensional real
space, where F is the number of features. Formally, the data is a sequence [xo, ..., x,] with
xi €RE, Vi.

In FeV scenarios, the number of features can increase over time, leading to a sequence
Fo < --- < F, with x; € Rf», Vi.In such cases, features unavailable in earlier stages are treated
as hidden but are assumed to exist since they become measurable once the corresponding
sensors become available.

Each data instance x; is associated with a true label y; € €, where € is the set of possible
fault types including the normal class. In Fault Detection tasks, € reduces to {normal, fault}. If
the number of classes increases over time, the true class set € remains fixed, since it represents
the hypothetical correct set of fault types for the system. What changes is our ability to label
instances for the training set. This can be modeled as a sequence of increasingly complete
labeling sets € C --- C €}, = ¢, where ¢, contains the classes available for labeling at time
step k.

We assume the training data to be a collection of i.i.d. instances in one of the following
settings:

e Unsupervised: only unlabeled data [xo, ..., x,] is available.

* Supervised: each instance has a label (not necessarily the true one), yielding pairs

[Cxo, ), - -+ (xn, Y-

* Semi-supervised: two training sets are provided, one with unlabeled data and one
with labeled data.

This framework applies across all projects, despite their specific peculiarities. In each
project, the problem may be reformulated in an equivalent way to simplify the exposition.
In CL, for example, we use windows of signals as training instances. While points within
a window are not ii.d., if we concatenate the features within the window, the resulting

instances can be treated as i.i.d. samples, since randomly drawn windows are independent.
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Given a family of models parameterized by learnable parameters w, the goal is to find
the model 6(w*) such that

w" = arg rrgn Z L(Ow(xi), yi), (3.1)

where y; is the true label associated with x; and L is a suitable loss function measuring
the discrepancy between the model output and the true label.

SYNERGIES

Among the four projects, FLEX-C occupies a central role in the overall framework due to
its general and modular formulation. Its design allows it to interact conceptually with the
other methods, highlighting potential integrations and complementary uses.

1. Anomaly Detection and Human-in-the-Loop for Root Cause Analysis: This project
is the most general, as SHAP is a model-agnostic interpretability algorithm. It can be
applied to the output of any model, making it possible to link it to the results of the
other projects, providing interpretability and operator guidance, whether for FeV with
RootIF or to understand the outputs of FLEX-C.

2. Continual Learning strategies: In general, CL methods are often designed for specific
model families and do not always integrate easily with AD. An example is Elastic
Weight Consolidation (EWC) being designed for parametric models trained via gra-
dient descent. This affects their compatibility with FLEX-C depending on the weak
classifiers used. The synergy is limited for the classifiers we selected, but other types
of weak classifiers could enable better integration.

3. RootIF: This method extends iForest, making it a valid replacement for the FLEX-C
ensemble structure. Previously trained classifiers operate only on the features they can
process, while new classifiers can be trained on the leaves of the newly added trees. This
allows incremental expansion of the feature space without disrupting the previously
learned knowledge.
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Anomaly Detection and
Human-in-the-Loop for Root Cause

Analysis

In this chapter, we present our approach to fault detection and RCA in the context of
vibration monitoring for HPPs, based on our earlier work in [18]. In safety-critical settings
like this, human experts must always remain responsible for decisions regarding operations
and maintenance. However, the complexity of these systems and the sheer amount of data
available can easily overwhelm them. This often results in wasted time analyzing normal
situations, diverting attention from real anomalies, increasing costs, and reducing safety.

Consequently, relying on automated decisions, as in a supervised learning approach,
is not practical. Data quality issues, which we will detail later in this chapter, make such
methods difficult to apply. More importantly, any automated decision-making system would
be redundant since the human expert must always retain final authority. Our approach
instead combines a carefully selected AD model with an interpretability tool, SHAP, to
support experts in their decision-making. The AD model highlights the most anomalous
cases, helping experts focus their attention more effectively and reducing the risk of missed
faults. The interpretability module explains which features most influenced the model’s
decision, allowing experts to leverage their domain knowledge and the physical meaning of
the features to perform RCA.

Our approach applies established methods to real data from a HPP with the aim of
delivering a solution based on industry ready technologies that can be adopted with minimal
effort. The main challenge is to provide users with high quality information despite the
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limitations in data quantity and data quality that characterize the hydroelectric PAM context.
The approach builds on the feature extraction procedures already in use within the company,
which embed extensive domain knowledge about the relationships between these features
and potential faults. This choice facilitates the effective use of expert insight and supports
smoother integration of the proposed solution into existing practice.

The main contributions of this chapter are:

¢ We propose a methodology that combines AD and interpretability to support human

experts in fault detection and RCA for vibration monitoring in HPPs.

* We evaluate several AD models on real HPPs data to identify the one best suited to

assisting experts in fault detection.

¢ We demonstrate how SHAP-based interpretability effectively guides experts in RCA

by linking engineered features with expert knowledge of faults.

The chapter is structured as follows: Section 4.1 reviews background concepts and related
work on interpretability. Section 4.2 describes the dataset. Section 4.3 details our method-
ological choices and implementation. Section 4.5 presents the outcomes of our AD model

comparison and RCA using SHAP. Finally, Section 4.6 summarizes our findings.

BACKGROUND AND RELATED WORK

In this section, we provide the necessary background to support the contributions of
this work and to contextualize the subsequent chapters. Section 4.1.1 introduces the models
considered in our experiments. Section 4.1.2 presents the concept of interpretability with a

focus on SHAP. Finally, Section 4.1.3 reviews related work relevant to our study.

MobELs

In the following, we will briefly describe the models we used for the experiments. iForest
will be described in more detail since it is a foundational model for this thesis and will be
relevant also in Chapters 6 and 7.

IsoLATION FOREST

Isolation Forest (iForest) [146] is an unsupervised AD algorithm that operates on the
principle of isolating anomalies rather than profiling normal data points. The fundamental
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idea is thatanomalies are "few and different," which makes them more susceptible to isolation
than normal points. This algorithm builds an ensemble of decision trees, called Isolation
Trees (iTrees), to partition the data. In these trees, anomalies are more likely to be separated
closer to the root, resulting in shorter path lengths, while normal points are more likely to

be found deeper, requiring more splits to be isolated.

Algorithm Description The algorithm consists of two main stages: training and inference.
Training: In the training phase, a forest of iTrees is constructed. To build each iTree, a
random subsample of the training data is selected. The tree is then grown by recursively
partitioning this subsample. At each node, a random feature is selected, and a random split
value is chosen between the minimum and maximum values of that feature in the current
node. This process continues until a node contains only a single instance or the tree reaches
a predefined maximum depth. The randomness in feature and split value selection ensures
that each iTree in the forest is unique, which contributes to the robustness of the model.
Inference: During the inference phase, each instance is passed down every trained iTree
to determine the path length required to isolate it. The path length, denoted as h(x), is the

number of edges traversed from the root node to a terminal node for a given instance x.

Anomaly Score Computation The anomaly score for an instance is derived from the av-
erage path length of that instance across all the iTrees in the forest. To normalize this path
length, it is compared to the average path length for an unsuccessful search in a Binary
Search Tree (BST), which serves as a baseline for the average path length of a tree with the
same number of instances. The average path length of an unsuccessful search in a BST with
n instances is given by:

c(n)=2H(n -1)

2(n—1)
- (4.1)

where H(k) is the harmonic number, which can be approximated as In(k) + y, with y =
0.5772156649 being the Euler-Mascheroni constant.

The anomaly score, s(x, ¢), for an instance x given a subsample of size ¢ is calculated as
follows:

_E(h(x))
s(x, ) =27 W (4.2)

Here, E(h(x)) is the average path length for instance x across all the iTrees in the forest.

The score s is always between 0 and 1, and its interpretation is as follows:
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e Ifthescoreisclose to 1, it indicates a high likelihood of being an anomaly, as the average
path length is short.

e If the score is close to 0, it suggests that the instance is likely normal, as its average path

length is long.

e If the score is around 0.5, the instance is not clearly distinguishable as either normal or

anomalous.

Time Complexity One of the significant advantages of the iForest algorithm is its efficiency,
which stems from its low time complexity.

Training Time Complexity: The training phase involves building an ensemble of T iTrees,
each constructed from a subsample of size 1) from the original dataset of size n. The time
complexity to build a single iTree is approximately O(y log ¢’). Therefore, the total training
time complexity for the entire forest is:

O(T - ¢ log ) (4.3)

Since both the number of trees, T, and the subsampling size, ¢, are typically small
constants that do not depend on the size of the dataset S, the training complexity is effectively
linear with respect to the number of trees and subsamples.

Inference Time Complexity: During the inference phase, each instance is passed down
each of the T trees to determine its path length. The average path length for an instance in
an ilree is on the order of log 1. Thus, the time complexity for scoring a single test instance
is O(T log 1). The total per sample inference time complexity is:

O(T logy) (4.4)

The inference complexity is then linear with respect to the number of instances being

evaluated, making the algorithm highly scalable for large datasets.

AUTOENCODER

Autoencoders are a particular type of NN that is trained to reconstruct its input. The
formal definition of the problem has been given in [170] which aims to learn two functions,
the so-called encoder A : R” — R“ and decoder B : RY — R that satisfy 4.5:

argmin E [A(x,[B o A](x))] (4.5)
A,B xeX
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where A is the reconstruction loss function, that usually is the MSE between input and
output.

Autoencoders are a relatively mature technology. Like many foundational ideas in ma-
chine learning, they were first introduced in the 1990s [98]. Their popularity and effectiveness
grew rapidly in the following decades, driven by advances in computational power and the
increasing availability of large datasets. In more recent years, several important variations
have been proposed, most notably the Variational Autoencoder introduced in 2013 [171].

The most common use of autoencoders is to learn a compact representation of the input.
In fact, autoencoders can be seen as a generalization of Principal Component Analysis (PCA)
[172]. A second, and more relevant, use for AD exploits Equation 4.5: since outliers are less
likely to appear in the training data, they tend to yield higher reconstruction errors. This
effect becomes particularly evident when the expressive power of the network is controlled
through techniques such as dropout and regularization.

KiTtNET

KitNet is a Python implementation of Kitsune, originally developed as part of a network
intrusion detection system [148].

Its architecture consists of four main components. A feature extractor gathers statistics
from the input data stream using a dampening window that gradually forgets older data.
A feature mapper then distributes n features to k Autoencoders, ensuring that each receives
at most m features through agglomerative hierarchical clustering. An ensemble of k small
Autoencoders computes the MSE for each feature group. Finally, an additional Autoencoder
processes the k MSE values to produce the overall anomaly score.

KitNet was designed for efficiency and streaming execution. It operates in two modes:
training, where the AD component updates its weights through a single back-propagation
step per input until a predefined number of samples are processed, with an optional update
for the feature mapper; and execution, where weight updates stop and the model outputs

only the anomaly score.

RSHasu

Randomized Subspace Hashing (RSHash) [173] is another algorithm that is suited to
work with streaming data like KitNet in Section 4.1.1 and so is designed to be fast and with
low memory usage.

This model uses an ensemble of size m, and each of the simpler models is composed of w

hash tables. Here we report a simplified explanation of how it works since the implementation
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details can be found in the original paper.

The first thing that is done is to select a subset of the training, a subset of the features, and
some randomized constants that are used in the very next operation for each of the models
in the ensemble. Then the points X; sampled from the training set are min-max normalized

into X/ and transformed into Y; with:

-1 if feature j not selected
Yij =\ xl+a; ] (4.6)
| - 7 | otherwise

Then w hash tables are updated, in more detail at each hash table Hy is associated with a
different hash function /i built in a particular way explained in the original paper [173] and
each point Y; increments the length of the list in cell Hx(hx(Y;)) by one.

Atthe end suppose a point X; toscoreand ¢y = len(Hy(hx(Y:))), take the lo gz (min{cy, .., cw})
if the point were not in the training or logz(min{cj, .., ¢, } + 1) otherwise for overfitting rea-
sons and to treat all the points the same way (if a point is in the training set the minimum
returns at least one) and the score is simply the average value from the ensemble’s models.
It's easy to understand that an anomalous value would obtain a low count in the hash table

and so a low score.

Deepr SVDD

Deep Support Vector Data Description (Deep SVDD) [174] is a recent algorithm intro-
duced as a NN model trained with an AD-inspired loss function. Other models use the
outcome of training only indirectly to measure anomalies. For example, Autoencoders are
trained to reproduce their input, and since outliers are rare, they usually end up with a large

reconstruction error.

At its foundation, Deep SVDD builds on the classical kernel-based one-class classifica-
tion method, the same idea used by OCSVM. The main innovation is that the kernel is
approximated by the NN while minimizing the volume of the hyper-sphere that contains all

projected training samples.

Once the optimal matrix of weights W* is found, the anomaly score for an input x; is

llp(xci; W*) = ¢l
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and the loss function used to train Deep SVDD is:

L
1 n
in R? + — W) — cll2 — R2 2 12
min R? + — Z;max{o, I W) — el? = R2) + A ;uw 2 (4.7)
1= =
where:
* The first term minimizes the radius R of the hyper-sphere centered at ¢ in the latent

space.

* The second term allows a soft boundary, meaning that some points can fall outside
the hyper-sphere. The hyperparameter v controls the trade-off between the number of
violations and the volume of the hyper-sphere. Theset W = {W':1 =1, ..., L} contains
the weights of the NN.

* The third term is a regularization penalty on the weights.

INTERPRETABILITY

In many scenarios, it is not sufficient to simply trust the output of a machine learning
model. This is especially true when decisions based on the model involve significant risks,
costs, revenues, or safety concerns. Consider, for example, a model that determines whether
an individual should receive a loan. Since machine learning models can be effected by biases,
including racial bias [175], underrepresented groups may be systematically penalized. To
mitigate such risks, it becomes necessary to understand how inputs influence the model
output (interpretability) and how the internal parameters justify a decision (explainability).

Interpretability and explainability are highly desirable properties in most applications,
although they are not universally beneficial. As noted in [157], full transparency can create
opportunities for strategic behavior. In the case of a loan approval model, complete visibility
into its decision logic could allow applicants to exploit its weaknesses. If the model penalizes
individuals who hold more than two credit cards, returning a credit card could artificially
increase the likelihood of approval without reflecting any genuine change in creditworthi-
ness.

In practice, interpretability is used to evaluate machine learning models according to

several key principles [176, 157]:

* Fairness: Ensuring that predictions are unbiased and do not discriminate against un-
derrepresented groups. An interpretable loan model, for example, makes it easier to
detect whether decisions are influenced by demographic features.
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¢ Privacy: Guaranteeing that sensitive information in the data remains protected.

¢ Reliability and Robustness: Verifying that small perturbations in the input do not lead
to large fluctuations in the output.

¢ Causality: Checking that predictions rely on causal, not spurious, relationships.

¢ Trust: Users are more likely to trust a system when it provides understandable reasons
for its decisions.

In simple models such as linear regression, interpretability is straightforward because
inputs and outputs are linked by a linear relationship. With more complex models, such
as neural networks, it becomes significantly harder. Some interpretability algorithms are
model-specific, exploiting the internal structure of a given method (e.g., for isolation forest
[177,178]). Others are model-agnostic, designed to work with any type of model.

A well-known model-agnostic approach is Local Interpretable Model-Agnostic Explana-
tions (LIME) [179]. LIME perturbs the input instance, trains a local linear model on these
perturbations, and weights them by their similarity to the original sample (Figure 4.1b).

While effective, LIME is computationally expensive and limited to local explanations.

A more recent alternative is SHAP [180], which builds on similar perturbation principles
but employs Shapley values from cooperative game theory [181]. SHAP provides additive
explanations that can be both global and local, and it is typically more efficient to compute
(Figure 4.1a). SHAP also quantifies the contribution of each feature in both positive and
negative directions, offering a clear decomposition of the model output.

The field of interpretability is evolving rapidly due to its importance in ensuring account-
ability and trustworthiness. In [182] the authors showed that human-machine collaboration
can outperform either humans or models acting alone. Achieving such collaboration requires

interpretability, highlighting its central role in modern machine learning applications.
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(a) SHAP’s additive explanations, their sum is f(x) in (b) LIME’s local linear model. The bigger cross is the
the top right corner (adapted from [183]). positive point to explain (adapted from [184]).

Figure 4.1: Examples of representations of the interpretability algorithms.

SHAP

SHapley Additive exPlanations (SHAP) [180] is a widely used model-agnostic inter-
pretability method grounded in the concept of Shapley values from cooperative game the-
ory [181]. It computes the fair contribution (importance) of each input feature to the model’s
output through an efficient approximation of Shapley values.

Formally, let f : RF — R be a model with F input features, and let x € Rf be an instance.

The Shapley value for feature i is defined as

oif = Y BREBIE D e s - o] @8)
SCN\{i} '

where N = {1,...,F} is the set of all features, S is every subset of features excluding i,
and fs(xs) denotes the model restricted to the feature subset S. The weighting term ensures
fairness by considering all possible feature orderings.

The explanation is then given as a linear additive model

F
FG)=o+ > ilf,x), 4.9)
i=1

where ¢¢ = E[ f(x)] is the expected output of the model over the training distribution, and
¢i(f, x) is the contribution of feature 7 for instance x.
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Computing exact Shapley values is exponential in F, which makes it infeasible for high-
dimensional inputs. Kernel SHAP [180] addresses this by approximating the Shapley values
through a weighted linear regression (modified version of linear LIME). Specifically, it opti-

mizes

2

F
min Y 7(2) | f(he(2) = o - D biz]| (4.10)
eR? z’eZ i=1

where z’ € {0,1} is a binary vector indicating which features are included, h,(z’) maps
z’ to a sample in the original input space, and 7,(z’) is a weighting kernel that guarantees
consistency with the Shapley axioms.

Kernel SHAP thus provides an efficient and model-agnostic approximation of Shapley
values, making it suitable for complex models such as tree ensembles or neural networks.
In the context of anomaly detection, SHAP enables not only the identification of anomalous
samples but also the attribution of anomalies to specific sensor signals, thus supporting root

cause analysis.

ReLaTeD WORK

As already mentioned, the literature on industrial AD is extensive and diverse, and we
have cited some of the most relevant works. Often, methods that prove successful in one
domain can be adapted to another with only minor modifications.

In [185], the authors compared PCA and KICA-PCA (an extension of PCA already applied
in this context by [186]) with the extended isolation forest [187] to detect anomalies in
HPP sensor data. In [188], the authors applied variational modal decomposition and deep
convolutional Autoencoders (using multiple convolutional layers) for AD on HPP data. Their
features included the OS and the oil level in the tank. While the latter is available, it is not
directly related to vibration monitoring but rather to overall maintenance of the unit.

Another important research direction involves the use of interpretability algorithms in
AD models to enable RCA. One of the first contributions in this line is [138], where the
authors compared permutation-based importance with Depth-based Feature Importance of
Isolation Forest (DIFFI) [189], a model-specific algorithm for tree-based models. This work
is particularly relevant here, as the local formulation of DIFFI is later employed in Chapter 6
to properly weight the influence of new and old trees.

Concurrently with our work, two publications further validate the feasibility of our ap-
proach. In [190], the authors trained a stacked autoencoder for classification and then applied
kernel SHAP to explain the results, showing the flexibility of SHAP in supervised tasks. In
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[191], the authors tested several AD models—including KNN, Minimum Covariance De-
terminant, Local Outlier Factor, OCSVM, iForest, and Histogram-Based Outlier Score—and
then applied SHAP to perform RCA on rotating machinery. The key difference with our
work lies in both the models tested and the methodology. Standard rotating machinery rep-
resents a much simpler setting compared to hydroelectric plants. Such systems are often
mass-produced, smaller, more controllable, and less strategic in energy production. Data
can sometimes be obtained directly from the manufacturer or through controlled laboratory
testing, allowing the authors in [191] to apply SHAP to both RCA and fault identification. In
contrast, hydroelectric plants are custom-built, have long life cycles, and lack practical ways
to intentionally generate faulty data. Additionally, the dynamic influence of water alters
system behavior in complex ways that are difficult to simulate accurately.

To this day our work remains one of the few applications of unsupervised AD with
interpretability to perform fault detection and root cause analysis in the context of vibration
monitoring in HPP.

Data

This section presents the dataset used in the case study, addressing quality issues, listing
the available features, and describing their relationships with the detectable anomalies.
Background information and terminology are provided in Sections 2.3 and 4.1.

Data QuALITY

Data from HPPs present several quality issues common to industrial environments, as
discussed in Section 2.5.2. These issues are further compounded by seasonality effects that
depend on the type of plant and its geographical location. These issues shaped the experi-
mental setup.

Data scarcity: Although the system produces a continuous flow of data, the monitoring
system was recently commissioned at the time of collection, resulting in a relatively small
dataset. This situation is typical in hydroelectric applications, where digitization has only
recently been introduced. As a reference, the digitization project described in [192] for
Norwegian-Swedish HPPs began in 2018.

Unbalanced data: Many industrial systems usually operate with a long mean time be-
tween failures, so anomalies are rare. This is especially true in the hydroelectric, where robust

design is necessary due to the strategic role of energy production. To ensure the presence
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of anomalies, we used data from a unit that the company reported to have experienced
maintenance and anomalous conditions.

Unlabeled data: Labeling HPP data is expensive. Subtle anomalies may require weeks
of analysis and the involvement of several expert teams. Given the size and dimensionality
of the dataset, complete point-wise labeling was not possible. Instead, a list of anomalous
events with approximate time spans was available.

High-dimensional multivariate data: The complexity of the system produces high-
dimensional data streams, with about 200 features per machine. Vibrations are caused by
multiple phenomena, which makes multivariate analysis necessary for fault detection. The
features were designed for interpretability rather than independence, leading to redundancy.
Except for two features that were constantly zero due to acquisition errors, each feature is
linked to specific causes of anomalies, as detailed in Section 4.2.2.

Seasonality: Some effects, such as the vortex rope, depend strongly on the operating
point. Hydroelectric companies define OSs, partitions of the operating range where the
system behavior is expected to remain stable. These states are not uniformly represented in
the dataset because of seasonal variability. When water availability is high, the plant runs
steadily at full capacity, so the unit remains mostly in the high-power state. When water
availability is low, power is distributed among units to balance inflow, reservoir capacity,
and grid demand, which makes the unit operate across multiple states. Transient conditions
such as run-up and coast-down are not operating points but transitions between working
and inactive state. As shown in Table 4.1, some operating states are underrepresented, which

increases the risk that models classify them as anomalies.

Operative states | Number of samples

High power 31174
Low power 30140
Run up 2290
Coast down 1432
Others 4107

Table 4.1: Table with the number of samples for each OS.

FEATURES

We analyzed the vibration data from a single hydroelectric unit. The subset of available
teatures is described below:

* speed, wicked_gate_opening, and power: describe the operating state.
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1x_mag_bearing, 2x_mag_bearing (x and y directions): power spectrum of the first and
second harmonics, related to shaft unbalance and misalignment issues (see Section 2.3).
The 1x features are also called "synchronous".

Ix_ph_bearing (x and y directions): phase of the spectrum at the fundamental fre-
quency, mainly used to infer the shaft orbit shape when influenced by imbalance and

misalignment.

vortex_bearing (x and y directions): power spectrum corresponding to the frequency

where the first harmonic of the vortex rope.

subsynchronous_bearing: integral over the frequencies below 1x (see Figure 4.2), cap-

turing effects beyond the vortex rope.

asynchronous_bearing: integral over the frequencies different from 1x (see Figure 4.2).
It is primarily used to distinguish bumps from other problems. A bump, approximated
by a delta function, has a Fourier transform equal to one across all frequencies. Thus, an
increase in asynchronous_bearing strongly indicates a bump, whereas other problems

usually cause localized growth in specific frequency bands.

RSI_bearing: rotor-stator interaction as described in [193], producing pressure fluc-
tuations from the interaction between rotating parts (impeller) and stationary parts
(distributors). The frequency depends on the product of the number of impeller blades
(13) and nodal diameters (2).

crest_bearing, pp_bearing: crest factor and peak-to-peak values of the sensor wave-
form.

gap_bearing: average position of the orbit, as illustrated in Figure 2.7b.
Orbit#_bearing: features extracted from the orbit graph in Figure 2.7.

In addition to shaft-relative displacement, we also considered features derived from two

additional pairs of sensors: one measuring the machine structure vibration and the other

measuring the velocity of the bearing vibration. These sets of features are similar to those

used for shaft relative displacement, except for the orbit-related features.

ANOMALIES

Starting from the anomalies recorded by the company, we applied the iterative process

described in Section 4.3.1 to identify additional anomalies hidden in the complexity of the
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Figure 4.2: Representation of frequencies used to compute the main features (image courtesy of [63]).

data, even though they did not trigger faults. This process produced a set of loosely defined

anomalous segments that we employed to evaluate the models. However, it was not possible

to establish a precise point-wise ground truth for a rigorous quantitative evaluation.

The anomalies used to evaluate the models are illustrated in Figure 4.3 and include the

following:

¢ Post-maintenance misalignment: this anomaly is actually a combination of two effects.

The first is related to the shaft components that were more aligned before the main-
tenance than after, with no real risk but a clear increase in the synchronous spectral
components of the vibration. The second effect arises from the bearing being more

compliant in one direction, a condition that was corrected during maintenance.

¢ January 30, 2022: a fault occurred that was not directly detectable from the sensors but

led to major maintenance.

* March 22 to April 6, 2022: an increase in the machine’s structural vibrations along the

X-axis. As will be better explained in Section 4.5, this anomaly was detected by our
models and confirmed by the company after the experiments. This effect was caused by
a change in the parameters of the turbine governor which made a structural resonance
with Rotor-Stator Interaction (RSI), that is specific to this unit, more pronounced.

¢ February 24 to March 13, 2022: an anomaly known to the company, caused by velomiters

for structural vibration that were incorrectly installed after maintenance.

* Recent vibrations and missing data: In the most recent part of the dataset, the company

reported an overall increase in vibrations. At the time of the experiments, the causes
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were still under investigation. Additionally, intermittent connection issues occasionally
resulted in missing features. Due to the mixed nature of these potential problems, we
decided not to analyze this anomaly using SHAP.
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Figure 4.3: Anomalies and Training Data Visualization: The graph illustrates the anomaly scores gen-
erated by the Autoencoder model, as an example of what to expect in the results. Regions highlighted
in red indicate areas with unusual patterns, either identified from company records or subsequently
confirmed by them. The green region represents the training set.

METHODOLOGY

In this chapter, we describe the methodology and experimental setting used to evaluate
the performance of the models presented in Section 4.1.1 on real-world data from a hy-
dropower plant. The design of the experiment was heavily influenced by the data quality
issues discussed in Section 4.2.1. The process is similar to the usual ML train-test procedure,
except for the evaluation phase, where we relied on domain expert guidance to overcome
labeling challenges and identify the most suitable model. After selecting the best model,
the relevance of features highlighted by SHAP was assessed by the expert to verify their
consistency with the physical behavior of the system.

Design CHOICES

The data quality issues described in Section 4.2.1 make it impossible to apply supervised
learning techniques, as labels are uncertain and the data is highly unbalanced. As discussed
in Section 2.4, this situation is common in industrial applications, where faults are rare and
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labeling is expensive. Therefore, we approached the problem as an AD task using unsuper-
vised learning methods. The models were trained on a subset of the data representing normal
operating conditions and then tested on the entire dataset using the procedure described in
Section 4.3.4

PREPROCESSING

The preprocessing procedure was relatively standard, with an additional consideration
for rare OS. First, a simple data visualization showed that two features were constant. Af-
ter confirmation from the domain expert that this was due to an acquisition error in the
condition-based vibration monitoring system, we removed them, reducing the total number
of features from 65 to 63. Then, since rare OSs can mislead the models by being classified
as anomalies, and because run-up and coast-down do not reflect stable operating behavior
and have their own analysis procedure, we decided to use only low-power and high-power
OSs. This reduced the dataset from 69143 to 61314 samples. Finally, some models such as
iForest are not sensitive to feature scale, while others such as Autoencoders are. We did not
explicitly scale the values, but the model implementations we used (see Section 4.4) include

mean and standard deviation scaling as default preprocessing for the models that require it.

TRAINING

Seasonality (Section 4.2.1) is not in itself a problem, but to build a representative training
set it is preferable to use data from the low-water season, when all OSs are present. The
examined unit entered the low-water season in mid-April, towards the end of the available
data. Hence, a training dataset of 37,668 samples was drawn from that period (refer to Figure
4.3). This should be considered when interpreting the reported anomalies. The misalignment
anomaly in the first part of the dataset, before maintenance, is not necessarily a fault if
encountered in deployment. In fact, the remaining data show worse shaft alignment, but since
the training data come from that later period, the model correctly identifies the beginning
as anomalous.

The evaluation procedure described in Section 4.3.4 does not allow for straightforward
hyperparameter optimization for each model. This is generally not a limitation in unsu-
pervised AD, where performance depends more on the method itself than on the number
of parameters. We only needed to ensure that the number of parameters was sufficient to
provide a good representation of the data. The complete list of hyperparameters is reported
in Section 4.4.
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EvarLuation

Our evaluation focused on two distinct tasks: the AD task and the interpretability task.
The first concerned detecting anomalies in the data, while the second dealt with explaining
them. Since complete labeling was not available for either task, we collaborated closely with

the domain expert.

Anomaly Detection The company provided aninitial list of anomalies, but we soon realized
it was incomplete, as several anomalous periods discovered during the experiments were not
linked to any known fault. To achieve a comprehensive evaluation we adopted the iterative
approach shown in Figure 4.4. The process started from the anomalies reported by the
company; whenever a model identified new anomalous sections, these were submitted to
the domain expert for validation. If confirmed, they were added to the list of anomalies that
the models were expected to detect.

Additional evaluation criteria included plausibility, readability, and execution time, as
these factors are important for usability in an industrial context. By plausibility, we mean
that anomalies should appear as rare events restricted to specific periods of time. In other
words we expect models to identify anomalies in well-defined sections of the data rather
than scattered across the dataset. By readability, we mean that anomalous and normal
sections should be clearly distinguishable from the anomaly score, so that the expert can
easily identify anomalous periods through visual inspection. Execution time was loosely
considered comparing the order of magnitude of training and inference times to assess
whether real-time application is feasible. This is due to the fact that different model families
process input data in different ways. NN-based models such as Autoencoders process data

in batches, while tree-based models such as iForest follow an instance-wise approach.

Interpretability Interpretability relied entirely on the domain expert. Each fault, either
known or discovered during the experiment, was analyzed to identify its root cause. The
features highlighted by SHAP as most relevant for AD were then compared to the physical
understanding of the fault. If they were consistent from a physical point of view, the model
was considered effective at explaining its decisions.

Since SHAP is computationally expensive, it was applied only to the best model identified
in the AD task. The algorithm requires a pool of samples to compute Shapley values by
comparison. To this end, we used the K-Means utility from the SHAP library with 100
clusters to extract a representative subset of the training data as the background dataset.

Depending on the duration of the anomalous period, we also subsampled the anomalous
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section to reduce the number of samples. Finally, we plotted the contribution of each feature
to the anomaly score using the SHAP KernelExplainer for each point in the anomalous
section (local interpretability). Specifically, we analyzed one point every eighth for the new
structural anomaly and for the better alignment before the maintenance.

Anomalies recorded by Trained models
the organization

y A 4

] check model's score ( .
> New anomalies

Set of abnormal periodsJ L

Yes - add to the set

Check if they are
anomalies with the
expert of domain

No - do nothing

Figure 4.4: Flow chart of the iterative process used to gather the segments of the data that are to be
considered as anomalies

EXPERIMENTAL SETUP

The experiments were implemented in Python [194] using the PyOD [195], PySAD [196],
and SHAP [180] libraries. Each experiment was run five times to account for randomness in
the training procedure, and average results were reported.

Isolation Forest: Implemented using the PyOD library [195] with 100 estimators and a
maximum sample size of 256. The contamination parameter was not relevant, as no threshold
was applied.

Autoencoder: Implemented using the PyOD library [195]. The network had five hidden
layers with [32,16, 10, 16, 32] neurons, a learning rate of 0.001, batch size of 32, and was
trained for 100 epochs. The Adam optimizer [197] was used with MSE as the loss function,
a dropout rate of 0.2, ReLU as the hidden activation function, L2 regularization of 0.1, and
linear activation in the output layer.

56



CHAPTER 4. ANOMALY DETECTION AND HUMAN-IN-THE-LOOP FOR ROOT CAUSE ANALYSIS

Deep SVDD: Implemented using the PyOD library [195] with default parameters, except
for the output activation function, which was set to linear.

KitNet: Implemented using the PySAD library [196] with default parameters, except for
the grace_period_anomaly_detector, which was reduced to 4000 to speed up training.

RSHash: Implemented using the PySAD library [196] with 1000 sampling points, decay
factor of 0.015, 100 components, and 1 hash function. The method requires estimates of
the minimum and maximum values for each feature; we used the values from the training
set. Additionally, the model was trained and tested on the entire dataset, as it is a purely

stream-based method.

ResuLTs AND DiscussioNn

In this section, we present the results for both the AD models and the interpretability al-
gorithm. We report, for each model, the plot of its anomaly score to analyze which anomalies
were detected and which were missed, along with a discussion on the objectives of plau-
sibility, readability and time required for training and inference. Then, we analyze SHAP
outputs and compare them with the insights provided by a domain expert.

IsoLaTiON FOREST

As illustrated in Figure 4.5, the iForest model showed strong performance, detecting all
the anomalies. Another strength is its efficiency: as reported in Table 4.2, training requires
less than one second and scoring all data points takes under two seconds. The main drawback
is that the anomaly scores are somewhat noisy, which makes them harder for personnel to

interpret.
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Figure 4.5: Plot of the anomaly score from the iForest model.
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AUTOENCODER

As shown in Figure 4.6, the Autoencoder also detected all the required anomalies, with
the additional advantage that its anomaly score has substantially higher values in anomalous
periods. This enhanced separation between normal and abnormal data segments makes the

model particularly suitable for visualization and monitoring tasks.

Regarding execution speed reported in Table 4.2, training can take up to 300 seconds,
which is significantly longer than iForest. Inference, on the other hand, is still very fast,
requiring less than five seconds. Overall, this performance is broadly consistent with that of

iForest, and even more desirable for visualization purposes.
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Figure 4.6: Plot of the anomaly score from the Autoencoder model.

KiTNET

As illustrated in Figure 4.7, KitNet also detected all anomalies, producing plots that
closely resemble those of the Autoencoder. A notable difference is that KitNet tends to
amplify certain anomalies towards the end, an effect likely related to its ensemble-based
structure.

In terms of execution speed, as reported in Table 4.2, KitNet trains faster than the Au-
toencoder, with an average training time of about 50 seconds. Inference, however, is more

demanding, requiring up to 78 seconds to process the entire dataset.
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Figure 4.7: Plot of the anomaly score from the KitNet model.

Deep SVDD

Deep SVDD was not able to detect the lower misalignment before maintenance, as shown
in Figure 4.8. This is likely because the model is designed for data streams and does not
retain information about persistent anomalies. However, it did successfully identify the
other anomalies. Moreover, the anomalies are not grouped together as can be seen in the first
half of April where there are spikes instead of a highlighted area.

From the execution time perspective, Deep SVDD trains faster than the Autoencoder but
slower than KitNet, requiring up to 200 seconds. During inference, it performs similarly to

Autoencoder taking less than five seconds, as reported in Table 4.2.
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Figure 4.8: Plot of the anomaly score from the Deep SVDD model.
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RSHasH

RSHash is a purely stream-based model, which means it does not retain information
about persistent anomalies. As a result, it failed to detect the lower misalignment before
maintenance and the structural resonance, as shown in Figure 4.9, and was only able to
identify sensor-related anomalies.

In terms of execution time, RSHash is the slowest model, requiring more than 400 seconds
to process the entire dataset, as reported in Table 4.2.
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Figure 4.9: Plot of the anomaly score from the RSHash model.

Model Training time (sec) | Execution time (sec)
Autoencoder | 300.685 (25.295 sd) | 4.920 (0.402 sd)
iForest 0.329 (0.015 sd) 1.940 (0.038 sd)
KitNet 50.028 (0.479 sd) 77.958 (0.743 sd)
RSHash 446.230 (4.768 sd)

Deep SVDD | 193.560 (18.245 sd) | 4.518 (0.901 sd)

Table 4.2: Elapsed times for training and execution with a training set of 37668 points and a total
dataset of 61314 points (average of 5 trials).

SHAP

SHAP values are relatively easy to interpret, as they are based on Shapley values, which
fairly distribute the model output according to each feature’s contribution. Features with
values significantly above zero can be considered responsible for the fault, while those
significantly below zero are unrelated to the anomaly. Features near zero are less clear, but
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when the anomaly score is high, some features inevitably stand out due to the additive
property of Shapley values.

Despite its power, SHAP has some limitations. First, interpretability algorithms are de-
signed to highlight a limited number of important features, so when many not-independent
features contribute to a fault or when more faults coexist, the weights may be dispropor-
tionately assigned to only few features. Second, as a black-box method, SHAP inherits the
model’s limited understanding of domain-specific properties. The physics of the problem
indicates that high values of power features correspond to high risk, but rare low values that

are completely safe may also be flagged as anomalous.

PosT-MAINTENANCE MISALIGNMENT

Analyzing the improved shaft alignment before maintenance, which the models report
as anomalous because the training set is positioned in the latter portion of the dataset, we
can see from Figure 4.10 that SHAP highlights the synchronous spectral component of the
bearing velocity, but also the gap (average of the shaft orbit) as the main causes. In this case,
two unrelated faults overshadow the misalignment. The first comes from the anisotropic
rotation of the shaft, caused by the bearing being more compliant in one direction, which
produced very large values in 1x_magn_bearing_aX before the maintenance and returned
to normal after. The second is the gap, a fragile feature that mainly reflects the fact that the
sensors were not mounted in exactly the same position after maintenance.

Since SHAP is specifically designed to identify a limited number of features that may be
responsible for an anomaly, in this case, due to the presence of three superimposed problems,
the algorithm can not give a clear indication of the fault’s causes. However, as we have seen,
it is still useful since the features that it is able to highlight are effectively related to some of

the system’s anomalies.

ANOMALY OF JANUARY 30, 2022

The anomaly detected on January 30th, as shown in Figure 4.11, initially appeared as
a peak involving spectral components related to the bearing velocity and shaft-bearing
distance. The collective involvement across the entire spectrum suggests that the anomaly
may have originated due to a bump in the system. The peaks in the bearing velocity and
shaft-bearing distance crest factors are connected to the subsequent increase in vibrations.

The SHAP algorithm has proven effective in pinpointing the location of the problem at
the bearing. Despite the complexity of the issue and the involvement of multiple features,
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Figure 4.10: SHAP output before January 30th - relevant features: gap_bearing_rX (orange line "—)
and the 1x_magn_bearing_aX (maroon line '—).

the results obtained through the use of the SHAP algorithm are completely consistent with
the physical explanation of the fault.

UNCONNECTED SENSOR

In this particular scenario, there is relatively little to comment on, as the absence of a signal
for shaft-bearing displacement has caused all the related features to fail. As previously stated,
the gap feature is not be very robust, and in the absence of a signal, it can reach a value that is
well above 2500 microns. The reported value is physically impossible because the maximum
displacement in either direction is only 500 microns and such a reading would imply the
shaft is outside the bearing.

If an expert were to examine Figure 4.12 and subsequently inspect the gap features, they

would quickly recognize that the problem is the sensor itself.

NEw ANOMALY

The period between March 22nd and April 6th is the real stress test for this experiment.
This anomaly was only detected by our models since no threshold was exceeded, and no
report was made by the personnel present at the site. During this period, there was a signif-
icant increase in the structure’s vibration along the X-axis. Thanks to the collaboration with
the domain expert, we were able to obtain a reasonable explanation for this phenomenon.

HPPs are subject to the so-called RSI which refers to the dynamic interaction between the
rotating and stationary components of a turbo-machine (the impeller and the distributor). It
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Figure 4.11: SHAP January 30th - bearing’s relevant features for the first peak are asynchronous
components in X direction (dark blue line '—’), asynchronous components in Y direction (dark
yellow line '—) for shaft-bearing displacement. Note that the synchronous spectral component for
bearing velocity in the X direction is higher than the ones represented.

can also lead to unsteady flow patterns, pressure fluctuations, and noise. This effect is known
to have greater effects when the distributor is in the upper part of its range. Quick changes
in the distributor’s position can easily affect it and make it increase or decrease in ampli-
tude "around" its steady-state pulsation. The investigated machine has a very particular and
unfortunate specificity, in the sense that it runs with a head cover "in resonance" with the
RSI pressure field’s pulsating forces, thus amplifying the vibration. It happens that the most
sensitive direction is the X one. In the period identified as anomalous, a test had been per-
formed at the site for which some parameters were changed in the turbine governor. This led
to a much more reactive turbine governor’s response to the grid’s frequency perturbations,
which also made the RSI pressure field more variable. This cause, combined with the onset
of the "low-water" season, naturally led to more frequent power set-point variations, and
hence to increased turbine governor movements. There is a range of powers (combinations
of net head and flow controlled by turbine governor) where RSI effects and vortex rope effects
reach a maximum, and this range was much more frequently crossed during the "low-water"
season. The continuous changes in the power set-point also cause pressure waves in the
penstock, which are reflected in increased low-frequency content (sub-synchronous). Effects
of low-frequency pressure field fluctuations are reflected in both bearing velocity and shaft-
bearing vibrations, while the RSI effects are noticeable only in the bearing velocity vibrations
and might be more easily masked by the normal operation because the head-cover vibrates
significantly at RSI frequency in any case.
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Figure 4.12: SHAP output with unconnected sensor - relevant features: gap on X direction (orange line
'—'), gap on Y direction (salmon line —’), crest on X direction (green line '—’), crest on Y direction
(light pink line ) and synchronous component’s phase on X direction (dark magenta line '—).
Where all of them represent the shaft-bearing displacement.

In this particular case, the SHAP algorithm has demonstrated remarkable performance
in identifying the root cause of the anomaly, as can be observed from Figure 4.13. It has
provided a clear and concise indication of where to concentrate further investigations to
discern the underlying causes. It is worth noting that the causes were not readily apparent,

and the use of the SHAP algorithm has proven to be extremely helpful in this regard.

SUMMARY OF FINDINGS

In this project, we have presented a novel method for the PAM of hydroelectric power
plants using a combination of fault detection and explainability techniques. Our proposed
method aims to speed up the work of domain experts by pinpointing which data needs
in-depth analysis and narrowing down the possible causes of the reported anomaly, thus
improving the overall efficiency and effectiveness of the maintenance process.

Our method leverages a fault detection algorithm as an additional feature since the
data analysis group has to be involved in the decisions, allowing for the identification of
anomalies that could potentially indicate an impending failure. Between the ones we tested,
iForest and Autoencoder both achieved the desired performance, but we choose the latter
since it produces output that is easier to interpret by the user. We then apply the SHAP
explainability method to perform root cause analysis.

Our experimental results demonstrate that our method achieves promising performance
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Figure 4.13: SHAP output on the new anomaly - relevant features: sub-synchronous spectral compo-
nents (teal line '—’), 2x synchronous spectral component (light green line ), synchronous spectral
component (blue line '—’), vortex rope’s spectral component (olive line —’), asynchronous spectral
components (indigo violet line '—’) and RMS (orange-yellow line ') all of them in the structure
along the X direction.

in detecting potential faults and identifying their root causes. However, we acknowledge
that there is still room for improvement, particularly in the second part where the speed
of execution and the quality of the considered features highlighted the limits of the SHAP
implementation we used. In our future work, we aim to conduct a study to select an improved
set of features, maximizing their relevance for understanding the causes of anomalies while
minimizing their correlation. This will allow explainability algorithms to express themselves
to their fullest potential. Additionally, we plan to explore different explainability methods,
including model-specific ones, to achieve better performance in terms of both speed and
accuracy.

Overall, we believe that our proposed method represents a significant step towards more
efficient and effective maintenance of hydroelectric power plants, which could lead to im-

proved reliability, reduced downtime, and increased profitability for power plant operators.
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Continual Learning for Behavior-Based

Driver Identification

Behavior-based driver identification uses driving patterns—such as acceleration, steering
angles, and braking patterns over time—extracted from vehicle sensor data to determine the
driver’s identity. After traditional authentication methods, including physical and wireless
keys, have been proven to be vulnerable [198, 199], researchers have proposed behavior-
based approaches in order to tackle the problem [200, 201, 202]. The more recent trend
has seen the increasing use of Deep Learning techniques to improve accuracy as well as
robustness [203, 204, 205, 206, 207, 208, 209]. These solutions provide significant advantages
in solving the ongoing issue of car theft, which is still a problem despite many technological
advances. Another advantage is that car rental companies and fleet managers can ensure only
authorized people drive their vehicles, improving efficiency. It can also enable customized
in-car experiences, better roadside assistance, and optimized maintenance schedules.

While the literature extensively explores the potential applications of behavior-based
driver identification systems, challenges specifically related to real-world implementation are
often overlooked. Many of these systems depend on DL models for classification, which are
generally trained offline using large-scale datasets of drivers. Although efficient, collecting
enough training data requires a considerable amount of time, leaving vehicles vulnerable to
theft during the process [210, 211]. Additionally, in scenarios such as car sharing or rental
services, a complete retraining policy is impractical. The model would need to relearn all data
whenever a new driver is added, which places unnecessary strain on resources including
the GPU and memory. Even with cloud storage, the required time and associated costs can
become prohibitive. Lastly, fine-tuning the model using only new data fails to address the
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issue, as it can lead to catastrophic forgetting, where the model’s performance on previously
learned tasks deteriorates as it adapts to new information [13, 212].

To address these challenges, we propose applying CL techniques to the Driver Identifi-
cation problem. Since the primary goal of CL is to adapt to incoming data while preserving
previously acquired knowledge, it is specifically designed to address catastrophic forgetting
while keeping resource usage only marginally above that of fine-tuning [213]. Therefore,
we study scenarios where the models learn incrementally from new drivers (see Fig. 5.1
for the general framework). Specifically, we propose an evaluation across three scenarios
of increasing complexity and realism, based on the well-known OCSLab dataset [164]. The
first scenario represents a classical CL setting, while the other two modify how the data is
presented to the system, making them increasingly reflective of real-world conditions. In-
terestingly, making the simulations more realistic brings both challenges and opportunities.
The driver, for example, is not expected to change every few minutes. This continuity is
leveraged in this work to introduce two new methods, SmooER and SmooDER, which aim
to further narrow the performance gap compared to complete retraining.

This work provides an important step forward in scalable driver identification solutions,
demonstrating that CL approaches, such as Dark Experience Replay++ (DER++), can obtain
strong performance, with only an 11% reduction in accuracy compared to the static sce-
nario. Furthermore, our novel method, SmooDER, achieves optimal results with only a 2%
reduction compared to the 11% of the DER++ approach. Such results prove the feasibility of
CL approaches to address the challenges of Driver Identification in dynamic environments,
making them suitable for deployment on cloud infrastructure or directly within vehicles.
Additionally, we have made our implementation publicly available !, for enhanced repro-
ducibility and to facilitate future research in the field.

Our contributions are summarized as follows:

* We investigate the Driver Identification problem in the CL framework.

¢ We propose and implement on the OCSLab dataset three new scenarios that progres-
sively increase in complexity to incorporate additional challenges and make them more

similar to a real application of Driver Identification in a physical vehicle.

¢ We evaluate the efficacy of CL techniques in the three scenarios, proving the feasibility

of their deployment on cloud infrastructure or directly within vehicles.

¢ We propose two novel methods, SmooER and SmooDER, that exploit the driver ID

Thttps:/ /github.com/MattiaFanan/CL-Driverldentification
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continuity expected in deployment, achieving superior results compared to the other
CL approaches.

The rest of this chapter is organized as follows: Section 5.1 introduces the Driver Identi-
fication problem as a proxy task for Fault Detection and Identification in HPPs. Section 5.2
reviews the literature on the Driver Identification problem and the CL framework. Section 5.3
describes our proposed scenarios, the CL approaches we tested, and our new methods,
SmooDER and SmooER. Section 5.4 details the experimental setup, including the dataset,
training configuration, and model hyperparameters. Section 5.5 presents the results for each

scenario. Finally, Section 5.6 discusses the findings and suggests future research directions
in this field.

Task 1 Task 2 Task 3 Task n
o (Bob) (Mary) (Judy) (John)
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Figure 5.1: General representation of the experimental setup. Since the goal is to learn new tasks as
they arrive while retaining knowledge from previous ones, the test set for each task consists of all the
test data from drivers whose labels already appeared.

Proxy Task

In this work, we use Behavior-based Driver Identification as a proxy task for Fault De-
tection and Identification in HPPs. The two tasks share strong similarities: in driver iden-
tification, the goal is to recognize the driver from their driving behavior, while in fault
identification, the goal is to recognize the fault from the behavior of the hydroelectric unit. In
both cases, the behavior (the ML model input) is represented by time series data in which the
target shows temporal persistence. Drivers do not change every second, and faults typically
develop over time and remain until resolved.
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Another common aspect is the growing number of possible targets and the presence of
resource constraints that discourage a complete retraining of the model. We cannot expect
a family to visit the dealership whenever a new driver is added, nor can we expect a plant
owner to send all operational data to the manufacturer and wait for a new model each
time a new fault is identified. Although some owners choose to use real-time cloud analysis
services, this approach is costly and requires strict security measures. An edge computing
solution, similar to the in-vehicle computing that we demonstrated to be feasible for driver
identification, offers a viable alternative.

Finally, both tasks exhibit, as distinctive feature, a strong interaction between the system
and its user. Each driver has a personal driving style that adapts to the specific vehicle, for
example adjusting braking behavior to account for differences in responsiveness across cars.
Likewise, each fault leaves a distinctive signature in the sensor readings, but hydroelectric
units are custom-built and differ in resonance frequencies, grid frequency, and actuator
configurations. An example of this is the high structural vibrations discussed in Chapter 4
(see Section 4.5), which were detected in a single unit of one plant. With the CL approach
proposed in this chapter, once such a unique fault is identified and analyzed, the model can

continue to recognize it automatically from then on.

BACKGROUND AND RELATED WORK

In Section 5.2.1, we review the literature on behavior-based driver identification. Follow-
ing that, Section 5.2.2 will provide an overview of the Continual Learning topic, highlighting
the main scenarios and methods in the field.

DRivER IDENTIFICATION

A significant amount of research addresses the challenge of identifying the driver based
on behavioral data. This has several practical applications, including preventing vehicle
theft and improving personalized driving experiences. Collecting and analyzing drivers’
behavioral data enables the optimization of driver-based insurance schemes by dynamically
calculating risk factors [214, 215]. Moreover, it would enable the personalization of the
driving experience by adjusting vehicle settings based on user preferences, as demonstrated
in previous studies [206].

Most methodologies gather the Controller Area Network (CAN) bus data via the On-
Board Diagnostics (OBD-II) port, utilizing its variety of sensors and actuators to assess the
vehicle’s condition. While many researchers do not share the datasets they use, most studies
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rely on the publicly available OCSLab dataset [164, 216]. It features 54 sensors from the
CAN bus and includes data from ten drivers. Other datasets, although less commonly used,
incorporate different data types, such as Global Positioning System (GPS) [217] data and
stability measurements [218].

Many studies use Al and ML algorithms to tackle Driver Identification. The framework
proposed in [219] addresses the problem by analyzing the driving dynamics signals that
can be acquired from commercially available vehicles. The data gathered from the sensors
is filtered and pre-processed into sliding windows to allow the extraction of meaningful
statistical and spectral features. Then, a driver is associated with every window, and these
individual predictions are finally aggregated to obtain a unified result for the entire trip.
Erzin et al. [220] explore the amalgamation of various features, including pedal pressure,
vehicle speed, engine speed, and steering angle, to discern the driver identity.

Various works have employed classical machine learning algorithms, such as RF [218,
221, 222, 217], SVM [221, 222, 217, 223, 224, 225], KNN [216, 203, 221, 222, 217], and K-
means [200]. Marchegiani et al. [223] leverage CAN bus data from an electric vehicle to study
pedal operation patterns and GPS traces across different drivers on the same route. Their
research aims to develop a user authentication system using ML techniques, such as SVM
and Universal Background Model.

Furthermore, there is increasing emphasis in the literature on the use of RNN [206, 207,
226, 204], including Long Short-Term Memory (LSTM) [208, 201, 209, 206]. Their widespread
adoption underscores their effectiveness in capturing temporal dependencies and modeling
sequential data, thereby improving the accuracy and reliability of behavior-based driver
identification systems. Xun et al. [205] propose driver fingerprinting, utilizing CAN bus data
for real-time user authentication. Their method employs a combination of CNN and Support
Vector Domain Description to detect unauthorized drivers. The authors in [227] introduce
an unsupervised method using a three-layer non-negativity-constrained autoencoder to find
the best sliding window size. They then employ a deep autoencoder to extract hidden driving

behavior features for better driver identification.

CoNTINUAL LEARNING

Commonly, a ML model is built on the premise that the training dataset is representative
of the reality one intends to model. However, in many cases not all variables at play are
observable. Accordingly, if the observable data-generating distribution of the environment
changes, the consequence is a performance decay during the deployment. Collecting another

dataset and re-training the model is not a definitive solution if the previously acquired
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knowledge is not preserved. In fact, additional training on new data (fine-tuning) causes the
effect known as catastrophic forgetting, where the model’s performance on previous data
deteriorates [13, 212]. Continual Learning overcomes this limitation by enabling models to

learn from new data without forgetting previously acquired knowledge.

CoONTINUAL LEARNING SCENARIOS

As described in [228] CL is a subfield of ML concerned with incrementally acquiring,
updating, and retaining knowledge over a sequence of tasks presented over time. However,
the wide variety of what constitutes a valid task sequence often makes it challenging to
compare results across different studies. To solve this issue, many works organized similar
experimental setups into the so-called CL scenarios. In more detail, a scenario is set by
defining the aspect of the problem that is allowed to change between the tasks, the available
input information and the expected outputs. Although in the literature one can find many
scenarios that derive from the specific needs of the authors that proposed them, we can safely
say that the vast majority of the published works use one of the following: Task Incremental
Learning (TIL) [229] imposes no constraints on the sequence of tasks. Its main limitation
is the requirement for a task identifier both at training and deployment time. When such
information is not available one can rely on either Class-Incremental Learning (CIL) [229] or
Domain-Incremental Learning (DIL) [229]. The first only allows for disjoint sets of classes. In
contrast, the second requires tasks with the same set of classes but allows a domain shift.
Lastly, another important scenario to model more complex environments is New Instances &
Classes (NIC) [230], which allows updating the model knowledge with both the introduction

of additional classes and domain shifts (without the availability of the task identifier).

CONTINUAL LEARNING APPROACHES

In the CL literature, the methods can be grouped into three big families known as
rehearsal-based, regularization-based, and architecture-based.
Rehearsal-based techniques rely on storing and reusing past data samples during train-
ing. While various approaches exist in this category, one of the most renowned methods is
Experience Replay (ER) [231], also known as Replay. With this method, samples from the
Replay memory (which stores data from previous tasks) are combined with data from the
new task. This allows the model to retain accumulated knowledge by periodically revisiting
past task instances while learning new information. It has demonstrated remarkable perfor-
mance in multi-class classification problems under all three CL scenarios (DIL, CIL, TIL).

Regularization-based approaches incorporate additional constraints or penalties during
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training to preserve the knowledge of previous tasks. Two well-known methods belonging
to this category are Elastic Weight Consolidation (EWC) [232] and Learning without Forget-
ting (LwF) [213]. The idea behind EWC is to assign higher penalties to changes in parameters
that are important for previously learned tasks, thus protecting them from significant up-
dates during the training of the next tasks.

LwF is based on the concept of Knowledge Distillation, introduced by Hinton et al. [233]. The
loss function incorporates both the classification error for the current task and a distillation
loss, which uses the previous model’s output as soft labels. This approach encourages the
model to produce consistent outputs across both old and new tasks, helping it retain prior
knowledge while learning new information.

The general goal of Architecture-based approaches, instead, is to modify the original model’s
architecture by adding new parameters, which help redirect optimizer updates away from
the old parameters that contain the accumulated knowledge [234, 235, 236]. These methods
generally suffer from two major drawbacks. Firstly, most require the task ID at inference
time, which is unavailable in our scenarios. More importantly, they operate by design on the
structure of the underlying model, making it larger after every task, which also leads to an
increase in latency at inference time.

Furthermore, the CL literature explores methods that combine multiple strategies to
improve performance and robustness [237]. For instance, Dark Experience Replay (DER)
[238] integrates the Replay memory strategy with the use of logits from previous models, as
done by LwF.

METHODOLOGY

In Section 5.3.1, we define the methodological framework designed to integrate Contin-
ual Learning into behavior-based driver identification systems. Then in Section 5.3.2, three
progressively realistic scenarios are introduced to evaluate the CL methods in the context of
driver identification. In Section 5.3.3, we present the CL methods used in our experiments.
Finally, in Section 5.3.4, our proposed approaches, SmooDER and SmooER, are described.

ProBLEM DEFINITION

As mentioned, Driver Identification is an important problem with numerous real-world
applications. However, despite existing methods achieving impressive results, they struggle

to acquire new knowledge efficiently over time, as retraining a new model from scratch using
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all historical data is resource-intensive and impractical. This limitation raises concerns about

the feasibility of implementing them in real-world scenarios due to their scalability issues.

In a generic scenario, a model is trained on a sequence of T tasks. Each task t is associated
with a dataset Dy = (X, Y;). Each training instance x;; € RY*Fin X; = [x11,...,xn] is a
matrix recording the values of the F features of interest across W consecutive time steps. The
corresponding labels are stored in Y; = [yit, ..., ynt] with yir € C;, where C; is the set of

classes for task t.

The objective of the model at task t, fp,, is to learn a mapping from the input space to the

set of all classes encountered so far:

t
fo :RYF | ] (5.1)
i=1
0y =argmin > L(fo(x),y) (52)
(x,y)EUizl Dk

where Dy denotes the dataset corresponding to task k, and L is the loss function. Therefore,
after training the model for task t, it is expected to continue performing well on previous
tasks as well.

SCENARIOS

We propose and study the following three CL scenarios in the context of Driver Identifica-
tion, each introducing a progressively higher level of complexity and realism. The goal in all
cases is to train the underlying model to recognize new drivers accurately while preserving

its ability to distinguish those learned previously.

SceNARIO 1 - Two New DRIVERS

The first scenario is the simplest. The stream is created similarly to those in classic CL
benchmarks like Split-MNIST and Split-CIFAR10, where the dataset is split into 5 tasks, each
composed of data from only two classes, different from those in the other tasks [229]. This
scenario replicates the typical conditions under which CL techniques are usually proposed.
Therefore, we split the OCSLab dataset into five tasks, each composed of two drivers’ data
(see Fig. 5.2). Since for each task, two new classes are added, it fits the CIL setting (described
in Section 5.2.2).
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Task 1 Task 2 Task 5

(Bob) (Mary) (Judy) (John) (Emma) (Mark)

Figure 5.2: Task sequence representation for Scenario 1. Given ten drivers, each task contains infor-
mation about two new drivers, for a total of five tasks.

SCENARIO 2 - ONE NEw DRIVER

In practice, there is no particular reason to add authorized drivers in pairs like in Scenario
1. Conversely, considering a family car, it is reasonable to expect that the owner might need to
authorize an additional driver, such as when a child obtains their driver’s license. Therefore,
for Scenario 2 we have a sequence of classes as follows: 2,1,1,1,1,1,1,1, for a total of 9 tasks
(see Fig. 5.3). The first task is composed of two classes since evaluating accuracy on a single
class at the start would be pointless. Compared to Scenario 1, here more tasks are required
to cover the same number of classes (9 instead of 5). As a result, more updates are needed
to learn the same number of drivers, which can potentially increase forgetting. Additionally,
introducing one class at a time makes it more challenging for the model to learn disjoint
representations for each driver, as they are learned separately. Since a new class is added
with each task, this scenario fits the CIL setting, as described in Section 5.2.2.

Task 1 Task 2 Task 3 Task 9

B E)-@)-(a)- -
(Bob) (Mary) (Judy) (John)

Figure 5.3: Task sequence representation for Scenario 2. A single driver is added to the system each
time (except for task 1).

SceNARIO 3 - Two NEw SESSIONS

Here, we outline a scenario that we believe is the most suitable for the real-world imple-
mentation of a driver identification solution.

A critical aspect of adding a new user to the system is the process of collecting the training
data, since the behavior-based driver identification system must be temporarily disabled,

relying only on conventional identification. Traditional data collection methods, such as
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those used in the OCSLab dataset, typically involve planning lengthy routes for each driver,
with multiple sessions needed to accurately capture individual styles. This process is very
demanding, often requiring hours of driving, and lacks flexibility. The result is a sequence
of driving sessions from various drivers, often with repeated sessions for consistency.

To alleviate this burden, we propose a system in which the conventional and behavior-
based authentication components complement each other. When introducing a new user,
a startup phase defined by a super-user relies exclusively on conventional identification
allowing the collection of enough data to train the model to recognize the new user. After
this initial phase, the system can automatically store data from subsequent driving sessions.
If the predictions from the conventional and behavior-based identification converge, the
collected data can be utilized for additional training to adapt to domain shifts. Conversely,
discrepancies can trigger an error notification. The most efficient time to initiate training
using the buffered data is when the car is parked, avoiding unnecessary resource usage
while driving. This approach can be naturally represented using the OCSLab dataset by
segmenting into tasks a random permutation of the driving sessions. Only tasks involving the
introduction of a new driver require access via traditional identification methods, enhancing

security in the others.

We propose using two driving sessions per task, as depicted in Fig. 5.4. In real-world
scenarios, this could represent either a short round trip by a single driver or a longer journey
involving a driver change or a stop. Given that the dataset contains 20 driving sessions (two
per driver), this setup corresponds to a total of 10 tasks.

Unlike the previous scenarios, which fall under the CIL setting, this scenario aligns with
the NIC setting, as described in Section 5.2.2. Here, tasks may include new driving sessions
from previously seen drivers or data from entirely new drivers, making it a dynamic and

realistic representation of the driver identification problem.

Task 1 Task 2 Task 10
o) o) || Gl (o) |- | D) (o
(Bob) (Mary) (Bob) (John) (John) (Mark)
Session1l  Session 1 Session2  Session 1 Session 2 Session 2

Figure 5.4: Task sequence representation for Scenario 3. The data is divided into drive sessions (there
are two of them for each driver) and each task contains the data of two sessions. As a result, the next
task can either introduce new drivers or expand the knowledge of previously encountered ones.

76



CHAPTER 5. CONTINUAL LEARNING FOR BEHAVIOR-BASED DRIVER IDENTIFICATION

METHODS

Our goal is to validate, across three distinct scenarios, whether CL techniques can ef-
fectively address the Driver Identification problem. Therefore, we select three baselines:
Fine-Tuning is the lower bound as we expect our method to effectively preserve the knowl-
edge, while Joint Training and Cumulative are the upper bounds for model performance.
Additionally, we test several well-known CL techniques such as ER, EWC, LwF, and DER.

* Joint Training: The model is trained on all classes simultaneously, representing the
traditional static training approach. This serves as an upper baseline for CL strategies,
as it is not affected by catastrophic forgetting.

* Cumulative: This represents an additional upper bound of the CL techniques. The
model is trained sequentially on the stream of tasks. However, contrary to Fine-Tuning,
the model at each task is trained with all data seen so far. The cumulative approach
represents the current solution for adding users; however, it presents scalability chal-
lenges.

* Fine-Tuning: The model is presented sequentially with data from the current task.
No particular technique maintains the model’s knowledge, so it is considered a lower
bound for the CL approaches.

* ER: Experience Replay creates a memory to store samples from previous tasks [231].
We consider a fixed memory size, balancing the space reserved for each class and task.
When new data needs to be added to a full memory, a random selection of points is

equally removed from each class allocation to make space.

* EWC: Elastic Weight Consolidation relies on the Fisher information matrix to identify
which neural network parameters are important for the tasks the model has already
learned [232]. The Fisher information matrix measures the sensitivity of the loss func-
tion to changes in the model parameters. This importance is used to make the important
weights more rigid.

* LwrF: Learning without Forgetting is the most well-known technique among the distillation-
based approaches [213]. In our implementation, we compute a distillation loss at each
training batch as the MSE between the logits of the current model and those of the
frozen model from task ¢ — 1. This regularization term is added to the standard task
loss.
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* DER: Dark Experience Replay [238] is similar to ER as it keeps a small sample from the
previous tasks to refresh the old knowledge when learning from new data, but instead
of storing the ground truth labels, it stores the so-called "dark knowledge" generated
by a previous version of the model (its output logits). The original paper proposes
another variant of DER termed DER++, which stores both ground truth and the model
output logits for each saved sample.

PREDICTION SMOOTHING

With this work, we introduce two new CL methods derived from DER++ and ER, specifi-
cally Smooth Dark Experience Replay (SmooDER) and Smooth Experience Replay (SmooER).
These methods are designed to leverage a key feature of the scenarios we consider: the natural
continuity of the driver in real-world applications.

We needed a mechanism to correct occasional classification errors due to forgetting
without causing significant delays during driver changes. Given that the labels are expected
to change infrequently, smoothing the model’s output enhances robustness, as multiple
consecutive incorrect predictions are needed to significantly alter the integrated result. To
achieve this goal we used a causal rolling-window average of the model’s output. This
approach, inspired by temporal smoothing techniques, ensures that predictions are more
stable over short periods of time, thereby aligning better with real-world scenarios where
high-frequency label transitions are rare.

Formally, let W be the window size, k the number of classes currently present, and fg
be the current model. During inference, given the i-th sample x;, the model calculates its
output z; = fo(x;) = [zi1,zi2,** , zik], where z;; represents the confidence the model have
about i — th sample being a member of the j — th class or not.

We then apply the causal rolling-window average of Equation 5.3 (where W is the smooth-
ing window size) to the outputs, resulting in z; = [zj1, Zi2, - - , Zir], which ensures that occa-
sional misclassifications do not cause abrupt changes in the output. Finally, the final output

is determined by selecting the class with the highest confidence, as shown in Equation 5.4.

—~ 1
Zij = T Z Zrj (5.3)
W _Sha
i = argmax z;; (5.4)
je1-+k]

A larger window is advantageous for noisy predictors, as it can suppress more misclas-

sifications. Conversely, a smaller window suits a robust classifier, reducing errors during
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driver changes, as fewer new-driver predictions are needed to alter the output.

In this way, our methods, SmooER and SmooDER, exploit the temporal correlation of the
driver identifier by incorporating a smoothing technique, making the system more resilient
to isolated classification errors while maintaining the independence of the underlying base

CL method’s parameters and mechanism.

EXPERIMENTAL SETUP

In the following we present the experimental setting to evaluate the performance of
CL methods in the context of behavior-based driver identification. Specifically, Section 5.4.1
presents the OCSLab dataset along with details of the applied preprocessing. In Section 5.4.2,
we describe the machine learning model that forms the foundation of our approach, as
well as the details of the training procedure. Section 5.4.3 provides an overview of the
hyperparameters for each CL method, explaining their purpose and presenting the optimal
values identified in our experiments. Finally, in Section 5.4.4 we describe the metric used to

compare the results of our work.

Specirics ON THE OCSLAB DATASET

The dataset used in our tests comprises data from an experiment involving ten drivers
(labeled from "A" to "]"), each of them completed two round trips under varied road condi-
tions driving the same car, for a total of about 23 hours of driving. The dataset contains the
recording of 51 sensors from the OBD-II port with a sampling frequency of 1Hz (you can
refer to the original paper [164] for more detail and the complete list of sensors).

Our main objective is to test the applicability of CL techniques in the Driver Identification
problem. Since CL is generally model-agnostic, we decided to build our system over one of
the most cited works in this field [226].

To preprocess our data, we removed the features with zero variance in the dataset and
then used the mean and standard deviation normalization. This technique standardizes the
tfeatures of a dataset, transforming each feature x using the formula x’" = %, where 1 is the
mean of the feature, and o is the standard deviation. This process centers the data around
zero and scales it to have a unit variance, improving the performance and convergence of
many machine learning algorithms.

The next crucial part in preprocessing data for a sequence classification task is to choose

suitable parameters for the windowing of our data.
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¢ The window length is how many consecutive samples a training instance is made of
and consequently defines the complexity of the task to be learned as well as the richness
in the causal relationship that the model can exploit.

¢ The stride of the window refers to the displacement between consecutive windows in
the data, allowing for potential overlap. This parameter is crucial as it determines how
often each data point appears in the final dataset. A smaller stride means more frequent
appearances of the same point in different contexts, enhancing model generalization.
However, it also increases the dataset size, which can extend training time. Note that a
larger stride does not reduce model responsiveness during deployment, as in the real

implementation it is possible to generate a new window with only one new sample.

To set these parameters, we used the configuration from the reference paper with the shortest
window length and stride to create a less complex but more responsive model. Specifically,
we set the window length to 60 and the stride to 6.

MobEiLs AND TRAINING

We chose LSTM model because it consistently performed the best in the reference paper’s
result tables [226]. According to their description, the network structure is a two-layer LSTM,
with each layer having 128 hidden states and a dropout rate of 0.5.

LSTMs are sequence-to-sequence models that transform the input into a sequence of
hidden states [239]. To create a classifier, a fully connected layer is applied to the last hidden
state of the final layer with a Sigmoid activation function. We trained our model with
a batch size of 32 using Adam as optimizer [197], following the reference paper, with a
standard learning rate of 0.001. The employed loss function is the Categorical Cross-Entropy,
commonly used for multi-class classification problems.

The training in our experiments, followed two different setups:

¢ In the final comparison between the CL algorithms and baselines, we rigidly adhered
to the procedure outlined in the reference paper. That is, we used a split of 70% training
samples and 30% test samples, training the model for a total of 300 epochs. To avoid
overfitting we adopted dropout layers in the model structure as well as early stopping

during training.

* To tune the hyperparameters for all CL methods, we sampled half of the test data as
validation for early stopping, which was crucial for obtaining results in a reasonable

amount of time. A single Nvidia Titan V GPU was used to ensure comparability. With
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this setup, many training sessions converged around the 50th or 100th epoch while still

providing reliable indicators for the optimal parameters.

Due to varying data points among drivers in the dataset, the number of windows per
class was inconsistent (see Table 5.1), which could affect results when changing class order
in tasks. To reduce randomness from class ordering and sampling, we ran each experiment

with 4 different seeds and 4 class order permutations.

Table 5.1: Count of windows in training and test set for each driver’s drive session.

Driver ID | Session | Train Windows (70%) | Test Windows (30%)
0 1 367 156
0 2 466 199
1 1 773 330
1 2 717 306
2 1 455 194
2 2 409 174
3 1 701 300
3 2 831 356
4 1 509 217
4 2 463 198
5 1 677 298
5 2 596 255
6 1 404 173
6 2 458 195
7 1 567 242
7 2 574 245
8 1 427 182
8 2 472 201
9 1 417 178
9 2 610 261

CoNTINUAL LEARNING APPROACHES

Here, we describe the specific hyperparameters considered for each CL approach, their
purpose, and the values used in the final comparison. Unless otherwise stated, all methods
use the learning rate, optimizer, and batch size settings outlined in the previous section.

In A.1, we provide a detailed explanation of the hyperparameters tuning process, includ-

ing the reasoning behind the selection of each optimal value.

* ER: This method needs two hyperparameters. The first is Memory Size, which is also

the most important as it is directly related to the resource constraints.
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The optimal value of 1000 was selected for this parameter, as it limits memory usage
without causing a significant performance loss compared to the Joint Training baseline.
The second hyperparameter is Replay Ratio, which governs the mixing ratios of instances
from the training set and the memory in a batch of fixed size. Its impact is marginally
on the performance and mainly on the time required for training, as the training set is
diluted into more and more iterations when the ratio of memory instances increases.

Here we chose to mix the two in equal parts, so its final value is 0.5.

* EWC and LwF : They both have a single hyperparameter A that is used as a weight to
balance the influence of their regularization loss before adding it to the training loss.

The best values found in our experiments were 10000 for EWC and 5 for LwF.

* DER++: This method includes both rehearsal and regularization components. Similar

to ER, the more important hyperparameter is the rehearsal

Memory Size. Despite needing slightly more resources than ER to store additional logits,
we chose to keep the optimal value at 1000. The optimal values for the parameters a

and 8, which balance the losses between memory logits and ground truth labels, were
both 1.

* SmooDER and SmooER: The hyperparameters for these methods remain the same as
in their original versions, as the smoothing process is independent of the underlying
approach. An additional parameter, the smoothing window size, is set to six, based on
the dataset and data processing characteristics. This choice is aimed at the maximum
allowed size to effectively reduce errors while limiting the worst-case delay during a
driver change. Given the sampling frequency of 1 Hz and a data windowing stride of

one sample during deployment, this choice results in a maximum delay of six seconds.

EvaruatioN METRICS

In the following part are defined the metrics used in Section 5.5 to evaluate the perfor-
mance of all the CL approaches across the three scenarios.

Let’s define Dy;4in,i as the training dataset for task i. Then U® is the dataset composed
by the union of all test datasets seen until task ¢t or more formally u® = U§=1 Dyest,i- Then
we define ACC™ as the accuracy calculated on the test datasets seen so far:

t
U D test,i

i=1

ACC" = accuracy (U(t)) = accuracy (5.5)
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where accuracy in the equation calculates the accuracy of the model given the data.

Then ACC reports the total accuracy calculated after the training on the last task or

T
U Dtest,i

i=1

formally

ACCY = AcCD = accuracy (5.6)

where T is the last task of the data stream.

Moreover, we define the gap as the difference between the model trained on all data
together (Joint Training approach) compared to using a Continual Learning approach such
asreplay, LwF, etc. Formally, let’s define as A, the accuracy of Joint Training as the accuracy
on all the test datasets, which represents ideally the upper bound of the CL methods. Then
we define the gap as:

gap = ACC — Ajoint (5.7)

A lower gap means that the CL method is performing closer to Joint Training, while a
larger gap indicates a larger performance loss due to the continual learning setup. The two
metrics, ACC and gap, are useful to determine how much the CL approach is close to the
upper bound.

ResuLts AND DiscussioNn

In the following we present the results for each scenario, highlighting the performance
of all tested CL methods and comparing these approaches with our SmooER and SmooDER
methods.

In Section 5.5.1, we discuss results for the Two New Drivers scenario, followed by the One
New Driver scenario in Section 5.5.2, and the Two New Sessions scenario in Section 5.5.3. We
provide two figures for each scenario, with the left one comparing the methods and baselines
mentioned and the right one focusing on only the best non-baseline methods. A summary
table presents the performance of each method in each scenario after learning the last task.
Next, we present the results on the effect of prediction smoothing in Section 5.5.4. Finally, we
conclude with an overall analysis of the conducted experiments and results in Section 5.5.5.

Scenario 1 - Two NEw DRivers

This scenario has the least complexity among the three considered due to its shorter
sequence length. As sequence length increases, the effects of catastrophic forgetting are
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Figure 5.5: Results for Scenario 1.

expected to become more pronounced. Therefore, as reported in Table 5.2 this scenario
assessed the highest performance among the three.

From the evolution of the accuracy along the sequence of tasks reported in Fig. 5.5a,
we can distinguish three groups of methods: purely regularization-based methods like LwF
and EWC, which have no effect in contrasting forgetting as their evolution is very similar
to Fine-Tuning. Then, we have ER and DER++, which, instead, demonstrate significantly
better accuracy. As expected, DER++ outperformed ER since it is a more advanced method.
Specifically, ER achieved 90.47% accuracy, while DER++ 90.96%. Compared the upper bound
of 99.4% set by Joint Training (Table 5.2), this translates in a gap of less than 9% for DER++.

Lastly, we have our proposed methods, SmooDER and SmooER, which further enhance
resistance to forgetting, achieving approximately 98% accuracy, with a 7% accuracy gain
and narrowing the gap to less than 2%. Fig. 5.5b highlights the comparison between our
solutions, ER, and DER++, demonstrating their clear advantages, even with a small number
of tasks.

SceENARIO 2 - ONE NEw DRIVER

As described in Section 5.3.2, considering a single new driver for each task to increase
realism resulted in a more challenging scenario. In fact, we are now dealing with twice the
number of tasks. Table 5.2 shows that, as expected, the performance of all methods declined
compared to Scenario 1, with the best-performing ones, ER and DER++, experiencing a
reduction of around 4% in accuracy. Notably, SmooDER and SmooER demonstrated even
lower degradation, with a decrease of only about 2.5%. Given the longer sequence and the

complexity of learning each driver individually, this minor drop indicates that our methods
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Table 5.2: Performance for each scenario and for each CL technique. The best accuracy for each scenario

is highlighted in bold.
Scenario 1 Scenario 2 Scenario 3 Average of
Two New Drivers | One New Driver | Two New Sessions | all Scenarios
ACCT| gap| |ACCT| gap| |ACCT| gap| |ACCT gap]
Cumulative 99.16 0.24 98.96 0.44 97.43 1.97 98.52 | 0.88
Joint Training 99.40 - 99.40 - 99.40 - 99.40 -
Fine-tuning 24.55 74.85 10.87 88.53 19.17 80.23 18.20 | 81.20
ER 90.47 8.93 86.25 13.15 87.08 12.32 8793 | 11.47
EWC 24.69 74.71 10.92 88.48 19.10 80.30 18.24 | 81.16
LwF 24.78 74.62 10.88 88.52 20.01 79.39 18.56 | 80.84
DER++ 90.96 8.44 87.04 12.36 88.87 10.53 88.96 | 10.44
SmooDER (ours) | 97.93 1.47 95.47 3.93 98.22 1.18 97.21 2.19
SmooER (ours) | 97.71 1.69 95.26 414 97.45 1.95 96.81 | 2.59

have an acceptably low level of performance degradation as the number of tasks increases.

Fig. 5.6a presents an accuracy progression very similar to Scenario 1, with a notable

observation: without effective countermeasures against forgetting, accuracy can drop as low

as 11%, as seen with LwF, EWC, and Fine-Tuning. Also, in this more complex scenario, the

accuracy gap between Joint Training and DER++ (similarly ER) increases to about 13%. While

this gap might still be considered acceptable, it highlights the need for further improvement

to mitigate forgetting and enhance performance. In this regard, our methods, SmooDER and

SmooER, achieve a final accuracy of approximately 95%, reducing the gap to Joint Training

(99.4%) to less than 5%. This translates to an improvement of roughly 8% over ER and DER++

which can be better appreciated in Fig. 5.6b, demonstrating the robustness of our approach

in managing forgetting in more challenging scenarios.
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Figure 5.6: Results for Scenario 2.
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SceNARrIO 3 - Two NEw Sessions

In Scenario 3, complexity is further increased by including partial data from two classes
per task, resulting in a sequence of length ten. Here, each task may involve learning a new
driver or expanding knowledge of an already encountered one. Despite this added complex-
ity, the performance of various CL methods shows a slight improvement over Scenario 2.
This observation provides two key insights: first, it suggests that the primary challenge still
lies in the length of the task sequence. Second, the slight performance boost hints that learn-
ing multiple drivers per task enhances the model’s capabilities to learn how to effectively
distinguish them.

Fig. 5.7a presents a different accuracy progression compared to the other scenarios. This
discrepancy occurs because the evaluation is performed on test data from both sessions, even
when only the first session has been used for training (see Fig. 5.1). As a result, accuracy
tends to improve in the later tasks as the model learns the final session for each driver. This
highlights the effectiveness of methods able to counteract forgetting in this context, as they
display a U-shaped accuracy trend, unlike methods such as LwF and EWC.

Fig. 5.7b focuses specifically on the best methods. ER and DER++ achieve accuracy levels
of 87% and 89%, respectively, maintaining a gap of around 10% from Joint Training. Notably,
our methods, SmooER and SmooDER, show an even better accuracy, reaching 97.45% and
98.22%, respectively, thus narrowing the gap to the upper bound to approximately 2%. As
a final consideration, the random inclusion of domain-shift elements—when the second
driving session is introduced for each driver—likely contributes to the approximately 10%

performance improvement of methods like EWC and LwF compared to Scenario 2.
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Figure 5.7: Results for Scenario 3.
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PREDICTION SMOOTHING

The optimal target model for prediction smoothing must achieve a delicate balance: it
should neither exhibit excessive precision, as this could replace misclassification errors with
delay errors, nor demonstrate excessive instability, as approaching uniform class probabilities
would render any algorithm incapable of extracting meaningful insights.

With the selected hyperparameter configuration reported in 5.3.4, models with base
accuracies around 80-90% benefit the most from this smoothing technique. This is evident in
Table 5.3, where the ER and DER++ methods show substantial improvements with accuracy
gains of up to nearly 9%. On the other hand, models that are either highly accurate or
insufficiently accurate experience mixed or negligible changes.

Toillustrate the tangible benefits of our approach, see Figure 5.8. In this figure, we simulate
the time continuity of a real-world driving scenario by grouping the test set instances by
drive session. The double-stair shape represents the order of driver IDs, from 0 to 9, for
each of their two recorded driving sessions. On the left, the raw model predictions display
numerous misclassifications (spikes). On the right, after smoothing is applied, most of these
misclassifications are corrected.

Table 5.3: Performance before and after the prediction smoothing for each scenario and for each CL
technique.

Scenario 1 Scenario 2 Scenario 3 Average
before | after | before | after | before | after | Increment

Cumulative 99.16 | 98.83 | 9896 | 98.81 | 9743 | 98.74 0.83
Joint Training | 99.40 | 98.97 | 99.40 | 98.97 | 99.40 | 98.97 -0.43

Fine-tuning 2455 | 2444 | 10.87 | 10.87 | 19.17 | 19.36 0.03

ER 90.47 | 97.71 | 86.25 | 95.26 | 87.08 | 97.45 8.87
EWC 24.69 | 2443 | 1092 | 10.87 | 19.10 | 19.12 -0.10
LwF 2478 |27.02 | 10.88 | 10.87 | 20.01 | 22.57 1.60

DER++ 9096 |9793 | 87.04 | 9547 | 88.87 | 98.22 8.25

OVERALL ANALYSIS

In summary, SmooDER consistently outperforms all other methods across all three sce-
narios. The average results presented in Table 5.2 show that DER++ and ER achieve average
accuracies of 88.96% and 87.93%, respectively, thus being more effective than LwF and EWC.
The latter methods yield significantly lower accuracies of 18.24% and 18.56%, only marginally
surpassing the Fine-Tuning baseline at 18.20%. This can be attributed to their design being

less suited to our context, which involves frequent introductions of new classes. Specifically,
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(a) Driver ID predicted with DER++. (b) Driver ID predicted with SmooDER.

Figure 5.8: Comparison between DER++ and SmooDER. The test set windows are organized by their
drive sessions index and driver ID, with SmooDER successfully suppressing most classification errors.

EWC is more effective at addressing domain shifts than at handling challenges related to
class expansion, while LwF relies on using current task samples together with guidance
from a model trained on earlier tasks. This approach, however, does not efficiently recover
information in tasks where, for example, all instances represent newly added drivers, as the
teacher model becomes ineffective in such cases.

In contrast, methods that incorporate rehearsal, such as DER++ and ER, use a small yet
representative subset of previously seen classes during each task, enabling the model to
learn all seen classes jointly. This approach not only prevents forgetting but also enhances
learning efficiency. Although these approaches perform well, a measurable gap (10.44%)
remains compared to the Joint Training reference, where all data is trained simultaneously.
SmooDER and SmooER address this challenge more effectively, reducing the gap to just
2.19% and demonstrating their capability to achieve near-optimal accuracy.

Scalability in terms of both memory and time requirements is another key result, which
we have not addressed in previous sections. Fig. 5.9 illustrates the training time (in seconds)
for each task across all CL methods in Scenario 3. Among these, the Cumulative baseline,
currently used for adding new users, achieves optimal accuracy by retraining from scratch
with both old and new data. However, this approach leads to linearly increasing time re-
quirements per each new task. In contrast, Fine-Tuning only processes new data, resulting
in nearly constant training time across tasks. LwF, positioned between these approaches,
also maintains constant time requirements, as it only computes a regularization term with-
out significant extra computation. Meanwhile, EWC shows a growing time curve, as its
implementation requires a separate weight matrix for each task. Alternative versions of
EWC, which condense these matrices, are available to reduce training time. Memory-based
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methods like DER++ and ER offer a constant time curve, situated between Fine-Tuning and
Cumulative, depending on memory size. It is important to note that CL methods have no ef-
fect during the first task, so these considerations apply from task 2 onward. Lastly, SmooDER
and SmooER require training and testing times similar to DER++ and ER respectively, as the
additional computational overhead is minimal.

Finally, our approach has intrinsic modularity, where the underlying model, the CL
method, and the prediction smoothing technique do not impose constraints on each other.
Therefore, any future advancement on any component can be easily integrated into the
system. This makes it possible to extend our work to other fields, as long as the following
properties hold. The input should be a time series, and the labels should be generally
consistent in time. In human activity recognition, for example, we can employ this approach
to enable the training of the model on user-defined activities. When dealing with faults,
which are inherently persistent over time, our approach allows for the definition of faults
specific to the structure of a particular machine, a characteristic often seen with hydroelectric
turbines.

The results of our work show the superiority of our approach. This is due to the purposely
tough challenges we put in our scenarios, with many tasks and the rapid introduction of
new classes.

Regarding memory requirements, Cumulative approach needs as a training dataset the
concatenation of all data from the previous and the current task, so the memory requirement
grows linearly in the number of tasks, amounting to a total of 120 MB in our experiments.
In contrast, CL approaches use data only from the current task, thereby maintaining a
constant memory requirement. Moreover, the highest-performing methods DER++ and ER
(as well as their respective variants, SmooDER and SmooER, which are identical in memory
requirements) only need to store a small additional subset of samples for rehearsal.

In the results shown in Table 5.2, we use 1,000 samples, occupying just 11 MB —
specifically, less than 1000 x (60 x 46 X 4B + 8B + 10 x 4B) = 11,088,000B for DER++ and
1000 (60x46x4B+8B) = 11,048, 000B for ER. Including the network size of 0.89 MB, a total
of only 12 MB of memory is needed. Finally, for the deployment environment, just 6 MB of
RAM is sufficient: 0.89 MB for the network, 3.93 MB for the backward pass during training,
and 0.35 MB for the input batch. This efficient memory usage enables direct deployment on
small devices, such as those commonly installed in vehicles [240].

When considering the eventual implementation of this system, it is important to note that
during training, the CL dataset size remains constant, whereas the Cumulative dataset grows
linearly as all collected data is concatenated. The best-performing CL methods, however,
require only an additional 11MB of non-volatile memory to store the samples for rehearsal.
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During inference, CL methods do not impact performance, so the one-second latency is
mainly driven by the 1Hz sampling frequency needed to generate a new data window.
SmooDER and SmooER may hold the predicted driver ID for up to six seconds, but only
during a driver change.
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Figure 5.9: Training time per task for each method and baseline in Scenario 3. Cumulative training
time increases linearly as more tasks are added since the datasets are concatenated. Fine-tuning and
LwF have negligible or no computational overhead. EWC computational time grows since by imple-
mentation details each task contributes independently to the regularization. DER++, ER, SmooER,
and SmooDER go to saturation when the memory is filled for the first time. The overhead of SmooDER
over DER++ is negligible (same for SmooER over ER).

SUMMARY OF FINDINGS

In this work, we addressed the challenge of Driver Identification. We moved beyond
the traditional approach, where all driver data is collected before model deployment, and
training occurs offline. In many real-world scenarios, like car-sharing services where new
drivers are continuously added as they request to access the vehicle, the traditional complete
retraining policy is inadequate due to limited computational resources and memory. On
the other hand, training only on new data is impractical because the model would lose
the ability to recognize already authorized users, a phenomenon known as catastrophic
forgetting. Continual Learning allows the system to not only add new drivers as they come
but also to incorporate new data from previously seen drivers. This approach enables a

system that progressively adapts and enhances its performance as new data is collected.
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The main goal of this work was to apply well-established CL approaches, such as EWC,
LwF, ER, and DER++, to static Driver Identification problem and evaluate their effectiveness
in reducing Forgetting compared to Fine-Tuning, as well as limiting the resource require-
ments compared to Cumulative Training when transitioning to the CL formulation. To test
our hypothesis, we designed three progressively realistic and complex scenarios. We validate
our approach using the OCSLab dataset. Additionally, we took into account the temporal
correlation among samples during the inference phase and introduced two new methods,
SmooDER and SmooER, which are designed to leverage this information to further minimize
Forgetting.

The average accuracy of our baselines across all three scenarios is: 99.40% and 98.52%
for the upper bounds (Joint Training and Cumulative Training, respectively) and 18.20% for
Fine-Tuning. In contrast, the accuracy for the CL methods is as follows: 88.96% for DER++,
87.93% for ER, 18.56% for LwF, and 18.24% for EWC. These results demonstrate that even in
challenging environments like our scenarios, ER and DER++ are effective solutions, as they
managed to reduce the linear growth of the required time for each new task of the Cumulative
Training approach to an approximately constant time, while only losing an average of about
11% accuracy from Joint Training due to forgetting. Furthermore, our methods, SmooDER
and SmooER, proved to be the best approaches, reducing the gap to 2.19% and 2.59%,
respectively, with negligible computational overhead compared to DER++ and ER.

DirecTIONS FOR FUTURE RESEARCH

While our work is extensive in considering multiple aspects of the problem, behavior-
based driver identification is a complex field and there are still many opportunities for future
research. The proposed approach, although effective is relatively simple. Incorporating an
adaptive window size or a dynamic smoothing technique could further minimize misclassi-
fications.

Moreover, there is significant potential for future research into the effects of adversarial
attacks and data poisoning on behavior-based driver identification systems that use con-
tinual learning. Our system does not introduce any specific vulnerabilities that are easily
exploitable. All components are integrated within the microcontroller, and physical access
would be required to alter them. However, we assume the system inherits the vulnerabilities
of the underlying model. Consequently, adversarial attacks may lead to misclassifications,
and data poisoning could degrade model performance over time. Therefore, future work
should focus on investigating these aspects and on developing defenses that balance adapt-
ability and robustness.
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Finally, the applicability of the method to high quality data from a HPP remains to
be validated to identify potential deployment issues. While this validation focuses on the
hydropower domain, the modularity and flexibility of our approach demonstrate potential
for future application in other domains with similar properties, such as human activity

recognition, healthcare, or predictive maintenance in other industrial sectors.

92



Feature-Evolving Anomaly Detection

In this thesis, AD is a central theme, explicitly addressed in all chapters except Chapter 5.
This is not by chance, as the ability to detect potentially harmful situations with high accuracy
while sustaining minimal operational costs is crucial in PdAM and quality control. In such
contexts, one class (normal operation or good quality products) is naturally well-defined,
while the other (faulty operation or defective products) is heterogeneous and often only par-
tially specified. As a result, AD finds applications across a wide range of domains, including
fault detection in sensor networks, monitoring of industrial CPS, and fraud detection [241,
242].

Despite recent advances in DL architectures that enable direct AD on complex data such
as images, text, and time series by automatically extracting hierarchical features [243], tabular
data remains central in many industrial domains [244, 191]. Organizations have historically
relied on this format and literature-backed engineered features, making compatible AD
methods attractive for their seamless and cost-effective integration into existing systems.

As anticipated in Section 2.5.3, a major challenge in deploying AD systems lies in their
ability to adapt to evolving environments. In this chapter, we focus on Feature-Evolving (FeV),
a scenario where new features are introduced over time [14]. This situation frequently arises
in practice, as industrial systems are upgraded with additional sensors or data sources,
resulting in an incremental increase in input dimensionality. While data distribution shifts
have been widely studied [245, 246, 247, 248], few works have explored incorporating new
features into already trained models. Traditional AD models are designed for fixed feature
spaces, and ignoring new features risks leaving anomalies undetected, while retraining from
scratch is often impractical, particularly when historical data is unavailable due to privacy,

storage, or cost constraints.
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To address this gap, we propose Root-forced Isolation Forest (RootIF), a novel FeV AD
approach based on Isolation Forest. Our method integrates new features into existing models
using a few additional samples, which enables faster deployment and reduces the system’s
vulnerability window. At the same time, it preserves the knowledge accumulated by the
original model without requiring access to historical training data, thereby strengthening
data privacy. The core innovation lies in augmenting the original forest with new trees
that are forced to split on the newly introduced features. At evaluation, we introduce an
adaptive unsupervised weighting mechanism that balances the contributions of original and
new features. In particular, we leverage Depth-based Feature Importance of Isolation Forest
(DIFFI), a local feature importance method tailored for iForest, to estimate the contribution
of each new feature to point isolation and use these contributions to weight both original
and newly added trees.

Our contributions are summarized as follows:

¢ We introduce a novel framework for FeV AD that integrates new features into an

existing iForest model with minimal new data and no access to historical data.

¢ We propose an adaptive, unsupervised weighting mechanism for anomaly scoring that
balances the contributions of original and newly added features.

¢ We conduct extensive experiments on multiple real-world datasets, demonstrating the

effectiveness and efficiency of our approach compared to baseline and SOTA methods.

The remainder of this chapter is organized as follows. Section 6.1 introduces the proxy task
that relates this work to hydroelectric PAM. Section 6.2 provides the necessary background
and reviews related work, with a focus on SOTA approaches for FeV. Section 6.3 presents
the foundational algorithms, the simplified problem definition derived from Section 3.2, and
the proposed RootIF method. Section 6.4 describes the experimental setup, while Section 6.5
presents and discusses the results. Finally, Section 6.6 summarizes the contributions and

outlines directions for future research.

Proxy Task

In this work, we propose and evaluate a FeV AD method based on iForest. We simulate
the scenario of features being introduced over time by initially training the model on a subset
of features and progressively adding new features. To assess our method, we use the ODDS
collection of AD datasets [165] as proxy tasks.
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A central focus of our work is efficiency. Our approach enables an existing model to detect
faults in the new feature space using only a small number of new samples for the update. This
allows the model to preserve accumulated knowledge without requiring access to historical
data and supports a trade-off between asymptotic performance and computational cost.

In the context of HPP fault detection, this efficiency is especially relevant. If a company
invests in installing a new sensor or in developing a pipeline to extract a new feature, it is
likely that this new information is essential for recognizing faults that could not be detected
before. Our approach makes it possible to quickly adapt the model to the new information
without retraining from scratch or storing historical data, reducing the time during which
the system remains vulnerable.

The method can be applied both on the edge and in the cloud. At a low level, it can
monitor raw sensor data, either directly for protection mechanisms or as an intermediate
step to decide which data to send to the cloud. At a higher level, it can work with more
complex features extracted from raw data in the cloud, to detect anomalies and alert human

operators.

BACKGROUND AND RELATED WORK

Dynamic environments are common across many domains, including industry, and they
pose a significant challenge when applying ML solutions. Without specific approaches to
handle such changes, model performance can quickly degrade in deployment. Many ap-
proaches have been proposed to address these issues, and in Chapter 5 we explored how
CL techniques can help DL models adapt to shifting data distributions or the introduction
of new classes. What has received far less attention, however, is the challenge posed by an
evolving feature space.

There is no single, universally accepted term for this problem. Different works adopt
slightly different definitions and labels, with terms such as dynamic feature spaces [249] and
feature streaming [250] commonly used. In this thesis, we adopt the definition of Feature-
Evolving (FeV) [14], as it most closely reflects our scenario.

In practice, FeV rarely occurs in isolation. It is usually intertwined with other types of
distributional shifts. With this in mind, the following sections first review the broader AD
literature on dynamic environments, then narrow the focus on FeV. We conclude by examin-
ing xStream [251], a SOTA AD model designed to address online learning in the presence of
both distributional shifts and evolving feature spaces. It will be the main comparison point
for our proposed RootIF.
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DISTRIBUTIONAL SHIFTS

Most of the literature on dynamic environments focuses on the main challenges that,
according to the taxonomy of Section 2.5.3, can be defined as covariate shift, label shift, and
concept drift.

In [252], the authors proposed a DL approach that minimizes a regularization term
inspired by causal inference. This allows the model to learn latent representations that are
invariant to changes in the input distribution, thus mitigating distribution shifts which could
otherwise be mistaken for anomalies. Traditional ML models like One-Class Support Vector
Machine have also been adapted to handle distributional shifts. In [247], the authors proposed
an adaptive version of the model that incrementally tunes the kernel parameters to consider
new data points in the normal distribution, thus adapting to gradual changes.

iForest has also been extended to streaming, non-stationary settings. In [245], the authors
introduced a variant that monitors concept drift using nearest-neighbor density divergence
and dynamically updates its tree ensemble. Trees are added or removed in proportion
to the detected drift, helping to reduce false positives. Similarly, [253] proposed a hybrid
drift detector that combines statistical tests with performance-based evaluation of tree path
lengths in a sliding-window framework. Trees that degrade due to drift are discarded,
ensuring the ensemble remains representative of the current distribution.

Although our proposed approach is fundamentally different in both task and mechanism,
these last two works offer interesting insights into how iForest can be adapted to an online
learning setting. This remains the most promising direction for improving our work, as we

will restate in Section 6.6.1.

EvorviNG FEATURE SpPACE

The challenge of evolving feature spaces has two main dimensions. First, individual fea-
tures may become intermittently or permanently unavailable due to sensor faults, commu-
nication problems, or privacy constraints. This leads to missing values in incoming samples,
which are typically addressed via imputation by inferring values based on the observed dis-
tributions [254]. The second dimension, which is the focus of this work, is the introduction
of entirely new features that were not present during training. This poses a more complex
problem, as the model must adapt to an expanded feature space without prior knowledge
of the new dimensions.

A well-known traditional online learning AD model that natively addresses this issue is
xStream, which we will describe in detail later in Section 6.2.3. Broadening the scope to DL
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models, [255] proposes a stochastic recurrent deep neural network that combines a LSTM
encoder with probabilistic quantile regression, providing principled uncertainty estimates
through a recurrent quantile loss. Their method learns latent temporal embeddings that are
not tied to a fixed feature set, together with an incremental update mechanism that adjusts
thresholds and model parameters as new features appear. This design avoids retraining from
scratch and maintains robustness under heterogeneous, high-dimensional, and evolving
conditions.

Although such deep recurrent models achieve high accuracy in streaming, FeV settings,
they are computationally demanding, require specialized hardware, and are most suitable
when strong temporal dependencies are present. In many practical applications, however,
data arrives in batches rather than continuous streams, temporal correlations are weak or
irrelevant, and efficiency is essential. In these cases, iForest offers an attractive alternative:
it is lightweight, scalable to high-dimensional data, and does not rely on distributional
assumptions. Extending iForest to handle newly introduced features allows us to preserve
these benefits while enabling AD in FeV spaces under non-streaming conditions, providing
a simple and efficient solution where deep sequential models would be unnecessary or

impractical.

XSTREAM

This model, introduced in [251], is a SOTA approach for AD in online, streaming and FeV
environments. It is particularly relevant to our work as it directly addresses our challenges
and serves as a primary benchmark for evaluating our proposed RootIF.

xStream essentially combines three key ideas: random projections, ensemble learning,
and density estimation through recursive partitioning. It builds on the concept of random
projections, using K hash tables to reliably project a sample with an arbitrary number of
features into a fixed K-dimensional space.

d
yli] = Zhi(f]-)-x[j] fori=1,...,K
j=1

Where x is the original d-dimensional input vector, y is the projected K-dimensional vector,
and h;(f;) is a hash function that maps the feature with id = f; of x to the i-th dimension of
y.

The ensemble of M Half-Space Chains of fixed depth D (with D levels) is then used to
divide the projected space into bins and count-min-sketch are used to efficiently estimate local
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densities in those bins (each count-min-sketch uses m hash tables to estimate the density).
Essentially at each level a random dimension is selected and partitioned into bins, with the
bin width halving at each deeper level if the same dimension is selected again. This creates a
multiscale discretization of the space, allowing the model to capture local density variations
at different granularities.

Finally, the anomaly score for a point is computed as the average across all chains of
the minimum normalized bin count across all levels, with lower counts indicating higher

anomaly likelihood.

UPDATE

The model is designed to allow online modification of the values of existing features, as
well as the addition of new features. This is handled by caching the N most recently used
points. In case of an update the point is removed from the cache, projected to remove the
effect on the chains, inserted as the cache’s head with its updated value, and then re-projected
to update the chains bins.

To adapt to changes in the data distribution, a sliding window approach is used. Two
versions of the model are maintained, one trained on the previous window of size ¢ which
is used to compute anomaly scores and one on the current window that is only updated
with the iterative approach discussed above. At the end of each window, the current model
replaces the previous one, and a new current model is initialized in O(1) time.

ComruTATIONAL COMPLEXITY

The complexity is presented in the original paper [251] on a per-update basis, where an
updateis a triplet of (point_id, feature_id, value)which canadd anew point, append a
new feature to an existing one or modify a feature of a previously learned point. The update
and score complexity are the same as the procedure only differs in reading or updating the
count-min-sketch tables.

A formulation compatible with our experiments can be obtained by considering a batch
of S points with same number of features F (x € RF) as S-F updates, one for each feature from
each sample. Note that while in our experiment each batch is composed of the same points
with one less hidden feature (see Section 6.4), in a real-world scenario the points in a batch
can be completely different and thus one update per sample would not be representative for
the scenario.

The reported time complexity is O(K - m - D - M), as for each of the M chains, D levels
are traversed and the relative count-min-sketch hash tables are updated or queried, each
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requiring O(K - m) operations, mainly driven by the computation of one hash function on the
bin-index vector of size K for each of the m hash tables. This results in an overall complexity
of O(K-m - D - M) per update, which for a set of S points becomes O(S - F - K-m - D - M).

METHODOLOGY

In this section we introduce the proposed RootIF algorithm, an extension of the classical
iForest designed for the FeV setting. We first review DIFFI, a local feature importance method
for iForests, which we exploit to adaptively balance the contributions of historical and new
trees. Next, we formalize the problem and describe the main components of our approach: the
update procedure for integrating new features and the adaptive anomaly score computation.

We conclude with an analysis of the computational complexity of the proposed method.

DIFFI: DepTH-BASED FEATURE IMPORTANCE OF IsoLATION FORESTS

Depth-based Feature Importance of Isolation Forest (DIFFI) is a post-hoc interpretability
algorithm specifically designed to compute feature importance scores for trained iForest
models [189]. DIFFI has two variants: a global version, which estimates importance across
the entire training dataset, and a local version, which quantifies the contribution of each
teature to the anomaly score of a specific instance. In this work, we focus exclusively on the
local variant.

Given a data point x € R? predicted as anomalous, let Path(x, t) denote the sequence of
internal nodes traversed by x in the f-th isolation tree, from root to leaf. Each internal node
v € Path(x, t) is associated with a splitting feature j € {1,...,p}. Let d;(x) denote the depth
(or path length) of x in tree ¢, and let dmax be the maximum tree depth. The importance score
I; is accumulated for each feature j by iterating over all trees and nodes. Whenever a node
v € Path(x, t) splits on feature j, I; is incremented by:

1
Elt(x) dmax.

(6.1)

The correction term ensures that features are not credited when x is not effectively isolated
(i.e., when Elt(x) = dmax). Without it, all features along the path would receive non-zero

attributions even if the tree failed to isolate the instance.

In parallel, a counter C; tracks how many times feature j appears in the paths Path(x, t)
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across the forest. The final local feature importance is then defined as:

I;
LFI(x); = C—] Vie{l,...,p}. (6.2)

]
The underlying intuition is that features contributing to shorter isolation paths are more
informative for detecting anomalies. Normalization by C; ensures that importance scores

remain invariant to how frequently a feature is randomly selected across the forest.

ProBLEM FORMULATION

Let X € R denote a dataset with n samples and m features, and let Fx be an iForest
model trained on X. Suppose a new dataset X’ € R"*"" becomes available, where m’ = m +k
for some k > 0 and possibly n” < n. The new input matrix X’ contains the original m features,
augmented with k additional ones. We assume that the first m features in X’ correspond
exactly (in both order and meaning) to those in X, and that no distribution shift occurs in
these features.

The goal is to compute anomaly scores for new samples x’ € R"*K in the augmented
feature space, without discarding #x and retraining a new model solely on X’. While full

retraining is always an option, it presents two major drawbacks:
1. When n’ is small, the resulting forest lacks statistical robustness.
2. The knowledge embedded in the large-scale historical model Fx is discarded.

Our objective is therefore to design a mechanism that preserves the stability and in-
formation captured by ¥x, while effectively incorporating the new features contained in
X'

RooT-FORCED IsoLATION FOREST

To extend the iForest model to the FeV setting, we propose RootIF, whose objective is to
preserve the stability of an already trained model while efficiently adapting to the augmented
teature space. This is particularly relevant when access to historical data is restricted, for
example due to privacy or storage constraints. Our method leverages a small amount of new
data to build additional trees that explicitly incorporate the new features, thereby reducing
computational burden, enabling fast deployment, and minimizing the system’s vulnerability
window. The final model combines the predictive power of the retained historical trees with

that of the newly trained ones through an adaptive, instance-specific aggregation mechanism.
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The framework consists of three key ideas: (i) construction of new trees on the dataset
X’ € R¥Xm+k) where the initial splits are forced on the newly introduced features; (ii)
merging of new and old trees from the original forest #x, with the possibility of pruning to
control the final forest size; and (iii) adaptive score aggregation based on DIFFI local feature
importance, which balances the contributions of historical and new trees depending on the
relevance of their split features to each sample.

This formulation yields a hybrid iForest that preserves the knowledge encoded in the
historical model while integrating the discriminatory power of new features, even under

limited availability of new data.

UrDATE PROCEDURE

Let ¥x = {t1,t2, ..., tr} denote the original iForest trained on X. To incorporate the new
features, we construct a set of T” additional trees Fx, = {t/, th, e, t’T/} using the new dataset
X’ € R"Xm+0) " Ag described in Algorithm 1, the key modification is that the root node of
each new tree is forced to split on one of the k newly added features (randomly selected
among them), while all subsequent splits follow the standard random procedure of iTrees.
This guarantees that every new tree is sensitive to the additional features, while maintaining
randomness and diversity deeper in the structure.

The updated ensemble is obtained by combining the original and new trees: ¥ = FxUFx-.
Since the complexity of training a forest is O(T - 1 log 1), where ¢ is the subsampling size
(see Section 4.1.1), updating only requires training the T’ new trees at cost O(T” - ¢ log ¢). At
inference, however, the complexity grows linearly with the forest size, O((T + T’) -log ¢) per
sample, which can become impractical if the ensemble grows indefinitely. To address this,
we introduce a fixed forest size T, leaving the choice of T and T’ to the user depending on
the application’s accuracy-efficiency trade-offs. Training fewer trees results in faster updates,
while if enough data is available training more trees provides better adaptation to the new
features. The final inference cost scales with T.

With this constraint, when updating the model we consider two scenarios:
o If T+ T’ <T (orno limit is imposed T = o0), the two forests are simply merged.

o If T+ T’ > T, pruning is required. We assign weights
wp =T VYVt eFx, wr=T VteFy,

and sample without replacement T trees from Fx U Fx- with probability proportional
to these weights. This scheme samples new trees proportional to the number of old
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trees and samples old trees proportional to the number of new trees, which tends to
retain all new trees when few are added and retains historical trees when many new
ones are added.

Algorithm 1 Root-forced Isolation Tree Construction

Input: Input data X’ € R?X(m+1) Current depth d, Maximum depth dmax
Output: Root-Forced Isolation Tree Node

if d > dpmax or | X’| <1 then
return externalNode {size «— |X'|}

end if

if d = 0 then > Root is split on the last (new) feature
Letj—m+1 > Index of the added feature
Let min « min(X'[:, j]), max < max(X'[:, j])
Randomly select split point p € (min, max)

else
LetQ «{1,2,...,m+1} > All attribute indices
Randomly select attribute g € Q
Let min <« min(X'[:, q]), max <« max(X'[:, q])
Randomly select split point p € (min, max)

end if

X —{xeX" |x[q] <p}

X, —{xe X' |x[q] > p}

left « ConstructTree(Xl’ ,d+ 1, dmax)

right < ConstructTree(X/, d + 1, dmax)

return internalNode {splitAtt < g, splitValue « p,left « le ft,right < right}

ADAPTIVE ANOMALY SCORE

In Section 6.3.3 we allowed the user to adapt the update behavior to the specificapplication
context by selecting the number of new trees T’ and the maximum forest size T. These choices
directly determine the final ensemble composition since the new trees which can exploit the
additional features can be underrepresented. To make the model behavior robust across
different values of T’ and T, we introduce an adaptive anomaly score (Algorithm 2) that, for
each instance, dynamically weights the contribution of each tree according to the relevance

of the features it can see.
E(h(x))

Starting from the standard iForest anomaly score of Equation 4.2, s(x, ) =2 <% , we
modify the expected path length E(h(x)) into a weighted average that balances historical and
new trees. Let # =7 U7’ denote the updated ensemble, where 7 are the retained original
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trees trained on X and 7’ the added new trees trained on X’. The weighted path length is

defined as:

i) = Zter We(x) hi(X) + Dlpeq wi(x) he(x)
2ter Wi(X) + Dpeq wi(x)

where ¥ € R" is x with the new features removed, /1;(x) is the path length in tree ¢, and w;(x)

, (6.3)

is an instance-dependent weight.
The weights w¢(x) are derived from local feature importance computed by DIFFI (Sec-
tion 6.3.1). Let LFI;(x) denote the importance of feature j for sample x. Define the set of trees

that can split on each feature j as:
7; ={t €T UT"’ | treet contains feature j },

with cardinality |7;|. We distribute the importance of feature j proportionally among its trees,
and obtain the weight of tree t as:

LFI;(x)
w(x) = Ay (6.4)
f ]-;r, 73]

If the new features are irrelevant for an instance, LFI;(x) values are small and the weights
approximate uniform averaging, thereby recovering the behavior of a standard iForest. If the
new features are relevant and new trees isolate the instance early, those trees accumulate

larger w;(x), amplifying their contribution to the anomaly score.

ComputaTioNAL COMPLEXITY

We now analyze the computational complexity of our method. As in the standard prac-
tice, we report training and update costs with respect to the training dataset size n, while
inference costs are given per sample. This separation reflects the different operational set-
tings: training and updating are performed once taking into account the whole training
dataset, while inference is performed independently for each sample and repeated at scale

during deployment.

UrpATE COMPLEXITY

The cost of building the initial iForest is O(T - ¢ log ¢), where T is the number of trees
and 1) is the subsampling size. Training T’ new trees adds an update cost of O(T” - ¢ log V)
since each new tree is trained independently on subsamples of the updated dataset. The
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Algorithm 2 Adaptive anomaly score computation

Input: Sample x € R"*1, Old trees 7, New trees 7’
Output: Anomaly score a(x) € R

—_ =
_ O

_
= W N

15:
16:

17:

: Initialize: Sy <~ 0, Cr <0 Vfe{l,---,p}
forall treet in7 U7’ do
Obtain decision path features for x: Path(x,t) = [f1, f2, -, fit]
> ordered list of features in path
Obtain leaf corrected depth d;(x) where x ends in tree ¢
for all features f in Path(x, t) do
Accumulate importance score: Sy «— Sy + ﬁ
Increment counter: Cy «— Cy +1
end for
end for 3 s }
: Normalize per feature: Sy « C—?, ifCr>0 else S;«0

: Normalize scores to sum to 1: §f — §f/2f §f
: Let N be the number of trees in 7~ U 7 that split on feature f,V f
: For each tree t, compute weight:

Wy Z f]—f

FePath(x,t) f

Normalize tree weights to sum to 1: @; < w; /3, w;
Compute weighted average depth:

C_lx — Zwt : dt(x)
t

Compute anomaly score:

_dx
a(x) « 2 <

root-forcing step has negligible O(1) cost. Accounting also for the merging step, where T

trees are sampled from the union of old and new trees, we obtain an additional O(T + T”)

term. The overall update complexity is therefore

O(T" - log + T+,

Where the P” highlights that the linear contribution of T’ is dominated by the training term
O(T" - log1).

If the size of the forest is limited T < T then the update complexity remains in line with

the base iForest and is for the large part driven by T” and T, user-defined parameters.
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INFERENCE COMPLEXITY

At inference time, the baseline cost of traversing all trees in the updated forest is O((T +
T’)-log ). When adaptive weighting via DIFFI is applied, an additional feature-importance
computation is required. DIFFI computes local feature contributions for each sample by
inspecting its traversal path through each tree, which costs O((T + T’) - log ¢). Distributing
these importances to the corresponding trees introduces a further O((T +T”) - F), where F is
the total number of features.

Thus, the overall inference complexity with DIFFI weighting is

O((T+T’)-(logy +F)),

EXPERIMENTAL SETUP

To evaluate the effectiveness of RootIF, we conduct experiments on 17 real-world anomaly
detection datasets from the ODDS repository [165]. The objectives of our evaluation are
threefold: (i) to verify the method’s ability to retain knowledge from the original model, (ii)
to evaluate how effectively it integrates newly introduced features, and (iii) to analyze how
performance varies with different amounts of new data available.

In the remainder of this section, we describe the comparative baselines, the datasets and
data preprocessing steps, the experimental procedure, the evaluation metrics, an ablation
study assessing the contribution of each model component, and finally, the implementation
details.

BAseLINE METHODS

We evaluate our proposed approach against both classical and SOTA baselines:

* from_scratch: A stateless iForest that is re-initialized and retrained at each training-
test iteration. This represents the common strategy of adapting to new features by

discarding the past model and learning a new one from scratch.

e fixed: An iForest trained only during the first experience and then kept fixed, with no
further updates. This baseline quantifies the performance drop when the model ignores

new features, providing a lower-bound reference.

* xStream: The online anomaly detection algorithm [251], which is widely recognized as
a SOTA streaming baseline. It is specifically designed to handle evolving feature spaces
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and serves as a strong benchmark for our method (see Section 6.2 for more details).

DATASETS

All experiments were conducted on 17 real-world datasets from the ODDS (Outlier

Detection Datasets) repository [165]:

Annthyroid: Medical dataset for detecting thyroid disorders. Normal function is treated
as inliers, while hyper and hypothyroidism are considered outliers. Includes six nu-
merical attributes from thyroid-related tests.

Breastw: Breast cancer diagnostic data distinguishing benign from malignant tumors.
Malignant cases are outliers; benign cases are inliers. Contains nine ordinal features

ranging from 1 to 10.

Cardio: Cardiovascular records for detecting abnormal conditions. Pathological cases
are labeled as outliers. Includes 21 numerical health-related attributes such as blood

pressure and heart rate.

Ionosphere: Radar signals from the ionosphere classified as “good” or “bad” returns.

Bad returns are treated as outliers. Contains 33 numerical signal features.

Letter: Handwritten character images reduced to 32 numerical features. Deviations

from the majority class are treated as outliers.

Mammography: Image and clinical features extracted from mammograms. Anomalous

samples correspond to rare cancer-indicative cases. Includes six numerical attributes.

MNIST: Subset of the MNIST handwritten digit dataset. Digits outside the reference

class are treated as outliers. Features correspond to pixel intensity values.

Optdigits: Handwritten digit recognition dataset. Digits 1-9 are inliers; digit 0 is an

outlier. Contains 64 numerical pixel intensity features from 8x8 grayscale images.

Pendigits: Pen stroke recordings of handwritten digits. Abnormal formations are out-

liers. Includes 16 numerical (x, y) coordinate features.

Pima: Medical dataset of Pima Indian women. Anomalies correspond to diabetes-

related irregularities. Includes eight demographic and medical features.

Satellite: Multispectral satellite imagery. Anomalous regions indicate unusual terrain

or misclassification. Includes 36 reflectance-based features.

Satimage-2: Variant of the Satellite dataset where one class is treated as normal and
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others as outliers. Includes 36 spectral features from 3x3 pixel windows.

e Thyroid: Medical dataset identifying thyroid dysfunction. Hyperfunction samples are
outliers; normal and subnormal are inliers. Includes six blood test features.

* Vertebral: Spine X-ray biomechanical data. Abnormal configurations are inliers, while
normal cases are treated as outliers. Contains six numerical attributes.

* Vowels: Phoneme recognition dataset based on vowel sounds. Mispronunciations or

unusual pronunciations are outliers. Includes 12 acoustic features.

* Wbc: Wisconsin Breast Cancer dataset distinguishing benign from malignant cells.
Malignant cases are outliers; benign cases are inliers. Contains 30 cytological features.

* Wine: Chemical analysis of wines from three cultivars. Class 1 is treated as composed
of outliers; Classes 2 and 3 as inliers. Includes 13 chemical features.

Key dataset statistics, including number of samples, dimensionality, and contamination

rate, are reported in Table 6.1.

Dataset ID Num samples Num features Contamination
annthyroid 7200 6 7.42%
breastw 683 9 35%
cardio 1831 21 9.6%
ionosphere 351 33 36%
letter 1600 32 6.25%
mammography 11183 6 2.3%
mnist 7603 100 9.2%
optdigits 5216 64 3%
pendigits 6870 16 2.2%
pima 768 8 34.8%
satellite 6435 36 32%
satimage-2 5803 36 1.2%
thyroid 3772 6 2.5%
vertebral 240 6 12.5%
vowels 1456 12 3.4%
wbc 378 30 5.5%
wine 129 13 7.7%

Table 6.1: Statistics of ODDS datasets
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DATA PREPARATION

ODDS is a collection of well-known datasets that have been preprocessed and specifically
adapted for AD tasks. Consequently, our preprocessing pipeline was limited to splitting the
data, using a test_ratio of 20%, in order to evaluate the true generalization performance of
the models. Performing this split as the very first step ensures that no information leakage
occurs, i.e., that test data is never used during training.

Although iForest-like models are invariant to feature scaling, we applied mean-variance
normalization (already discussed in Section 5.4.1) to each feature to guarantee a fair compar-
ison across all methods. Normalization statistics were computed exclusively on the training
set and later applied to the test set, preventing any data leakage.

Finally, prior work has shown that increasing model complexity through hyperparame-
ters provides saturating benefits [251]. For this reason, we adopted the standard values com-
monly used in the literature for iForest-based models and selected the saturation-level values
reported in the original xStream paper, thereby avoiding costly hyperparameter searches.
This choice is particularly advantageous in our setting, as reserving a separate validation
set would be problematic for the smaller datasets listed in Table 6.1. The only hyperparam-
eter that would normally require tuning is the threshold used to convert anomaly scores
into binary predictions. Since our main evaluation metric is Average Precision (AP) (see

Section 6.4.4), which is threshold-independent, this does not affect the reported results.

EXPERIMENTAL PROCEDURE

The objective of our experimental procedure is to evaluate the model’s ability to adapt
to new features, assess the sample efficiency required to reach acceptable performance, and
verify that the accumulated knowledge is properly exploited.

To quantify these aspects, we employ two primary metrics, which are detailed in Sec-
tion 6.4.4. We use AP to assess absolute detection quality; high AP values indicate successful
adaptation to the new features. Complementing this, we use Resource-Weighted Perfor-
mance (RWP) to evaluate the adaptation process as a whole by measuring the area under
the AP curve as a function of the update dataset size. RWP creates a unified metric where
the score is penalized in three scenarios: (i) if the model fails to reach a high convergence AP
(reducing the total height), (ii) if the model fails to retain accumulated knowledge (causing
an initial drop), or (iii) if the model requires many samples to adapt (delaying the rise in
performance).

Moreover, it is worth to note that in a real-world scenario, the number of samples reported

in Section 6.5 corresponds to the number of new states of the system that must be observed
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in order to update the model and achieve the reported performance. This aspect is crucial,
as one hundred samples may be collected in milliseconds in high-frequency systems or in
seconds if using window-based features. Nevertheless, such samples often represent similar
system conditions and therefore provide limited statistical robustness when compared to the
same number of, for instance, thyroid analyses from different patients.

To ensure clarity, the experimental settings are summarized in Table 6.2 before being
explained in detail.

Setting Name Value / Description
test_ratio 0.2

n_seeds_exp 50

n_seeds_shap 30

n_experiences 3
n_blocks_per_experience | 13

n_start_trees 100
n_trees_progression [1,2,5,10, 25,50, 100]
xStream_K 100

xStream_M (parameter c) | 100

xStream_D (parameter d) | 25

Table 6.2: Settings used in our experiments

EXPERIMENT

Our experiment is composed of an inner and outer loop, which are executed for a total
of n_seeds times, each with a different random seed to ensure statistical robustness.

The outer cycle corresponds to the task of FeV learning: starting from F — n_experiences
features, we progressively add one feature at each iteration. The inner cycle explores the effect
of the number of instances available for training on performance. Here, the training data is
partitioned into n_blocks subsets. At iteration b, all subsets with index i < b are concatenated
and used for training, until all training data is included. The subset sizes grow exponentially,
reflecting the fact that data additions to a small dataset yield disproportionately larger
performance gains than equivalent additions to a large dataset.

Within each iteration of the inner cycle, models are trained and evaluated. All metrics
presented in Section 6.4.4 are computed on the test data, following common practice [256].

From a practical standpoint, adding a new sensor represents a cost that is only justified
if it improves fault detection capabilities. Operating under the assumption that sensors
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are introduced purposefully to capture missing information, we avoid wasting limited
experiences on noisy inputs by ranking features according to their global importance and
observing the impact of adding the most important ones.

Feature importance rankings are computed with TreeSHAP [257], a model-specific inter-
pretability method for ensembles of decision trees. We deliberately avoid using DIFFI for
this task to prevent introducing a double influence of DIFFI into the experiments. While
DIFFI is preferred in our models due to its speed and negligible overhead during inference,
TreeSHAP is acceptable here since the ranking is computed only once per dataset.

Model training follows these rules:

* The model state is saved only at the end of each experience, after processing the complete

training dataset. Intermediate blocks are processed in a memoryless fashion.

* The fixed baseline stops training after the first experience, representing a static model

that is never updated.

* The from_scratch baseline is reinitialized and retrained at every block, representing a
model that cannot access historical knowledge.

Finally, to assess how the number of new trees trained in the update influences the model,
we repeated the experiments varying this parameter according to Table 6.2, while keeping

random seeds fixed.

EvaruatioN METRICS

Evaluating AD models is not as straightforward as in standard classification tasks, since
commonly used metrics like accuracy may provide a misleading sense of performance. This
is mainly due to two specific challenges.

First, AD datasets are inherently imbalanced. Anomalies are rare by definition, often
making up only a small fraction of the data. In such cases, a model that simply predicts all
points as normal can still achieve high accuracy despite failing to detect any anomalies. As a
result, accuracy offers little insight into actual model performance. Metrics that emphasize
the minority class, such as precision, recall, and F1-score, are more informative because they
directly reflect how well the model identifies rare anomalies.

Second, most AD models do not directly predict whether a point is normal or anomalous.
Instead, they attribute to each instance a score that reflects how unusual it is. A classification
threshold must then be set to distinguish between the two classes. This threshold is typically

optimized on validation data or application-specific constraints. Its selection involves an
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important trade-off: lowering the threshold increases recall but also raises the number of
false positives; whereas raising it reduces false alarms but risks missing true anomalies.
Because metrics like the Fl-score depend entirely on this threshold, they capture model
performance only at a single operating point, rather than reflecting its behavior across all
thresholds.

AVERAGE PRECISION

To address both the extreme class imbalance and the threshold-dependency issue, we
have chosen AP as our primary evaluation metric. AP bypasses the need to select a single
threshold by summarizing the precision-recall curve across all possible operating points.
This provides a single, comprehensive score that reflects the model’s ability to consistently
rank anomalies higher than normal data, which is the ultimate goal of a detection algorithm.

Formally, as defined in Equation 6.5, AP is the area under the precision-recall curve,
calculated as a weighted sum of precisions at each threshold, with the change in recall

serving as the weight.
AP = 3 (R, = Ry1)P, (6.5)
n

Here, P, and R, are the precision and recall, respectively, at the n-th threshold in the ranked
list of scores. In essence, AP rewards models that maintain high precision as recall increases,
providing a robust measure of performance that is well suited to the challenges of AD.

RESOURCE-WEIGHTED PERFORMANCE

This choice for the evaluation metrics allow us to compare model performance indepen-
dently of the threshold choice, while also accounting for dataset imbalance. Additionally, the
design of the experiments allow us to assess how the amount of available training data affects
performance. In this setting, selecting the best model becomes a multi-objective optimization
problem, as both performance and resource consumption must be considered. To reduce this
to a single-objective problem, we assign appropriate weights to combine the two aspects into
a single performance metric.

In general, in ML a performance metric can be viewed as a sequence (my)pen that is
bounded,

D<m,<U VneN,

and converges to some finite limit m, — L < coasn — oo, either by design or in practice. The
boundedness is straightforward: for example, AP is bounded in [0, 1] by definition, while
MSE is effectively bounded by the maximum representable value on a computer. Ensuring
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convergence, however, requires restricting the analysis to models that actually learn the task,
meaning their loss function converges to an optimum.

These properties allow us to define our metric as a weighted average of the scores:

T
_qWym
AT = M (6.6)

T
Zr:() Wy

Here, (m,)nen represents the performance scores, and (wy),en is chosen to reflect the re-
sources required to achieve them. Assuming w, > 0 Vn € N, as it is reasonable to assume

that achieving results entails consuming resources, two main cases arise depending on the

T
WT = Z wn.
n=0

Case 1: Wr — oo as T — oo. This corresponds to a reqular summability method, where a

behavior of

lower triangular matrix a;; = w;/W; transforms one sequence into another with the same
limit. In this case, Ar — L < o0 as T — oo. The conditions for a regular summability method

are given by the Silverman-Toeplitz theorem or, in terms of weighted averages, in [258]:
e w,>0VneN
e mr—>LasT — o
e wr/Wr > 0asT — oo

Case 2: Wr — M < o0 as T — oo. Here, (wy)nen is absolutely convergent, and since the
metrics are bounded,

D lwimil < 3" Ulwi| = UM,
i=1 i=1
which implies
um
AOO S - = u.
M

We select the weight family wy = k™ with k € N*, resulting in the complete formulation
shown in Equation 6.7. With 0 < a < 1 the series diverges, while if a > 1 it converges
absolutely. Larger a values give more importance to the earliest scores, with @ — co making
A = mg (only the first score matters), while « — 0 approaches the model’s optimum score.

This behavior is illustrated in Figure 6.1.

T —a
Aa r=1 r mr
23;1 r=¢

@ 6.7)

112



CHAPTER 6. FEATURE-EVOLVING ANOMALY DETECTION

Weighted mean vs «
50 s S A M S A 7.

4.5 1

—— Weighted mean limit (n=1000)
Weighted mean limit (n=100000)

=== L (true limit of sequence)

..... x1

Weighted mean

ainw;j=i"7

Figure 6.1: Convergence of A, for input sequence (5,2 + 6-k=1 ... )with k € {1,...,1000 or 100000}.
Truncation error causes the deviation from the true limit at x = 1. However, this error becomes
negligible when early or convergence terms are dominant.

This formulation provides a way to explicitly control the trade-off between resources
consumed and performance achieved, through the parameter a. To not overemphasize the
earliest scores, we set @ = min(1, +o0) in our experiments, which is the first value for which
the weights series converges. This choice is coherent with the fact that collecting double the
samples entails double the cost and thus its performance is roughly weighted half. Moreover,
to approximate this sum with fewer experimental iterations (fewer blocks per experience), we
can use the trapezoid rule to estimate the values between computed instances. This approach

is particularly useful near convergence, where performance variations are minimal.

ABLATION STUDY

To assess the contribution of each component of our approach, we conducted an ablation

study. Our model consists of three independent components:

* force: Forces the newly added feature to be used as the first split when growing new

trees.
* diffi: Uses DIFFI to weight the contribution of each tree in the ensemble.

* keepsize: Maintains a constant forest size by replacing older trees instead of continu-
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ously adding new ones.

We evaluate all combinations of these components for a total of eight configurations,
including the full model and the baseline without any components. This allows us to iso-
late the effect of each component and understand their individual contributions to overall

performance in each context.

IMPLEMENTATION DETAILS

All experiments were carried out in Python using Scikit-1learn [259] and NumPy [260] for
numerical operations, data standardization, and AP computation. Additionally, we used the
TreeSHAP implementation from [261]. The proposed RootIF was released as open-source
software! to foster future research, although it is not yet optimized.

We relied on the C++ implementation of xStream provided by the authors?. The code
compiles into an executable that processes concatenated training and test data in the SVM-
Lite format and outputs anomaly scores. To ensure a fair comparison, we disabled the reset
mechanism included in the implementation and ran the model in static mode. Since incre-
mental updates are not supported, the model was retrained from scratch at each experience
using all data available up to that point. The update time was measured as the difference
between the total training time and a reference value recorded at the last block of every
experience. This procedure can occasionally yield decreasing update times during the early
blocks of some experiences due to runtime variability. Because module update and inference
times are not externally measurable, we relied on the estimates reported via stderr.

Experiments were executed on a machine equipped with an AMD Ryzen Threadripper
1920X 12-core processor and 128 GB of DDR4 2133 MHz RAM.

ResuLTs AND Discussion

In this section, we present the results of our experiments. Given the large number of
datasets and the complexity of the experiment, we first report selected results that highlight
the key findings. The first three subsections mainly focus on the baseline comparisons and
the effect of the number of newly trained trees. We report time-related metrics using the
largest dataset (Mammography) to clearly observe asymptotic behavior, noting that execu-
tion patterns remain consistent across different data sources. Then we analyze how each

IRootIF implementation is available at https://github.com/AMCO-UniPD/RootIF/tree/publication.
thtps ://cmuxstream.github.io/
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component of our model affects AP through an ablation study. Finally, we exploit the RWP
metric, which summarizes the trade-off between performance and resource consumption,

to provide a comprehensive comparison of the full version of our model—training 100 new
trees at each update—against the baselines and the SOTA xStream.

UprpATE TIME

The upper bound for this metric is given by from_scratch, where 100 new trees are

trained at every update. The lower bound comes from fixed, where no new trees are trained
after the first experience.

As anticipated in the complexity analysis (Section 6.3.4), the update time of our model is
mainly driven by the number of new trees added at each step. Figure 6.2 shows the update
time when 100 trees are trained at each update. We can see that the cost is the same in the
tirst experience, where the model is trained like a standard iForest, and in the later updates,
since the number of trees is unchanged. In comparison, Figures 6.3 shows that using only

a few new trees makes updates much faster, giving us a way to adjust the cost between the
two baselines depending on the application requirements.

No differences appear between the ablation variants. This is expected, since adaptive

weighting only happens at inference time, and the sampling of old and new trees is negligible
compared to the training cost.
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Figure 6.2: Update times for each RootIF configuration and baselines on the Mammography dataset,

with 100 new trees trained per update. The x-axis displays dual metrics: the number of features (top)
and the cumulative size of the training dataset (bottom) for each experience.
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Figure 6.3: Evolution of the update time for each RootIF configuration and baselines on the Mam-
mography dataset with different numbers of new trees trained at each update.

INFERENCE TIME

The interpretation of inference time is more complex. In this case, the lower bound is
given by from_scratch model, since training on only a few samples produces shallow trees
that are very fast to traverse at inference time. Conversely, fixed does not represent an upper
bound, but rather serves as the control case of a standard iForest once the number of samples
exceeds the subsampling size ¢.

Figure 6.4 highlights an important detail: when the keepsize component is used to limit
the total size of the forest, inference time remains stable over time. This happens because the
overall number of trees directly impacts both the traversal cost and the DIFFI computation.
Among the variants without keepsize, inference time increases about twice as fast when
diffi is active compared to when it is not. This effect appears already in the first experience,
since diffi assigns weights to every tree regardless of whether all trees see the same feature

set or not.

Another reassuring result is that the force component has no measurable effect on

116



CHAPTER 6. FEATURE-EVOLVING ANOMALY DETECTION

Mammography - Inference Time - 100 New Trees
Number of Features
4 5 6
L X

60001 — fixed
—— from_scratch FT
—=- ours_none
ours_force
5000 + =t e
——~- ours_diffi JRot 1
. 9%
—=—- ours_keepsize 471
=== ours_force_diffi e
> = L 3
ours_keepsize_diffi
——- ours_force_keepsize 27
—-=- ours_all V4

IS
o
S
S

P e

3000 »*

Inference Time [ms]
S,

a
2000 1 ¢ Let=s=sE=m=t=g_ I R B e e e R R B

-

I I I SR R A S NI A s S N T B TN N I N T B A A GRS A 4 A W T I BN N I N P B AT S BT R
'\,’\,V%,&b"bq”l/gb&%qb ‘\/’bb‘%,l/bb"bqﬁ,'\th@%qb( ‘\’LD‘Q,@Q’LQSQV

~
Training Set Length

Figure 6.4: Inference time of each configuration of RootIF on the Mammography dataset with 100
new trees trained at each update.

inference time, as expected.

The behavior with keepsize alone (or combined with force) is also consistent with
our design. At the start of each experience, inference time falls roughly halfway between
from_scratch and fixed, because half of the trees are fully formed and encode the old
knowledge, while the newly added ones are still shallow.

Finally, Figures 6.5 show that the number of new trees mainly acts as a scale factor. Adding
fewer trees at each update slows down the growth of inference time in the variants without
keepsize, while in the versions with keepsize, fewer replacements of old trees dilute the
speed-up effect of shallow new trees. The impact of diffi, on the other hand, is immediate

and shifts inference time toward roughly 2000 milliseconds from the very first experience.

AVERAGE PREcISION

The quality of the anomaly scores produced by different configurations is strongly
dataset-dependent, so the comprehensive evaluation is postponed to Section 6.5.4. In this
section, we instead focus on the effect of the number of new trees, complementing the
time-related results discussed earlier.

The hyperparameter n_new_trees was designed to provide a trade-off between perfor-
mance and computational cost. From the previous analysis, we know that it completely
determines the update time and has a strong influence on inference time, with larger values
leading to higher costs. It is therefore natural to expect that adding more new trees should

also improve performance, thereby balancing the increase in computational requirements.
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Figure 6.5: Evolution of the inference time of RootIF on the Mammography dataset with different
numbers of new trees trained at each update.

A representative example of this trade-off is given by the Pima dataset. The two main
objectives of our method are to adapt to the evolving feature space while retaining knowledge
from previous experiences. The main mechanism that enables this balance is the combination
of old and new trees. Figure 6.6 shows that, regardless of the number of new trees, the model
consistently preserves old knowledge, as performance does not collapse to random levels in
the first few blocks of each experience. However, the extent to which the model adapts to
the new features is clearly determined by n_new_trees. As this parameter increases from 1
to 100, the asymptotic performance moves smoothly between the two baselines, fixed and
from_scratch, with the highest values even outperforming the latter.

A noteworthy observation is that the performance of our complete model (with keepsize
enabled) using 100 new trees (Figure 6.6d) surpasses that obtained with 50 new trees (Fig-
ure 6.6c), even though by design both settings incorporate roughly the same number of new
trees into the forest. The improvement can be attributed to the larger pool of candidate trees
generated when training 100, which enhances ensemble diversity and results in more robust
performance.
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Figure 6.6: Evolution of the AP of RootIF on the Pima dataset with different numbers of new trees
trained at each update.

COMPREHENSIVE EvALUATION

We have already discussed how the number of new trees influences both the computa-
tional cost and performance of our model. To gain a more complete picture, we now compare
our method against the baselines and the SOTA, while also analyzing the contribution of
each component (keepsize, force, and diffi) to overall performance. In this comparison,
we focus on the configuration that trains 100 new trees at each update. This choice allows us
to evaluate performance on a fair basis with respect to other approaches while representing
an upper bound on the computational cost, since reducing the number of new trees cannot
increase either update or inference time.

Table 6.3 summarizes the results in terms of RWP, which captures the trade-off between
performance and resource consumption (see Section 6.4.4). Our model, with some dataset-
dependent fluctuations in the contribution of individual components, achieves the best
overall performance in twelve out of seventeen datasets. This highlights its ability to balance
accuracy and efficiency. Moreover, in these twelve datasets the full model configuration, with
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all components enabled, outperforms xStream.

Figure 6.7a shows the case of the Letter dataset, where xStream performs better than our
approach. Conversely, Figure 6.7b illustrates the opposite situation on the MNIST dataset,
where our model achieves substantially higher performance. In this case, most of the gain
can be attributed to the force component, underscoring its effectiveness in incorporating
new knowledge into the forest.

Finally, Figure 6.8 compares update and inference times on the Mammography dataset.
Even in its most computationally demanding configuration (training 100 new trees per
update), our model maintains a significant advantage in update time over xStream for
nearly all training set sizes. Considering that the asymptotic complexity of RootIF is O(T” -
Y logy; +;T) and that of xStreamis O(S - F - K-m - D - M), this gap is expected to widen
further as the dataset size increases. The main difference lies in the fact that RootIF adopts
a subsampling strategy and remains independent of the number of features F, whereas
xStream processes each feature for all S instances in the update. As for inference, the time
required by xStream is almost negligible. However, in a deployment setting xStream would
need to compute both a score and an update for each incoming instance, since it operates in

an online manner.

Table 6.3: Average RWP across three experiences (best in bold), we report the baselines and our model
with all the components active. We also report the performance (Abl.) and name (Abl. Name) of the
best model from our ablation study.

Dataset Abl. Name ADbl. | Ours All | Fixed | From Scratch | xStream
annthyroid force_diffi 20.25 21.47 13.18 20.69 16.84
breastw force 96.84 96.61 95.65 96.32 93.00
cardio force_diffi 56.03 55.75 40.21 47.84 45.93
ionosphere force_diffi 7683 | 76.76 | 76.23 72.93 80.70
letter force_keepsize | 9.61 9.66 8.62 8.74 12.53
mammography force_diffi 14.18 16.07 5.29 13.24 17.81
mnist force_keepsize | 41.92 41.12 23.26 27.28 32.53
optdigits force_keepsize | 7.52 7.63 3.78 4.39 2.80
pendigits force_diffi 26.50 26.29 20.23 24 .58 20.13
pima force_diffi 51.27 51.31 50.22 51.25 47.67
satellite diffi 66.54 66.17 66.33 66.23 63.24
satimage-2 force_diffi 9233 | 9226 | 91.39 90.66 92.14
thyroid force_diffi 35.89 37.52 15.96 34.64 28.06
vertebral force_keepsize | 11.74 11.75 12.20 11.60 12.02
vowels force_diffi 14.39 14.15 8.12 10.58 18.30
wbc force 69.18 68.43 64.54 64.80 62.50
wine force_keepsize | 34.38 | 36.51 | 17.56 29.37 25.15
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(a) Average Precision on the Letter dataset. (b) Average Precision on the MNIST dataset.

Figure 6.7: Examples of our model outperforming and being outperformed by xStream.
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Figure 6.8: Comprehensive comparison of update and inference time on the Mammography dataset.

ConNsTANT FOREST S1ZE

The effect of the keepsize component is primarily related to long-term computational
costs, as it stabilizes inference time by maintaining a constant number of trees in the forest.
Beyond this efficiency aspect, it also brings a modest performance improvement on several
datasets, as shown in Table 6.4. This gain can be attributed to the regular replacement of
older trees with newly trained ones, which enables the model to adapt to an evolving feature

space more easily.

Forcing Roor SpeLiTs

The force component consistently improves performance across most datasets, with
gains of up to 16% points in RWP, as reported in Table 6.4. This benefit likely stems from
the more effective integration of new features: by forcing splits on these features at the root
level, every tree is guaranteed to account for them. This mechanism allows the model to
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quickly adapt to changes in the feature space. Further evidence is provided in Table 6.5,
which shows that the improvement is larger when feature importance is concentrated on the
newly introduced features (i.e., the last ones in reverse TreeSHAP order). In contrast, when
importance is spread more evenly across all features, the contribution of this component is

marginal.

DIFFI ApartivE WEIGHTING

At first glance, the results in Table 6.4 suggest that the diffi component has a modest
impact on overall performance, with clear gains emerging only on a few datasets. However,
this perspective overlooks the dynamic role of the adaptive weighting mechanism. Its main
advantage becomes evident in situations where the newly added trees are too few or too
weak to dominate the ensemble, which typically occurs with small dataset sizes or when only
a few trees are added per update. This behavior can be observed, for example, in Figure 6.7b,
where diffi produces a noticeable peak in performance around the three-sample mark on
the lower tracks, or in Figure 6.6b, where it provides a similar localized boost.

X4 Summary or FINDINGS

In this chapter, we investigated the challenge of anomaly detection in feature-evolving
environments, where the dimensionality of the data grows over time as new sensors or
data sources become available. Traditional models, such as the widely used iForest, are
not designed to handle this dynamic setting: retraining from scratch discards prior knowl-
edge and incurs prohibitive computational costs, while choosing to not update the model
prevents it from exploiting new information leaving the system vulnerable to unnoticed
faults. Our objective was to design a method capable of incorporating new features while
retaining knowledge encoded in past models with minimal computational overhead or data
requirements.

Our main contribution was the development of Root-forced Isolation Forest, an extension
of the classical iForest that explicitly addresses feature-evolving scenarios. The method com-
bines three key procedures: (i) construction of new trees based on the new dataset, where the
initial splits are forced on the newly introduced features; (ii) merging of new and old trees
from the original forest, with the possibility of pruning to control the final forest size; and
(iii) adaptive score aggregation based on DIFFI local feature importance, which balances the
contributions of historical and new trees depending on the relevance of their split features
to each sample. Together, these components allow the model to adapt to an evolving feature
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Dataset force | keepsize | diffi Dataset AP difference
annthyroid 3.03 1.14 1.49 annthyroid 0.24
breastw 0.10 -0.07 0.07 breastw -0.00
cardio 11.19 0.64 0.37 cardio 0.20
ionosphere 1.06 -0.05 0.12 ionosphere 0.02
letter 1.15 0.32 0.07 letter 0.01
mammography | 5.38 1.48 2.70 mammography 0.24
mnist 16.25 0.15 -0.72 mnist 0.10
optdigits 3.30 0.37 0.13 optdigits 0.01
pendigits 5.87 0.10 0.33 pendigits 0.11
pima 0.52 -0.14 0.08 pima 0.03
satellite -0.44 -0.04 0.07 satellite 0.01
satimage-2 0.57 -0.24 0.12 satimage-2 0.01
thyroid 8.72 2.48 3.51 thyroid 0.46
vertebral -0.00 0.17 0.01 vertebral 0.00
vowels 5.11 0.33 0.52 vowels 0.09
wbc 2.65 0.05 0.04 wbc 0.04
wine 13.86 1.77 2.10 wine 0.39
Average 4.61 0.50 0.65 - -

Table 6.4: Average improvement in terms of RWP
across the three experiences and four component
combinations. The values represent the difference
in RWP when the component is enabled com-
pared to when it is disabled (e.g. "force_diffi

Table 6.5: Average AP difference between re-
moving the first and last two features in Tree-
SHAP order of importance. Positive values indi-
cate that certain features are more discriminative
for anomaly detection.

- force" is one of the four terms to average for
diffi), with positive values indicating an im-
provement.

space while preserving prior knowledge and keeping computational requirements limited.

We validated the proposed approach through extensive experiments on seventeen real-
world datasets from the ODDS repository, covering a wide range of domains and dimension-
alities. The results demonstrated that our model consistently outperforms standard iForest
baselines and even outperforms the SOTA online method xStream on fourteen datasets. The
ablation study highlighted the individual contribution of each component: force ensured
effective integration of new features, keepsize limiting asymptotic update and inference
computational complexity while slightly improving performance, and diffi provided lo-
calized gains in low-data or low-tree regimes.

It is important to note certain limitations of this work. Our implementation of the pro-
posed method was a research prototype in Python and is not yet optimized for production
use. Despite this, the results show that it is already comparable with xStream while far from

an optimized iForest implementation. Moreover, our approach relies on batch-incremental
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updates, where the model is retrained and redeployed at discrete intervals, rather than op-
erating in a fully online manner. In the next section we will discuss potential future research
directions to address these limitations and further enhance the method.

DirecTIONS FOR FUTURE RESEARCH

Building on the contributions of this thesis, several promising avenues remain for future
work.

A primary direction for future work is extending RootIF to a fully online setting. This
entails developing strategies to dynamically identify and replace redundant trees. Such a
mechanism would naturally facilitate the pruning of uninformative features, thereby relaxing
the current assumption that all newly added sensors are informative.

A second path is to explore different local feature importance methods. While DIFFI
provides a solid and efficient foundation, its main problem is that it is not additive like
SHAP values, which would allow a more robust aggregation of scores.

It would also be beneficial to investigate prioritization methods that extend beyond the
root node. By allowing for more feature diversity in the paths, these methods could further
increase the performance improvements provided by the adaptive score aggregation.

Finally, scaling the method to industrial deployment requires optimized implementa-
tions, potentially leveraging parallel training of isolation trees or GPU-based acceleration.
Such improvements would bring the computational performance closer to production-ready

standards without sacrificing the methodological advantages demonstrated in this thesis.
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Robust Fault Detection And Identification

The critical importance of Fault Detection and Identification (FDI) in industrial scenarios
has been thoroughly established throughout this thesis. While Fault Detection is essential
for recognizing hazardous situations, Fault Identification is what transforms a general alert
into an actionable diagnosis. By pinpointing the exact nature of a failure, FDI allows for tar-
geted interventions. This significantly reduces downtime and optimizes resource allocation,
ensuring both system safety and operational reliability.

Most FDI approaches found in the literature, some of which were mentioned in this thesis,
were developed in general-purpose contexts and show strong performance when trained
on datasets with well-defined properties, such as independent and identically distributed
samples, correct labeling, and balanced classes. In practice, however, industrial scenarios
face the challenges described in Section 2.5, which can greatly reduce the effectiveness of
traditional models.

In this chapter, we focus on two of these challenges: nominal data contamination and fault
data scarcity. To overcome these difficulties, we propose the innovative Forest of Local EXpert
Classifiers (FLEX-C) method, a family of semi-supervised structured ensemble approaches
which proves robust to these conditions.

In real industrial FDI, systems are core parts of the value chain and need continuous
monitoring to ensure reliability. The data collected mostly represent nominal operating
conditions, while faults are rare. As a result, datasets are strongly imbalanced, with only a
small portion corresponding to faulty situations. In addition, the data consist of raw sensor
readings, and labeling requires expert input. Since labeling is costly, only serious faults are
usually recorded, while minor or transient anomalies and nominal data remain unlabeled.

This means that datasets are not only imbalanced but also that the no-fault class can include
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mislabeled samples, which we call nominal data contamination. Both of these issues are known
to degrade the performance of traditional supervised models [262, 263, 264, 265].

While the literature offers solutions for each problem individually, the combination of
the two has received little attention. This is the gap we aim to address.

Our contributions are summarized as follows:

* We analyze the FDI problem under the combined challenges of nominal data contamina-
tion and fault data scarcity.

* We introduce a family of semi-supervised structured ensemble models, FLEX-C, de-

signed for greater robustness under these conditions.

* We implement and evaluate two variants of this family: FLEX-C Labels and FLEX-C
Centroids.

* We perform a systematic comparison against RF, widely regarded as SOTA for the
datasets under study, as well as other baselines.

* We demonstrate that, within the range of supervised training dataset sizes realistically
available in industrial scenarios, FLEX-C matches, and in some cases surpasses, the

performance of RF trained on cleaned and balanced datasets.

The remainder of this chapter is structured as follows: Section 7.1 explains how this work,
which uses publicly available datasets for broader reproducibility, relates to FDI in the
hydroelectric context. Section 7.2 reviews the relevant literature. Section 7.3 introduces our
approach, the models we use, and the related work it builds on. Section 7.4 describes the
datasets, preprocessing, and evaluation procedure. Section 7.5 presents the experimental
results. Finally, Section 7.6 concludes with the main findings and future research directions.

Proxy Task

With this work, we extend the idea behind Active Learning Isolation Forest (ALIF) to the
classification task by introducing FLEX-C, a family of semi-supervised structured ensemble
learning methods. These methods leverage the flexibility and robustness of the unsupervised
AD model iForest to partition the input space, thereby simplifying the classification problem.
The main idea is to use iTrees to divide the input space into regions, and then train a base
classifier in each region. The final prediction is obtained by aggregating the outputs of the

base classifiers.
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CHAPTER 7. ROBUST FAULT DETECTION AND IDENTIFICATION

We tested two variants of FLEX-C, namely FLEX-C Labels and FLEX-C Centroids, on
unbalanced classification datasets as proxy tasks for fault detection and identification in
HPPs. Through our experimental setup these datasets reflect the industrial scenario where
data is strongly unbalanced towards normal samples, and only a small number of labeled
fault instances are available. Since labeling is costly, normal samples are often not verified
and may contain undetected faults, which reduces the performance of supervised models.
Our results show that, within the typical range of labeled dataset sizes available in practice,
FLEX-C outperforms Random Forest (RF) trained on a balanced and cleaned version of the
dataset.

Furthermore, as an extension of ALIF, FLEX-C can naturally be combined with Active
Learning (AL) in future developments. This would allow users to interactively redefine what
constitutes a fault, add new fault types, and correct misclassified samples. Such capabilities

represent a further step toward the objectives defined in Section 5.1.

BACKGROUND AND RELATED WORK

In the literature, there is no universally established term for the problem setting consid-
ered in this chapter. Nevertheless, under the broader categories of Imbalanced Data and Noisy
Labels, several approaches have been proposed that are relevant to our work. This section
provides an overview of these approaches.

IMBALANCED DATA AND FAULT DATA SCARCITY

If the dataset is assumed to be fully labeled, meaning that the data representing the nom-
inal working condition of the system does not contain unnoticed faults, then the challenge of
Fault Data Scarcity can be regarded as a specific instance of the broader problem of Imbalanced
Data, where one or more classes (fault types) have significantly fewer examples than others
(nominal operation). The literature offers a variety of techniques to address this issue.

Resampling methods. The most direct way to address class imbalance is to modify the
training data distribution through resampling techniques. Oversampling methods such as
the Synthetic Minority Oversampling Technique [266] and Adaptive Synthetic Sampling
[267] generate synthetic samples of the minority class to balance the dataset. Undersampling
methods, including Tomek Links [268] and Edited Nearest Neighbors [269], instead reduce

the number of majority class samples, retaining only the most informative ones. Hybrid
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approaches combine both oversampling and undersampling to achieve a more balanced and

representative training set.

Anomaly Detection approaches. Inbinary classification settings (fault vs. normal), one can
also leverage approaches from AD. These methods, detailed in Section 2.4.6, aim to identify
deviations from the nominal condition and have been extensively discussed throughout this

thesis.

Semi-Supervised Learning. Semi-supervised learning techniques are effective strategies
for addressing class imbalance, particularly in scenarios where labeled fault data is scarce.
Our proposed method belongs to the semi-supervised category. They leverage the unlabeled
data by combining it with the limited labeled set during training, often through:

¢ Consistency regularization approaches use regularization terms that encourage the
model to produce consistent predictions for unlabeled data under small perturbations
or augmentations. A relevant example is [270], where the authors use an autoencoder
to learn a latent representation of the data and apply consistency regularization to

improve fault diagnosis performance with limited labeled data.

* Pseudo-labeling generally consists in training a model on the labeled data, using it to
predict pseudo-labels for the unlabeled data, and then retraining the model using also
the more confident pseudo-labels. This can be done iteratively to refine the pseudo-
labels. A relevant example of this approach is [271], in which the authors iteratively
train a RF model on unlabeled data starting from a small labeled dataset.

* Label propagation methods construct a graph where nodes represent data points and
edges represent similarities between them. Labels from the labeled nodes are then
propagated to the unlabeled nodes based on their connections. An example of this
approach is [272].

Few-Shot Learning. This paradigm relies on transfer learning and meta learning tech-
niques to allow models to learn new classes from only a few labeled examples. The core
idea is to exploit prior knowledge from related tasks or domains to generalize effectively to
unseen classes with minimal supervision. However, this approach is not well suited to our
current scenario, as it requires a substantial amount of labeled data from related domains,
which is not available. Nevertheless, as more fault diagnosis data becomes accessible in the
future, this paradigm could become a strong candidate for further exploration. Relevant
examples can be found in [273, 274].

128



CHAPTER 7. ROBUST FAULT DETECTION AND IDENTIFICATION

Noisy LABELS

There is no universally adopted strategy for addressing the problem of Noisy Labels, but
several approaches have been proposed in the literature, some of which are also robust
to class imbalance due to their semi-supervised nature. In [275], the authors employ a
Gaussian Mixture Model to separate clean from noisy samples and then train a pair of
deep neural networks using the MixMatch semi-supervised learning framework [276], which
combines consistency regularization with a pseudo-labeling procedure. In [277], a Generative
Adversarial Network (GAN) is used to generate synthetic samples, and a classifier is trained
jointly on both real and synthetic data.

Active Learning (AL) techniques can also mitigate the impact of Noisy Labels. They typ-
ically consist of two components: a query strategy, aimed at selecting the most informative
samples and a learning algorithm, which updates the model with the newly acquired labels
[154]. Since labeling an entire dataset often involves redundant effort on uninformative data,
AL allows to drastically reduce the burden on domain experts by isolating only the most
informative samples for review. In [278], the authors propose an approach in which poten-
tially mislabeled samples are removed based on the influence of the model on the sample,
while query points are selected according to the influence of the sample on the model. In
this context, influence is measured as the disagreement between the model’s predictions.

METHODOLOGY

This section presents the methodology of our research on FDI in an industrial scenario,
focusing on the challenges of Nominal Data Contamination and Fault Data Scarcity. To ad-
dress these issues, we propose a new family of methods, Forest of Local EXpert Classi-
tiers (FLEX-C). Section 7.3.1 introduces the RF model, used as our main comparison with the
SOTA. Section 7.3.2 outlines the general FLEX-C approach and the concepts that inspired it,
while Section 7.3.3 details our two implementations, FLEX-C Labels and FLEX-C Centroids,
including their underlying principles, algorithms, and computational complexity. Since the
description of our approach is extensive and the experiments are closely tied to practical
considerations, the experimental setup is presented separately in Section 7.4.

Ranpom Forest

RF [81] is a versatile and powerful ensemble learning method applicable to both clas-

sification and regression tasks. It constructs an ensemble of Classification and Regression
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Trees (CART) [279] during training and outputs either the majority class among the trees for

classification or the average prediction for regression.

ALGORITHM DESCRIPTION

The algorithm’s strength lies in the introduction of randomness in two key stages of
the construction of the forest, which helps to reduce the variance of the model without a

substantial increase in bias.

Training A RF model is composed of a collection of ¢ individual decision trees. Each tree
in the forest is trained on a different random subset of the data and features, following these

steps:

1. Bootstrap Aggregating (Bagging): Each of the f trees is trained with a random bootstrap
sample drawn from the original training dataset. This sample has the same size as the
original dataset but is selected with replacement, meaning some instances may appear
multiple times while others may be omitted entirely. The instances that are not included
in the bootstrap sample are referred to as "Out-Of-Bag" (OOB) samples and can be used
for internal model validation.

2. Feature Randomness: When building each decision tree, at every node, instead of
searching for the best split among all available features, the algorithm selects a random
subset of features and searches for the optimal split only within that subset. The size
of this feature subset, denoted as K, is a key hyperparameter. A typical value for

classification is VF, where F is the total number of features.

This combination of bagging and feature randomness ensures that the individual trees are
diverse, and their errors are largely decorrelated, which is critical to the performance of the

ensemble.

Prediction Once the forest is trained, making a prediction for a new instance x is straight-
forward. The input instance is propagated through every tree in the forest, with each tree
independently generating a classification. The final prediction is determined by a majority
vote among all the trees. The class that receives the most votes is chosen as the final label for
the instance.

Accordingly, the final prediction 7 for a classification task can be formally expressed as:

T

7= argmaxz I[(f:(x) =c) (7.1)

ceC t=1
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where T is the total number of trees, #;(x) is the prediction of the ¢-th tree for instance x, C
is the set of all possible classes, and I(-) is the indicator function, which is 1 if the condition
is true and 0 otherwise.

Time COMPLEXITY

The computational complexity of RF is a critical factor in its practical application, espe-
cially when working with large datasets.

Training Time Complexity The training process involves building T decision trees. Let S
be the number of training instances and F be the total number of features. The computational
complexity to build a balanced decision tree is O(N log N - K), where K is the size of the
random feature subset considered at each node. Since the algorithm builds T such trees, the

total training time complexity is given by:

O(T-K-Slog$) (7.2)

As T and K are hyperparameters that do not scale with N or F, the training complexity

is often considered to be effectively linear with respect to the number of training instances.

Inference Time Complexity During inference, each of the test instances must be passed
through all T trees in the forest. The time to make a prediction for a single instance in one
tree is proportional to the depth of the tree, which for a balanced tree is on the order of
O(log S). Therefore, the per sample inference time complexity:

O(T -logS) (7.3)

This makes the prediction process highly efficient and scalable, as its complexity is linear

in the number of test instances.

FounpatioNaAL METHODS AND ADAPTATION

The proposed FLEX-C framework draws inspiration from the active learning strategies
in ALIF [168] and BALIF [169]. We translate these concepts (originally designed for AD) to
the domain of FDIL

These methods leverage the tree-based structure of iForest to identify uncertain or in-
formative instances for labeling, allowing efficient querying in data-scarce scenarios. A key
advantage is that user input can efficiently alter the depth of the leaves in the trees, thereby
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correcting the anomaly scores and, by extension, the overall predictions of the iForest. This
structural feedback mechanism enables rapid model adjustment with minimal supervision,
making the approach highly suitable for interactive learning under uncertainty.

In FLEX-C, we extend this concept to the industrial FDI setting. Instead of relying exclu-
sively on unsupervised anomaly scores, FLEX-C integrates an ensemble of weak supervised
classifiers within a hybrid decision framework that combines structural properties of iForest
with supervised feedback. This design allows the method to learn effectively with the lim-
ited available fault samples, while leveraging the inherent robustness of iForest to effectively

handle the contamination in the normal class efficiently.

ALIF

In the following, we highlight the core concepts of ALIF, preferred over BALIF since it
allows for a simpler and more direct explanation, and serves as the basis for our proposed
methods.

As reported in its original paper [168], ALIF is an AL-based approach for detecting
anomalous behavior which requires a restricted number of labels and adapts the detector
to align with the user’s definition of anomaly. Enabling AL typically requires two key com-
ponents: a query strategy, which selects a small and informative subset of data points to be
labeled by the user in order to improve model performance; and a retraining strategy, which
incorporates user feedback to efficiently modify the model’s predictions.

Although the former could be relevant in future extensions of this work, as discussed
in Chapter 7.6.1, it is the latter that constitutes the core idea behind both ALIF and our
proposed method. ALIF introduces a simple retraining strategy (later refined in BALIF) [169]
that allows for adjusting the depth of the leaves in the iTrees, thereby directly influencing
the computation of anomaly scores based on user feedback.

More explicitly, let L denote a leaf node in any binary decision tree within the iForest.
ALIF assigns a leaf coefficient value k(L) to each leaf, defined as:

1(Le-Li
k(L)_Z(L0+Li +1)

where L, and L; represent the number of supervised outliers and inliers, respectively, that

reach leaf L in the tree. Intuitively, if the majority of supervised instances that fall into a leaf
are outliers, then k(L) approaches 1; if they are mostly inliers, k(L) approaches 0.

When at least one supervised instance reaches a leaf, ALIF overwrites the standard iForest
depth with a supervised-adjusted depth. Two alternative strategies are proposed:
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1. Piecewise Linear Supervised Depth:

H (k) = 2k [c(¥) = hmax| + Hmax, if0<k<i 74
2k [Mmin — c(@)] +2¢() = hmin, if2 <k <1
2. Logarithmic Supervised Depth:
h®(k) = —c(y) log, (k) (7.5)

where c(1) is the average path length for unsupervised data of size ¢, and Nmin, lmax are the
minimum and maximum depths in the trained iForest.

The purpose of these functions is to reduce the depth of leaves associated with many
supervised outliers, thereby increasing their anomaly scores, while increasing the depth for
leaves with many inliers, thus reducing their likelihood of being flagged as anomalies. We
do not explore these functions in detail, as they are not central to this work. However, the
original paper provides further considerations regarding their bounds and stability.

GENERALIZATION AND ADAPTATION

ALIF’s retraining strategy can be interpreted at a higher level as assigning an extremely
weak regressor to each leaf. Specifically, the regressor h°(k), with a single degree of freedom
given by the leaf coefficient w = k(L) € R, is used to approximate the depth of an idealized
tree—one that shares the same structure but belongs to an iForest perfectly aligned with the
user-defined notion of normality.

The structure of each tree of the iForest then acts as a partitioning of the input space,
enabling its leaves to serve as a local expert. The final anomaly score aggregates the predic-
tions of these weak regressors across the forest, effectively capturing localized feedback and
propagating it through the ensemble.

In this work, we adapt these concepts to the classification setting by associating a weak
classifier with each leaf, rather than a regressor. Since we are addressing a classification
problem, we cannot rely on the anomaly score computation to aggregate predictions as in
the original ALIF framework. Instead, we propose tailored aggregation functions for each
of our models, designed to combine the outputs of the weak classifiers in a way consistent
with the principles previously defined.
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LIMITATIONS

The original framework operates in a highly advantageous scenario:

¢ It has a default initialization for the regressors (the original leaf depths) and can
correctly perform inference immediately after fitting the iForest. Conversely, there is
no straightforward way to initialize a classifier meaningfully without knowing which
labels correspond to faults and without having some examples indicating the location

of such anomalies within each subspace.
¢ The standard anomaly score already serves as a valid aggregation function.

* The complexity at the leaf level remains constant in AD, as each leaf is only required to
output a single scalar value. In contrast, a weak classifier must generate a probability
distribution over N classes, meaning the output dimension (and thus the complexity)
scales linearly with the number of potential faults.

Overall, both methods are subject to strong regularization imposed by the coarse structure
of the iForest, determined by its maximum depth set via the max_samples parameter. On one
hand, this keeps the complexity in check, reducing overfitting and the amount of supervised
data required. On the other hand, it limits the expressivity of the composite model. With
deeper trees, leaves represent smaller subspaces, allowing for more specialized weak models.

In this study, we did not explore this aspect further. As explained in 7.4, data that
is representative for this scenario is difficult to find and generally contain few samples.
Therefore, we preferred to focus on verifying that the performance of our models aligns with

our expectations while effectively addressing the specific challenges of our scenario.

FLEX-C METHODS

We have already introduced the generalization that forms the core idea of our work.
Building upon this foundation, we now describe the specific method proposed in this thesis,
which constitutes a concrete implementation of that idea tailored to the requirements of our

scenario.

¢ Normal Data Contamination: To address this challenge, we exploited the properties
of the underlying iForest, assigning weak classifiers only to the shallower leaves. In
industrial settings, the ratio of normal to anomalous data (called contamination in most
libraries) can often be estimated and used to adjust the threshold of the iForest decision

function. In our experimental design (Section 7.4), where the contamination level is set
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to 10%, classifiers were assigned only to leaves whose individual tree anomaly scores
exceeded the estimated threshold. Moreover, we introduced a user-defined margin
parameter that fine-tunes the allowable leaf depth for classifier assignment, providing

further control over the contamination-handling mechanism.

* Labeled Data Scarcity: To reduce complexity, we chose to use very simple classifiers,
allowing the system to be deployed with only a small amount of user input. This design
choice also helps prevent overfitting and leaves the door open for future integration of

active or incremental learning capabilities, as will be discussed in Section 7.6.

Finally, considering that the unsupervised base structure is an iForest and that the weak
classifiers are local experts within the subspace defined by their corresponding leaves, we
refer to our family of methods as FLEX-C.

FLEX-C LABELS

FLEX-C Labels represents the most straightforward implementation of our core concept.
Essentially, each classifier assigns a single label to all points that fall into the corresponding
leaf. To determine the label from the supervised training samples, we used Algorithm 3.

Note that this update procedure is not well suited for small successive incremental up-
dates, as the mode of separate datasets may not be the mode of the combined dataset.
However, in our experiments, we did not include incremental learning challenges, so this
approach remains sound. That said, it would not be difficult to improve this method using

well-known algorithms for identifying the most frequent element in a data stream.

Algorithm 3 Update Method
Require:
Lea f: The leaf classifier to update
X: A batch of feature vectors.
Y: Corresponding labels for the vectors in X.
1: procedure Uppate(Leaf, X,Y)
2:  Leaf.label « MoDE(y) > Assign the most frequent label
3: end procedure

To merge the predictions of each weak classifier we again used a mode operation, as shown
in Algorithm 4. Additionally, we return the relative count as a measure of confidence. Note
that leaves without a label return NaN (Not a Number), which is propagated through the

mode operation. This behavior reflects the fact that if the weak classifier never received an
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Algorithm 4 Predict Labels

Require:
X: A batch of feature vectors.

1: procedure PrepicTLABELS(X)
2 Initialize L < empty matrix
3 for each tree t in Isolation Forest do
4: Leaves < t.PREDICT_LEAVES(X) > Traverse the tree to find the leaves
5: Initialize Labels < empty list
6
7
8
9

for each leaf f in Leaves do
Labels.appenD( f.label)
end for
: Append Labels as a column to L

10: end for
11: (mode, count) «— mopEg(L, along rows)
12: return (mode, count/number of trees)
13: end procedure

update, then it is likely associated with a leaf containing normal samples. After Predict_labels,
it is straightforward to replace the NaN values with the normal label 0.

Finally, we analyze the computational complexity of our method. This is particularly
important because our experiments compare our research prototype against optimized,
production-grade libraries for FLEX-C and iForest. A theoretical complexity analysis pro-
vides a fair baseline for evaluating performance, independently of implementation-level

optimizations.

Training Complexity The training process can be divided into two main phases. We will
use T for the number of trees, 1 for the subsampling size per tree, and S for the number of

labeled samples used for supervision.

1. Building the Forest Structure: First, we build the iForest. As discussed in Section 4.1.1,
this has a complexity of O(T log ). Next, we attach a data structure to each leaf to
hold a classifier. This requires visiting all nodes in each tree to find the leaves. Since a
binary tree of depth log, 1 has at most O(’) nodes, this step takes O(T1) time.

2. Injecting Supervised Knowledge: Once the forest is built, we incorporate the S super-
vised samples. The first step for each sample is to find its corresponding leaf in every
tree, which takes O(ST log1)). After the samples are assigned to leaves, we update
the classifiers. The update relies on computing the mode, which is a linear operation.
Aggregated across all leaves, the total time required to update the classifiers with S
samples is O(S), regardless of how the samples are distributed among the leaves.
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Combining these costs, the overall training complexity is dominated by the construc-
tion of the forest and the traversal of the forest with the supervised data, resulting in
O(Tylogy + STlogy). The second term represents the computational cost required to
integrate the knowledge from S data points into the tree-based structure.

Inference Complexity To make a prediction for a new, single sample, the process is as

follows:

1. The sample is passed through each of the T trees to identify its leaf. Since each tree has
a depth of O(log 1)), this step takes O(T log ).

2. The T labels from the resulting leaves are collected, and the final prediction is deter-
mined by finding the mode of these labels, which costs an additional O(T).

The total time for inference is the sum of these steps, O(T logy + T). Because the
O(T log ¢) term dominates the O(T) term, the complexity of the overall inference simplifies
to O(T log ). This corresponds to the same per sample asymptotic complexity as that of a
standard iForest.

FLEX-C CeNTROIDS

With FLEX-C Centroids, we increase the complexity of the weak classifiers: each leaf
is now is associated with a list of centroids, one for each class that has at least one sample
reaching thatleaf during the injection of supervised information from the user. This naturally
increases the computational cost, but it also enables a more fine-grained representation of
each class within a leaf.

The update procedure either adds a new centroid when it encounters an unseen class,
or adjusts the centroid of an already seen class by incorporating all points observed since
the classifier’s initialization. The full procedure is shown in Algorithm 5. We maintain the
centroid as the average of all points seen for that class. Using an iterative formulation of the
average, we do not need to store all previous samples in memory, only the current centroid
and the count of points it represents are required.

The prediction procedure must pass to the aggregation function the distances between
the input sample and each centroid associated with the labels stored in the classifier. In
Algorithm 6, we provide a simplified version of the procedure for a single sample. While the

version used in our implementation is less readable, it is significantly faster. To achieve this
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efficiency, we leverage the Euclidean distance identity:

Dj = Il + 12 = 21 - ;

Although this formulation does not reduce the asymptotic complexity, it avoids expensive
nested loops by replacing them with highly optimized matrix operations. This results in
considerable practical speed improvements, especially when processing large batches of

samples.

Algorithm 5 Incremental Centroid Update

Require:
Lea f: The leaf classifier to update
X: A batch of feature vectors.
Y: Corresponding labels for the vectors in X.
1: procedure Uprpate(Leaf, X,Y)
2 labels < set(Y) > The labels in Y
3 count «— count(X, Y, labels) > The number of points for each label
4: sum «— sum(X, Y, labels) > The sum of the points with same label
5: fori < Oto|labels| —1do
6: label « labels|i]
7 if thennot Lea f[label]
8 Leaf[label].centroid « 2
9

count
: Leaf[label]l.n « count
10: else ,
11: Lea f[label].centroid « Leaf[labeg;ﬁi;gﬁ;ﬁfﬂi@?l]'n+sum
12: Leaf[label]l.n < Leaf[label].n + count
13: end if

14: end for
15: end procedure

We do not provide the FLEX-C Centroids aggregation function as pseudocode, as it is
more effectively explained using natural language due to the differential treatment of three
types of leaf nodes: (1) those with a trained classifier, (2) those eligible for a classifier but left
untrained due to the absence of supervised data, and (3) those too deep in the tree to allow
classifiers, and thus reserved for the unsupervised "normal” class.

The FLEX-C Centroids aggregation function produces a confidence distribution over all
labels ever introduced through supervision, including the unsupervised normal class. The
tirst step, for each input sample, is to traverse all trees to collect distances from their respective
classifiers, if present (as described in Algorithm 6).

We then construct an extended list of distances per tree, inserting the actual centroid
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Algorithm 6 Predict Function for FLEX-C Centroids
Require:

Lea f: The leaf classifier

x: The input feature vector
1: procedure Prepict(Lea f, x)
2 Initialize keys « []
3 Initialize distances « [ |
4 for each label € Leaf do
5: keys.appEND(label)
6
7
8
9

c < Leaf[label].centroid
d « pist(c, x) > Euclidean distance
distances.APPEND(d)
end for
10: return keys, distances
11: end procedure

distance if the corresponding leaf contains a centroid for that label. To assign higher confi-
dence to closer centroids, we invert the distances by multiplying them by —1, so that smaller
distances yield larger scores. These inverted distances are then passed through the softmax

function:
e~

Z?:l e®’

which transforms them into a valid probability distribution over the supervised labels. This

softmax(z;) = fori=1,...,n,

yields a confidence vector for each tree that contains at least one trained centroid. The
confidence for the normal class is set to zero.

The confidence for the normal class, denoted c[0], is defined as the proportion of trees
whose corresponding leaf was too deep to host a classifier. Each such tree casts a full vote for
the normal class. The remaining probability mass, (1 — c[0]), is allocated to the other labels
according to the average confidence vector computed from the trees with trained classifiers.
Optionally, leaves with eligible but untrained classifiers can also participate in voting. If
included, each of these leaves contributes a vote equal to the average confidence vector
computed from the trained classifiers. The final output confidence is obtained by averaging

all contributions across trees.

Training Complexity The computational complexity of the training process can be divided
into two main parts: building the unsupervised iForest structure and injecting the supervised
knowledge. Let T denote the number of trees, ¢ the subsampling size, S the size of the

supervised dataset, F the number of features, and C the number of classes.
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1. Isolation Forest Construction: The initial, unsupervised phase involves two steps:

* Building the main iForest structure, which costs O(T log 1) time.

¢ Attaching a classifier structure to each leaf node. With T trees having up to ¢
leaves each, the computational complexity of this step is O(T ¢). The reasoning for

this is the same as we saw for FLEX-C Labels in Section 7.3.3.

2. Supervised Knowledge Injection: In this phase, we use the labeled training set of
size S to add knowledge to the forest. The input data points are vectors in Rf, so the
centroids will be as well. The complexity here comes from a few operations:

e First, for each of the S data points, we have to find its corresponding leaf in each of

the T trees. This tree traversal process has a total time complexity of O(ST log ).

* Next, we update the centroids in the leaves. The cost of this step scales linearly
with S and can be broken down further:

— We start with a single pass over the supervised data to calculate the necessary
sums and counts for each class. Processing S points in an F-dimensional space
takes O(SF) time.

- With these aggregates, we can apply the updates. Each leaf has a classifier
with at most C centroids. Updating a single centroid is dominated by a vector
addition in Rf (an O(F) operation), as the update to the point count is a
negligible O(1) operation. Summing this cost over all possible centroids in the

entire forest gives us a total complexity of O(TCF).
Combining all these together, the total training complexity is:
O(Ty log + ST log + SF + TCF)

In practice, this complexity is very similar to that of FLEX-C Labels. The number of features

F and classes C are typically small, which means the related terms have minimal impact.

Inference Complexity We evaluate the inference complexity for a single input sample.
To derive an upper bound, we assume a worst-case scenario in which every leaf node is

populated with a trained classifier. The prediction computation proceeds in three steps.

1. Finding the Leaves: First, the input instance traverses each of the T trees to reach its
corresponding leaf. This takes O(T log ) time, just like a standard iForest prediction.
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2. Computing Distances: Next, we use the classifier in each leaf to get a prediction.
Following the logic of Algorithm 6, we compute the distance between the input and
each of the leaf’s centroids (both vectors in RF). Since there can be up to C centroids,
this step costs O(F) for each one. Across all T trees, the total complexity is O(TCF).

3. Aggregating the Results: Finally, we combine the predictions from all T trees. This
involves converting each leaf’s output into a confidence score for all C classes and
then averaging these scores. The total cost for this aggregation is O(TC). Softmax

normalization factor is computed once per processed vector.

Therefore, the total cost for inference is O(Tlogy + TCF + TC). We can simplify this
expression because the cost of distance computation (O(TCF)) is already an upper bound
for the aggregation cost (O(T'C)). Therefore, the final upper bound on inference complexity
1s:

O(Tlogy + TCF)

While this appears more complex than the standard iForest, in practice the performance is
often nearly identical. This is because the number of features (F) and classes (C) are typically

small, meaning the runtime is still primarily driven by the O(T log ¢) term.

EXPERIMENTAL SETUP

In this section we describe the experimental setup used to evaluate our proposed models.
Section 7.4.1 presents the datasets, while Sections 7.4.2 and 7.4.3 explain how we simulated
the two main challenges of nominal data contamination and fault data scarcity. Section 7.4.4
introduces the baselines for comparison, Section 7.4.5 outlines our hyperparameter tuning
strategy, and Section 7.4.6 defines the evaluation metrics. Finally, Section 7.4.7 provides

implementation details.

Data

To test our proposed models, we focused on datasets that met the following criteria:

e Multi-class classification: The dataset must have more than two classes to ensure a

meaningful evaluation of multi-class classification performance.

* Class imbalance: We require a dataset with significant class imbalance, specifically

containing many scarce classes to represent faults.
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¢ Tabular format: The dataset must be in a tabular format or already preprocessed into a
such form, as our models are designed to work with structured data. Using time series
or image data would require domain knowledge to extract relevant features, which is

outside the scope of this work.

Based on these criteria we selected the following datasets:

Statlog (Landsat Satellite) Dataset [280, 166]: A Landsat MSS frame has four spectral
bands, two in the visible region and two in the near infrared. Each pixel is stored as an eight
bit integer and has spatial resolution about 80 X 80 meters. The full frame is 2340 x 3380
pixels and the sample database is extracted from a 82 X 100 pixel subarea for a total of 6,435
records.

Each record lists the 36 spectral values for the 3 X 3 block and the numeric class label
associated to the central pixel. Records are provided in shuffled order so that the original
image layout cannot be reconstructed. The target is one of seven land cover classes listed in

Table 7.1, and there is no sample associated with class 6.

Class Description Samples

1 red soil 1533
2 cotton crop 703
3 gray soil 1358
4 damp gray soil 626
5 soil with vegetation stubble 707
6 | mixture class (all types present) 0

7 very damp gray soil 1508

Table 7.1: Classes with meaning and number of samples in the Statlog dataset.

Glass Identification Dataset [281, 167]: This dataset consists of 214 records obtained from
the chemical analysis of glass samples. Each record has 9 numerical features: refractive index,
and the concentrations of oxides of sodium, magnesium, aluminum, silicon, potassium,
calcium, barium, and iron. The target variable is the type of glass, classified into seven

categories, as summarized in Table 7.2.
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Class Description Samples
1 Building windows (float processed) 70
2 Building windows (non float processed) 76
3 Vehicle windows (float processed) 17
4 Vehicle windows (non float processed) 0
5 Containers 13
6 Tableware 9
7 Headlamps 20

Table 7.2: Glass types and number of samples in the Glass Identification dataset. Float processing is
a glass manufacturing technique.

StMULATING NoMINAL DaTA CONTAMINATION

Data contamination occurs when faulty samples mistakenly appear in a dataset intended
to contain only normal data. This is a common issue because the definition of normal can be
ambiguous, and manually checking every single data point is impractical. To simulate this
effect, we applied the following procedure:

1. Balanced Supervised Set: Construct a balanced supervised dataset (x_supervised,
y_supervised) by identifying the smallest class and sampling the same number of
instances from each class.

2. Unsupervised Pool: Place the remaining samples into an unsupervised dataset x_unsupervised
discarding their labels.

3. Nominal Condition Definition: Define the nominal class 0 by merging the predom-
inant classes within x_unsupervised. This approach creates a heterogeneous normal
distribution without the need to artificially undersample the fault classes, avoiding
data waste. Crucially, this forces the model to learn a subjective definition of normality.
This setup ensures our experiments align with real-world deployment scenarios, where

the boundaries of a non-faulty state are often determined by domain knowledge.

4. Contamination Injection: Resample x_unsupervised so that 10% of its samples come
from faulty data (i.e., not class 0). If the pool of normal samples is too small, faulty
samples are removed; otherwise, normal samples are reduced to maintain the 10%

ratio.
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We also relabeled the classes to a zero-based index, ensuring that the nominal class is
always 0 and removing empty classes. This procedure was applied to both datasets, and after
the Nominal Condition Definition step, the class distributions were as follows:

* Glass Identification: Initially 1,2, 3,0, 5, 6, 7], which became [0, 1, 2, 3, 4, 5] after clean-
ing and rebasing. Then the building window classes (0 and 1) were merged into 0,
yielding [0, 2, 3, 4, 5].

e Statlog: Initially [1,2,3,4,5,0,7], which became [0, 1, 2, 3,4, 5] after cleaning and re-
basing. Then classes 0, 2, and 5 were merged into 0, yielding [0, 1, 3, 4].

SIMULATING Faurt Data Scarcrry

In order to evaluate model robustness under conditions with limited labeled fault data, we
designed an incremental evaluation protocol. This protocol gradually expands the training
set in successive steps, which makes it possible to analyze model performance as a function
of data availability. The foundation of the evaluation remains fixed throughout the entire
procedure and corresponds to the unsupervised and balanced supervised datasets described
in Section 7.4.2. The only additional processing consists of partitioning the supervised dataset
into a training set (x_train, y_train) containing seventy percent of the samples and a testing
set (x_test, y_test) containing the remaining thirty percent.

At each iteration the available training data consists of the fixed unsupervised dataset
together with (x_train_iter, y_train_iter), which is extracted in a balanced manner from
the supervised training portion. This dataset serves as the independent variable and in-
creases in size at every iteration. In order to evaluate the capability of the models to catego-
rize the normal class using only unsupervised information, we create an additional dataset
(x_train_iter_faulty, y_train_iter_faulty) by taking (x_train_iter, y_train_iter)
and removing all samples belonging to class zero.

This procedure makes it possible to measure how performance evolves as the amount of
labeled fault data increases, which directly simulates the effects of fault data scarcity.

MoDELS AND BASELINES

In our experiments we compared the proposed models with a comprehensive set of
baselines designed to capture different reference points in terms of attainable performance.
These baselines include an ideal upper bound, a realistic control condition, and two methods
that test whether simpler uses of the available unsupervised information could already match

or exceed our proposed approach.
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The proposed approach is evaluated in three configurations, all trained and tested on the
same datasets and following the same two stage procedure: the fit function is first applied
to the unsupervised dataset x_unsupervised to build the iForest structure, and the in-
ject_knowledge function is then applied to the supervised fault data (x_train_iter_faulty,
y_train_iter_faulty) to train the weak classifiers. The first two configurations, FLEX-C
Labels and FLEX-C Centroids, have already been described in Section 7.3.3. The third con-
figuration, FLEX-C Centroids v2, is a variation of the centroid strategy in which leaves that
received no supervised samples are still allowed to contribute to the final confidence aggre-
gation, measuring the effect of including these structurally relevant yet untrained leaves.

Finally, our experimental comparison includes the following baseline models:

* RF - Upper Bound Baseline: This model serves as a practical upper bound on perfor-
mance. It is a RF trained exclusively on the clean and perfectly balanced supervised
dataset (x_train_iter, y_train_iter). Because such an ideal dataset is rarely avail-
able in real applications, this baseline represents the best case performance ceiling
and is expected to consistently outperform the proposed models as well as the other
baselines.

e RF Mislead - Control: This baseline simulates a common real-world scenario in which
a standard classifier is trained directly on the available imperfect data. It consists
of a RF trained on the combination of the labeled fault data (x_train_iter_faulty,
y_train_iter_faulty) and the entire unsupervised dataset x_unsupervised. All sam-

plesin x_unsupervised are explicitly assigned the normal label (class 0) during training.

* Cascade: This baseline tests whether a simpler two stage solution is effective. It is imple-
mented as a cascade of two models. First, an iForest is trained solely on x_unsupervised
to separate normal samples (class 0) from anomalous ones. Second, a RF is trained only
on the supervised fault data (x_train_iter_faulty,y_train_iter_faulty) to classify

the samples flagged as anomalous.

* RF Naive Self: To test whether the unsupervised information could be trivially in-
corporated, we adapted a self-supervised approach inspired by [271]. In the original
method, unsupervised data is added iteratively if prediction confidence exceeds a
threshold (90% as indicated in the original paper), but its reported complexity of
O(UTF(S+U)log(S+U)) (where U is the unsupervised set size) was prohibitive for our
already iterative experimental setup. We therefore implemented a simplified, one shot
version. This baseline is trained exactly like the upper bound model on (x_train_iter,
y_train_iter), and then the self-supervised step is applied: We predict labels for the
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entire unsupervised dataset x_unsupervised once, and retrain a new classifier on the
combined supervised data and the self-labeled samples whose predicted confidence
exceeds the threshold. We expect this model to:

— Outperform the upper bound if the unsupervised data is easy to exploit to improve

performance.
— Underperform if the noisy self labels disrupt learning.

— Perform comparably if the approach has a neutral effect.

HYPERPARAMETERS TUNING

We made a deliberate decision not to perform a dedicated hyperparameter optimization
process. As detailed in Section 7.4.1, the datasets suitable for our experiments were often
limited in size. This constraint, combined with our experimental setup which requires mul-
tiple data partitioning beyond the simple training and testing datasets, meant that creating
an additional validation dataset for hyperparameters tuning was impractical.

Consequently, we opted for models known to perform well with standard, "out-of-the-
box" configurations. The choice of RFs, for example, is supported by its documented perfor-
mance. In the original UC Irvine repository page, it is reported as the top-performing model
for the Statlog dataset [166] and as the second-best for the Glass Identification dataset, with
results closer to the top one [167]. Furthermore, a recent study [282] also identified RF as the
best model for the glass classification task, albeit on a different dataset.

Standard parameters were used for both FLEX-C and iForest, with ensembles of 100
trees and bootstrapping enabled (bootstrap=true). The iForest contamination parameter,
specifying the expected proportion of anomalies and guiding the model’s internal decision
threshold, was set to 10%.

The only models that would have required specific tuning of their margin hyperparameter
were our proposed FLEX-C variants. This is because their per-tree voting mechanism, while
sharing similarities with iForest, is fundamentally different. After consideration, we made

the following decisions:

¢ In FLEX-C Labels, we opted not to modify the underlying iForest threshold. This
decision was based on its closer resemblance to the original ALIF model and the fact

that its classifiers are inherently weaker.

¢ In FLEX-C Centroids, having more robust classifiers, we decided to rely more on their
classification power. We achieved this by lowering its decision threshold by setting a
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margin of 0.1.

As the results in Section 7.5 will show, this direct approach was sufficient to obtain a
definitive positive answer to our research question. We acknowledge, however, that more

extensive testing is needed, and we will propose this point in Section 7.6.

EvaruatioNn METRICS

To evaluate the performance of our classification models, it is necessary to select a suitable
metric. We have selected accuracy as our primary metric due to its straightforward inter-
pretation. Accuracy represents the proportion of all instances that the model has classified
correctly.

The calculation of accuracy for a multi-class problem with C classes is based on the
confusion matrix. A confusion matrix is a C X C table that summarizes classification perfor-
mance by showing the relationship between the true and predicted classes. The fundamental
components for the metric are defined for each class i as follows:

* True Positives for class i (TP;): The number of instances of class i correctly classified
as class i.

* True Negatives for class i (TN;): The number of instances not belonging to class i

correctly classified as not belonging to class i.

* False Positives for class i (FP;): The number of instances not belonging to class i that
were incorrectly classified as class i.

* False Negatives for class i (FN;): The number of instances of class i incorrectly classified
as a different class.

The formula for overall accuracy is the sum of correct predictions for all classes divided
by the total number of instances:

Z?:l TP;
mber of Instances

Accuracy = Torl NG (7.6)

It is widely acknowledged that accuracy has significant limitations, particularly when
used with imbalanced test sets. In cases where some classes are much more frequent than
others, a model can achieve a high accuracy score simply by predicting the majority class for
every instance. This gives a deceptive impression of high performance, while the model may
completely fail to identify instances from minority classes.
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However, this limitation is not a concern for our study. As detailed in our experimental
design, all our test sets are perfectly balanced, with an equal number of instances for each
class. This approach ensures that accuracy provides a fair and reliable measure of perfor-
mance. Therefore, a high score directly reflects a model’s ability to perform well across all
classes, without the risk of being skewed by class imbalance.

While accuracy provides a valuable overall performance score, a deeper, qualitative un-
derstanding of model behavior is also necessary. To identify specific error patterns, such as
which classes are commonly confused for one another, we will visualize and analyze select
confusion matrices in the results chapter (Section 7.5). This analysis will allow for a more

detailed interpretation of our models’ predictive behaviors.

IMPLEMENTATION DETAILS

All experiments were carried out in Python using scikit-learn [259] for the imple-
mentations of iForest and RFs, as well as for computing all performance metrics. The pro-
posed FLEX-C variants were implemented as classes inheriting directly from scikit-learn’s
iForest and employed NumPy [260] for efficient numerical operations. The implementation
was released as open-source!

Experiments were executed on a machine equipped with an AMD Ryzen Threadripper

1920X 12-core processor and 128 GB of DDR4 2133 MHz RAM.

ResuLTs AND Discussion

This section presents the empirical results of the experiments detailed in Section 7.4. The
goal of our evaluation is twofold. First, we aim to quantify the performance degradation
of a standard ML classifier, in this case a RF, when faced with data challenges common
to industrial settings. These challenges include label noise in the nominal class data and a
severe imbalance caused by the scarcity of fault samples. Second, to assess the effectiveness
of our proposed models, FLEX-C Labels and FLEX-C Centroids, which were specifically
designed for robustness against these conditions.

In the remainder, we first report the raw results and then provide a more in-depth analysis

for each of the two datasets.

IFLEX-C implementation is available at https://github.com/AMCO-UniPD/FLEX-C/tree/publication.
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GLAss IDENTIFICATION

Accuracy Across Models On Dataset Glass

Accuracy [a.u.]

0.4 1 FLEX-C Label
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Figure 7.1: Accuracy performance of models on the Glass Identification dataset. The plot is presented
on a logarithmic scale to facilitate interpretation.

The Glass Identification dataset is representative of scenarios characterized by a low to
medium-low amount of labeled data, a range of significant practical interest. We therefore
use this dataset to introduce our initial analysis and observations. These findings will then
be extended and confirmed through the analysis of the Landsat Satellite dataset, which also
covers the scenarios with more labeled data available.

Figure 7.1 highlights the strong negative impact of the scenario’s challenges on model
performance. The original dataset contains seven classes, which after the preprocessing
described in Section 7.4.2 were reduced to five: the system’s nominal condition and four fault
classes. Consequently, in our balanced test set, an accuracy of 0.2 corresponds to random
guessing. This behavior is observed for the RF_Mislead model when trained with very few
faulty samples, indicating that it failed to learn any meaningful patterns.

Itis also evident that RF_Naive_self performs slightly worse than the upper baseline RF,
suggesting that the self-supervised labels introduced more noise than useful information,
which slightly reduced the model’s performance.

The FLEX-C Labels model initially performs close to random chance when only one
labeled Samples Per Fault (SPF) is available, but it rapidly improves as more data is added.
To interpret this behavior, we consider the Cascade model, in which the RF component is
trained on the same data as the upper baseline RF (with the normal class removed). The
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strong performance of the Cascade model indicates that the underlying iForest structure,
which is shared with FLEX-C Labels, is effective at modeling the normal class. Consequently,
the initial low performance of FLEX-C Labels must stem from too few of its internal weak
classifiers having received supervised training.

Switching to FLEX-C Centroids, we can conclude that increasing the number of leaves
that can receive supervised training via the margin parameter, along with its more advanced
aggregation mechanism, improves the model ability recognize the faulty classes. The confu-
sion matrices in Tables 7.3a and 7.3b confirm this intuition. While some misclassifications of
fault classes are expected due to very few supervised samples, the nature of the errors is rad-
ically different. While FLEX-C Labels almost exclusively predicts the normal class, FLEX-C
Centroids is more effective, only confusing class 1 with the normal class (a plausible error,
as both represent types of glass used in window manufacturing).

Finally, as confirmed from the analyses on the second dataset, another pattern emerges:
FLEX-C Centroids v2 performs better than FLEX-C Centroids with very few samples but
starts to fall behind as more labeled data is used. We will look at this behavior more closely

in the Landsat Satellite dataset analysis.

Table 7.3: Average confusion matrices across all seeds for the FLEX-C Labels and FLEX-C Centroids
models on Glass Identification dataset with one SPF. The diagonal cells (green) represent correct
classifications, while the off-diagonal cells (red) represent misclassifications.

Predicted Predicted
0 2 3 4 5 0 2 3 4 5
0] 236 0.32 0.00 0.00 0.00 0| 260 0.00 0.08 0.00 0.00
o 21228 056 0.00 0.00 0.00 o 21280 0.04 0.00 0.00 0.00
E 31256 0.00 0.20 0.00 0.00 E 3(1.00 0.00 1.08 0.20 0.48
41248 0.00 0.04 036 0.00 41076 0.04 028 152 0.28
5| 24 0.00 0.00 0.00 0.44 51064 0.00 012 024 1.84

(a) FLEX-C Labels (b) FLEX-C Centroids

LANDSAT SATELLITE

The Landsat Satellite dataset offers a stronger basis for our final analysis than the Glass
Identification dataset because it contains a much larger number of samples. We rely on
the results from this dataset to determine whether our research question has been fully
addressed and to verify that the proposed models behave as expected. In contrast, the Glass
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Accuracy Across Models On Dataset Statlog

Accuracy [a.u.]
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Figure 7.2: Accuracy performance of models on the Landsat Satellite dataset. The plot is presented
on a logarithmic scale to facilitate interpretation.

Identification dataset, after preprocessing in our experimental setup, yielded only three test
samples per class. Although we applied a testing protocol with fifty runs using different
random seeds, similar to k-fold cross-validation to reduce variance between observed and

true performance, the limited size makes it less reliable for drawing definitive conclusions.

As shown in Figure 7.2, our experiments on the Landsat dataset utilize hundreds of
supervised points per fault (438 to be precise, with 188 test samples per class). The original
dataset contains seven classes, which after the preprocessing described in Section 7.4.2 were

reduced to four. Consequently, the accuracy threshold for random chance is 0.25.

First and foremost, the results on this dataset make it definitively clear that the combined
challenges of nominal data contamination and fault data scarcity render a common classifier
unable to learn effectively. The accuracy of RF_Mislead, shown in Figure 7.2, is on par with
random choice for up to 29 supervised Samples Per Fault (SPF) and remains considerably
below the other models even at 113 SPF. It is worth noting that acquiring hundreds of
labeled samples for a single fault category pushes the boundaries of what is feasible in most
industrial realities. This challenge is compounded by the fact that these samples must be
representative of the entire fault category, not just consecutive sensors’ points from a single
fault event.

First and foremost, the results on this dataset clearly demonstrate that the combined

challenges of nominal data contamination and fault data scarcity prevent a standard classifier
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from learning effectively. The accuracy of RF_Mislead, shown in Figure 7.2, remains at the
level of random guessing for up to 29 supervised Samples Per Fault (SPF) and stays well
below the other models even at 113 SPF. It is important to note that obtaining hundreds
of labeled samples for a single fault category is often infeasible in most industrial settings,
considering these samples must represent the entire fault category, rather than consecutive
sensor readings from a single fault event.

The performance trajectory of FLEX-C Labels reinforces our earlier observation: training
a sufficient number of weak classifiers is challenging when the supervised dataset is small.
Nevertheless, with as few as 8 SPF, it becomes the fourth-best model, trailing only the upper
bound RF, the RF_Naive_Self, and FLEX-C Centroids.

The results of the Cascade model provide clear evidence that robustness in this scenario
cannot be achieved by naively combining supervised and unsupervised classifiers, even if
these classifiers perform well individually under less demanding conditions.

The RF_Naive_self model begins with performance identical to the upper bound RF.
However, as more supervised training samples are introduced, the performance gap be-
tween them widens. This demonstrates that incorporating unsupervised information into a
model’s knowledge is not a trivial task; our proposed models achieve this natively through
their iForest structure. The performance gap widens because the noise introduced by this am-
biguous unsupervised information becomes more disruptive as the underlying supervised
model’s performance improves.

The RF_Naive_Self model initially performs at the same level as the upper bound RF.
However, as additional supervised training samples are provided, the performance gap
between them increases. This illustrates that incorporating unsupervised information into a
model, which our models achieve naturally through their iForest structure, is not a trivial
task. The widening gap occurs because the noise introduced by the ambiguous unsupervised
data becomes increasingly disruptive as the underlying supervised model improves.

Finally, the performance of FLEX-C Centroids largely aligns with that of the upper bound
baseline, and it even slightly surpasses it around 10 SPF. Considering that our model is
an implementation of our general concept relying on simple classifiers and without exten-
sive hyperparameter tuning, achieving performance comparable to a SOTA model on both
datasets validates the soundness of our proposed approach.

Analyzing Figure 7.2 more closely reveals a few noteworthy behaviors of the FLEX-C
models:

¢ Consistent with the results on the Glass Identification dataset, allowing non-trained
weak classifiers to participate in the prediction vote (i.e., the v2 variant of FLEX-C
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Centroids) improves performance at very low SPF, but significantly degrades it as SPF

increases.

* All FLEX-C models converge to a fixed accuracy once a sufficiently high SPF is reached,
approaching this plateau from either below or above.

To explain these phenomena, we examine the confusion matrices for a single SPF, pre-
sented in Tables 7.4a and 7.4b, as well as for the maximum SPF, shown in Tables 7.5a and 7.5b.

With one SPF, the model is overly inclined to classify data as not anomalous (class 0). In
this context, accounting for the vote of untrained classifiers counteracts this bias towards the
normal class, effectively improving the model’s overall performance.

Conversely, when the majority of weak classifiers have been trained, the model is already
effective at identifying anomalous data. The additional votes from the few remaining un-
trained classifiers push the model even further in that direction, exacerbating the model’s
tendency to predict faults and thereby limiting its performance. This analysis points to a
straightforward potential improvement: the vote from untrained classifiers could be used as
a dynamic balancing factor. When very few classifiers are trained, an untrained classifier is
more likely to reside in a leaf node that could contain faulty data, and its vote should thus
favor the faulty side. In contrast, when many classifiers are already trained, an untrained
classifier is more likely in a leaf that, for sampling or splitting reasons, appears potentially
anomalous but likely contains normal data; its vote should therefore favor the normal class.
However, a thorough examination and implementation of this balancing mechanism is left
for future research.

In Section 7.3, we hypothesized that the coarse tree partitioning from the iForest might
act as a strong regularizer, limiting the model’s performance. If that were true, we would
expect to see a high number of misclassifications between different fault types. Looking at
the confusion matrices, it is clear that while these "wrong fault" errors certainly exist, they
are not the main reason for the accuracy gap compared to the upper bound RF. Instead, the
primary component of this performance difference appears to be the role of untrained weak

classifiers in the prediction aggregation.

ComprutaTioNAL COMPLEXITY

This section summarizes and discusses the computational complexity of the models and
baselines considered in this work, with reference to the detailed breakdown in Table 7.6. The

analysis is presented separately for the training and inference phases.
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Table 7.4: Average confusion matrices across all seeds for the FLEX-C Centroids and FLEX-C Centroids
v2 models on Landsat Satellite dataset with 1 SPF. The diagonal cells (green) represent correct
classifications, while the off-diagonal cells (red) represent misclassifications.

Predicted Predicted
0 1 3 4 0 1 3 4
0| 179.84 0.04 3.8 4.32 0| 572 16.64 7196 422
Y 1| 2924 14876 044 9.56 Y 1| 708 15936 524 16.32
= 315144 024 360 0.32 = 3| 19.0 5.6 148.28 15.12
411492 276 0.88 69.44 4 |11.28 21.32 224 133.0
(a) FLEX-C Centroids (b) FLEX-C Centroids v2

Table 7.5: Average confusion matrices across all seeds for the FLEX-C Centroids and FLEX-C Centroids
v2 models on Landsat Satellite with 438 SPF. The diagonal cells (green) represent correct classifica-
tions, while the off-diagonal cells (red) represent misclassifications.

Predicted Predicted
0 1 3 4 0 1 3 4
0932 076 98.04 79.88 0324 076 98.88 85.12
g 1,020 181.6 256 3.64 g 1,016 181.6 256 3.68
= 31032 1.08 183.04 3.56 = 3| 02 1.08 18312 3.6
4056 216 5.04 180.24 4056 216 5.04 180.24
(a) FLEX-C Centroids (b) FLEX-C Centroids v2

TrAINING COMPLEXITY

During training, the models exhibit markedly different computational demands.

Random Forest (RF)-based models, used as baselines, have the highest training complex-
ity, O(T - F - Slog S), where the dominant factor is the log-linear dependence on the total
number of supervised training samples S.

In contrast, the proposed FLEX-C models leverage the efficiency of the iForest structure
to reduce the complexity associated with S to a linear relationship.

Specifically, FLEX-C Centroids has a training complexity of O(Ty log 1 + ST log ¢ + SF +
TCF), where T is the number of trees, i the unsupervised data subsample size, C the
number of classes, and F the number of features. Although several terms contribute to this

complexity, the dominant factor in practical scenarios is the supervised knowledge injection,
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which scales linearly with both the number of trees T and the number of supervised samples
S.

Finally, the FLEX-C Labels variant exhibits a slightly lower complexity, O(Ty logy +
ST log 1)), since it omits the terms dependent on C and F that arise from centroid operations.

This reduction makes it the fastest model among the proposed methods during training.

INFERENCE COMPLEXITY

Regarding inference complexity, FLEX-C Labels is the most efficient model, with a com-
plexity of O(T log ). Notably, it introduces no additional asymptotic overhead beyond that
of the underlying iForest structure.

The RF-based baselines follow, with an inference complexity of O(T log S), where perfor-
mance is mainly determined by the depth of each tree, which grows logarithmically with the
number of supervised training samples.

The most computationally demanding model during inference is FLEX-C Centroids, with
a complexity of O(T log 1 + TCF). The added cost originates from the distance computations
performed by the leaf-level classifiers, which scale with the number of trees, classes, and

features.

Table 7.6: Comparison of theoretical time complexities for training and inference across different
models. The variables used are defined below.

Model Training Complexity Inference Complexity (per sample)
RF O(TSKlogS) O(Tlog$)

FLEX-C Labels O(T¢ logy + ST log ) O(T logv)

FLEX-C Centroids O(Ty logi + ST log + SF + TCF) O(Tlogy + TCF)

Variables Definitions:

T : The number of trees in the forest.

K : The subset of features considered by RF.

Y : The subsampling size used to train FLEX-Cs trees using unsupervised data.
: The number of supervised samples.

: The number of features (dimensionality) of the data.

O ™ »n

: The total number of classes.
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SUMMARY OF FINDINGS

In this chapter, we analyzed the impact of two critical challenges in industrial fault
identification: Nominal Data Contamination and Fault Data Scarcity. These issues arise from a
common industrial reality where raw, unlabeled data characterizing the nominal working
condition of a system is abundant, yet the cost of thoroughly validating this data means it is
often contaminated with unlabeled faulty points. Concurrently, since systems are designed
to operate correctly most of the time, officially recorded and labeled fault instances are rare,
leading to very small training datasets for each fault category:.

Our primary contribution was to develop an experimental setup that effectively repro-
duces these challenges. Using this setup, we first demonstrated that a SOTA classifier, RF,
struggles to learn effectively under these conditions, confirming the severity of the problem.
In response, we proposed a new family of models, the FLEX-C, with two specific implemen-
tations: FLEX-C Labels and FLEX-C Centroids. These models were specifically designed to
learn robustly in this challenging environment. We then tested our models against RF and
other relevant baselines to validate their performance.

The results of our experiments led to several key conclusions. Our results show that
the combination of contaminated normal data and scarce fault samples prevents a standard
RF from learning effectively. This limitation persists across the entire range of training set
sizes realistically achievable in an industrial setting. In stark contrast, our proposed FLEX-C
models, despite facing the same challenges, achieved performance comparable to a RF trained
without these challenges. In fact, our models even outperformed this baseline in the range of
approximately ten supervised samples per fault.

Furthermore, the performance of a RF trained with a simple self-supervised strategy
demonstrates the inherent difficulty of exploiting unsupervised nominal data—a challenge
our models overcome by natively integrating this information through their iForest structure.
The soundness of our general idea is further reinforced by the fact that a cascade of an
iForest and a RF was almost never superior to our integrated FLEX-C models. Finally, from
a practical standpoint, our theoretical time complexity analysis shows that our models are
not significantly more computationally expensive than a standard RF.

Itis important, however, to acknowledge the limitations of this work. The FLEX-C models’
hyperparameters were not tuned, as this would have required a larger dataset. Addition-
ally, our implementations are research prototypes developed in Python, and their real-time
performance is therefore not directly comparable to the highly optimized, production-grade
libraries available for RF and iForest. Lastly, we recognize that the role of non-trained weak
classifiers during the prediction phase of the FLEX-C models is an area with clear potential
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for improvement.

DirecTiONS FOR FUTURE RESEARCH

While this work successfully achieved its primary goals, the performance of our proposed
methods exceeded expectations, opening several promising avenues for future research to
explore their full potential.

One primary direction is to enhance the role of the non-trained weak classifiers. As noted
in our analysis, their current contribution to the voting process is static. Future work could
explore extending these classifiers into dynamic balancing agents that adapt their voting
weights according to the training state of the forest. Such an approach would enable the
model to counteract its natural bias toward the normal class when only a few classifiers have
received supervised training, and likewise mitigate the opposite bias toward the fault classes
as more classifiers become available.

A second crucial research path involves a rigorous procedure for tuning the model’s
hyperparameters, particularly the margin that governs which leaves are eligible to host clas-
sifiers. Proper tuning with a dedicated validation dataset would not only allow the models
to reach their optimal performance but also enable testing our approach on a wider variety
of datasets, generalizing our findings.

A third area of extension would be to explore the use of more complex weak classifiers
within the leaves. While this work focused on simple labels and centroids to manage data
scarcity, scenarios with slightly more available data could benefit from more sophisticated
local experts, potentially further improving the model’s discriminatory power.

Finally, a more advanced research direction is to adapt the unsupervised structure of
the forest so that it better reflects user defined notions of normality. In our experiments,
the normal class was formed by aggregating several original dataset classes, yet the forest
structure remained agnostic to this semantic grouping. Improving the alignment between
the ensemble and such user specific definitions could be achieved by integrating mechanisms
inspired by the previously discussed ALIF and BALIF. These approaches offer a principled
way to adjust leaf depths through active user feedback, thereby enabling or disabling expert
classifiers in targeted regions of the feature space. Incorporating similar ideas into our
framework would allow the forest to reshape its unsupervised structure to better capture

domain knowledge.
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Conclusions and Future Directions

In this work we have investigated key challenges in deploying data-driven predictive
maintenance approaches in real-world industrial scenarios. We proposed and validated
novel methodologies and algorithms that form a toolbox of techniques designed for efficiency,
robustness, and seamless integration with human expertise, aligning with the human-in-the-
loop, sustainability, and resilience principles of Industry 5.0. Our approach combined proxy
tasks that translate hydroelectric predictive maintenance scenarios into general machine
learning problems, ensuring domain focus, broader applicability, and reproducibility.

In this final chapter, we summarize the main contributions of the thesis, highlighting the
limitations of our approaches and suggesting possible directions for future research.

SUMMARY OF CONTRIBUTIONS

The main contributions of this thesis span three complementary directions, with four
projects addressing efficiency, robustness, and human centricity in PdM.

In Chapter 4, we proposed a methodology that combines anomaly detection with SHAP-
based interpretability to support fault detection and root cause analysis in vibration moni-
toring for hydropower plants. Using real data from hydroelectric facilities, we showed that
Autoencoders offer the best balance between performance, accuracy, and output readability,
while SHAP is effective in highlighting to the expert the features that simplify the fault
identification process. This promotes human centricity by providing interpretable results that
empower experts, foster trust, and ensure accountability in Al-driven solutions.

In Chapter 5, we explored driver identification as a proxy task for industrial fault iden-
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tification, where recognizing different drivers maps directly to recognizing different fault
types. This formulation allowed us to study how a model can efficiently learn to recognize
new classes as they appear, mirroring the introduction of new faults in an industrial setting.

The central aim of this chapter was to investigate how continual learning can make
this class expansion process computationally efficient, enabling deployment on resource
constrained edge devices rather than relying on cloud based infrastructure. To this end,
we designed three progressively challenging continual learning scenarios on the OCSLab
dataset to approximate real operating conditions and evaluated state-of-the-art methods
under these constraints.

We also introduced two new approaches, SmooER and SmooDER, which exploit the nat-
ural temporal continuity present in both driver identity and fault evolution. These methods
consistently outperform existing techniques and demonstrate that continual learning can
improve efficiency by reducing the computational burden, making real time and edge com-
patible driver identification more feasible. In Chapter 5, we explored driver identification as
a proxy task for industrial fault identification, where recognizing different drivers maps di-
rectly to recognizing different fault types. This formulation allowed us to study how a model
can efficiently learn to recognize new classes as they appear, mirroring the introduction of
new faults in an industrial setting.

The central aim of this chapter was to investigate how continual learning can make
this class expansion process computationally efficient, enabling deployment on resource
constrained edge devices rather than relying on cloud based infrastructure. To this end,
we designed three progressively challenging continual learning scenarios on the OCSLab
dataset to approximate real operating conditions and evaluated state-of-the-art methods
under these constraints.

We also introduced two new approaches, SmooER and SmooDER, which exploit the
natural temporal continuity present in both driver identity and fault evolution. These meth-
ods consistently outperform existing techniques and demonstrate that continual learning
can improve efficiency by reducing the computational burden, making real time and edge
compatible driver identification more feasible.

Chapter 6 introduced RootlIF, a feature-evolving anomaly detection method that reduces
data and computational requirements when retraining models as new features or sensors are
added. This approach enables faster deployment without historical data, while improving
privacy and reducing vulnerability windows. We compared it to xStream and found compet-
itive or superior performance across several public datasets. Chapter 6 introduced RootIF,
a feature-evolving anomaly detection method that reduces data and computational require-

ments when retraining models as new features or sensors are added. This approach enables
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faster deployment without historical data, while improving privacy and reducing vulnera-
bility windows. We compared it to xStream and found competitive or superior performance
across several public datasets.

Finally, in Chapter 7, we addressed fault detection and identification under the combined
challenges of contaminated nominal data and scarce fault data. To this end, we proposed
FLEX-C, a family of semi-supervised structured ensemble models, and developed two vari-
ants: FLEX-C Labels and FLEX-C Centroids. Through systematic comparison with Random
Forest and other baselines, we demonstrated that FLEX-C is inherently robust to these con-
ditions and can match or surpass the performance of a Random Forest trained on clean and
balanced data within the range of realistically obtainable dataset sizes.

LimitaTiIONS AND FUTURE DIRECTIONS

While the contributions of this thesis advance the state-of-the-art, several limitations and
open questions remain, paving the way for future research. Considering the four projects
in order of presentation, we progress from applying existing methods to a specific context
in Chapter 4, to incremental improvements of established approaches in Chapter 5, to the
proposal of a new method in Chapter 6, and finally the development of an entirely new
framework in Chapter 7 inspired by existing literature. This trajectory reflects both the
increasing complexity and novelty of the challenges addressed, as well as the corresponding
growth in limitations and opportunities for further exploration.

The main limitation of Chapter 4 is the computational cost of SHAP, which can hinder real-
time applications. Future work could investigate more efficient interpretability techniques.
In Chapter 5, continual learning methods remain vulnerable to data poisoning attacks, a
critical issue for driver identification and industrial contexts alike. Future research should
focus on approaches that balance adaptability with robustness.

Chapter 6 showed that our proposed method can reach state-of-the-art performance
in feature-evolving anomaly detection. Its current implementation, however, offers several
opportunities for further development. The method could be optimized in terms of com-
putational efficiency and memory usage, extended from an iterative to a fully online learn-
ing framework, and enriched with complementary interpretability techniques to refine the
weighting mechanism used within the ensemble.

Finally, FLEX-C in Chapter 7 has shown promising results, but current implementations
remain proof of concept and only scratch the surface of the framework’s potential. We delib-
erately excluded an active learning component to keep the focus on validating applicability
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and effectiveness, leaving future work to explore richer implementations, including online
and active learning settings, to evaluate the approach in more diverse scenarios. Finally,
FLEX-C in Chapter 7 has shown promising results, but current implementations remain
proof of concept and only scratch the surface of the framework’s potential. We deliberately
excluded an active learning component to keep the focus on validating applicability and
effectiveness, leaving future work to explore richer implementations, including online and

active learning settings, to evaluate the approach in more diverse scenarios.
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Additional Material for Continual Learning

for Behavior-Based Driver Identification

HYPERPARAMETERS TUNING

This appendix provides detailed information about the tuning process of all the CL ap-
proaches, including plots of the hyperparameter search results, as well as our considerations
and rationale behind the optimal configuration choices for each method. The results are
based on a grid search using the values shown in the plots, following the training procedure
reported in 5.4.2. Refer to Section 5.3 for theoretical background and relevant citations, and
to Section 5.4.3 for details on the tuned hyperparameters.

ENB ER

Given our resource-constrained environment, the most critical hyperparameter for this
method is Memory Size (the size of the memory used for sampling rehearsal instances). Fig-
ure A.la shows the accuracy for a Memory Size ranging from 100 to 4000. The performance
improvement follows a logarithmic trend, as increased memory reduces forgetting until it
reaches saturation. Values outside this range are impractical due to resource and perfor-
mance constraints. Therefore, we select 1000 as the optimal memory size, balancing resource
requirements and performance, as discussed in 5.4.3. This value is 10% of the training dataset,
and aligns with common ranges found in the literature (1-10%) [283, 284, 285, 286, 287]. In
Figure A.1b you can see that this parameter has no noticeable influence on the execution
time.
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The impact of the Replay Ratio is shown in Figure A.2a for accuracy and Figure A.2b for
execution time. A ratio of 0.25 significantly reduces accuracy, while 0.75 offers slightly better
accuracy than the canonical even mix but doubles the training time, as training instances

processed per batch are halved. Therefore, we selected a ratio of 50% mix as the optimal
parameter.
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Figure A.1: Results of the Memory Size parameter search for the ER method. The test accuracy (y-axis)
after training on each task (x-axis) is shown on the left for each value of the hyperparameter. On the
right, a violin plot indicates the required time for training and testing.
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Figure A.2: Results of the Replay Ratio parameter search for the ER method. The test accuracy (y-axis)
after training on each task (x-axis) is shown on the left for each value of the hyperparameter. On the
right, a violin plot indicates the required time for training and testing.

EWC

Figures A.3a and A.3billustrate that varying the hyperparameter A had minimal impact on

both accuracy and execution time. In line with prior research, we explored the following range
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DRIVER IDENTIFICATION

of values: 1, 50, 100, 500, 1000, 5000, and 10000. Notably, the original study by Kirkpatrick
et al. [232] identified 400 as the optimal value. After careful consideration, we selected A =
10000, which struck an effective balance between the training and EWC losses, while also

yielding a slight increase in accuracy compared to the other values tested.
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Figure A.3: Results of the A parameter search for the EWC method. The test accuracy (y-axis) after
training on each task (x-axis) is shown on the left for each value of the hyperparameter. On the right,
a violin plot indicates the required time for training and testing.
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LwF

The results of the hyperparameter search for A in the LwF method are illustrated in Figure
A.4a. The outcomes can be categorized into two distinct groups: higher values, specifically 500
and 1000, resulted in a notable decline in accuracy, particularly in the later tasks. Conversely,
lower values yielded marginal performance improvements, although they remained below
the top-performing methods. Ultimately, we selected A = 5, as it demonstrated the most
consistent performance while slightly enhancing both accuracy and execution time compared

to the other tested values.
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Figure A.4: Results of the A parameter search for the LwF method. The test accuracy (y-axis) after
training on each task (x-axis) is shown on the left for each value of the hyperparameter. On the right,
a violin plot indicates the required time for training and testing.

DER++

Similar to ER, the most critical hyperparameter for DER++ is the Memory Size. As shown in
Figure A.7a, the accuracy improvement follows a logarithmic trend as Memory Size increases.
Figure A.7b shows little to no difference in training and test time. Even if DER++ consumes
slightly more memory than ER due to the storage of logits, we selected the same Memory
Size of 1000, as it strikes the optimal balance between memory usage and accuracy gains.

Regarding the a and f hyperparameters we tried a grid of values similar to the ones
reported in [238]. Figures A.5a, A.6a, A.5b, and A.6b indicate that neither has a significant
impact on accuracy or training time. We observed a slight preference for setting both a and
B to 1, which we adopted. This choice implies that the three loss components (Categorical
Cross-Entropy on training data, MSE with respect to memory logits, and Categorical Cross-

Entropy on memory labels) are treated with equal importance during model training.
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Figure A.5: Results of the o parameter search for the DER++ method. The test accuracy (y-axis) after
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