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Almost 30 years have passed since former CIA director George Tenet said 
that the agency needs “to swim in the [Silicon] valley”. This early sociotechni-
cal imaginary of future intelligence services and law enforcement connoted a 
growing reliance on data-driven systems and algorithmic processing. Just fol-
low the actions and promises of governments all over the globe today, and you 
will hear grand narratives about how digital technologies will make the work 
of police officers more effective and easier. According to the North Rhine-
Westphalian police authorities, “in future, police officers will no longer come 
to the police station to use the technology, but the technology will come to the 
police officer. Processes will be completed directly on site and information 
will be available at all times”. This growing and uncritical reliance on digital 
policing technologies is largely speculative, focussing on the potential of new 
forms of police work. We know very little about how big data is adopted and 
adapted in law enforcement activities and with what consequences. Moreover, 
the proliferation of data analytics brings into question how citizens’ rights are 
being protected as what counts as “safety” or “policing” is being fundamen-
tally transformed.

Critical Perspectives on Predictive Policing: Anticipating Proof? investi-
gates how institutional and social values, digital affordances, and organiza-
tional politics are conceived and embedded in data-driven police innovations, 
as well as experienced and practised by police officers and developers of digi-
tal police infrastructure in Denmark, Estonia, Latvia, Norway, Sweden, and 
the UK. The proliferation of multiple crises in economics, the natural envi-
ronment, health, geopolitics, and politics has generated both a set of political 
struggles over the Nordic and Baltic welfare models and activated a series of 
digital public sector changes that continue apace today. Digitalization is recog-
nized as a catalyst for improving the public sector’s efficiency, reducing fiscal 
burdens, and configuring a resilient and safe urban landscape. The Nordic-
Baltic countries and the UK have openly and politically prioritized the digi-
tal integration of the whole region and the digital upgrade of national public 
administrations. In this context of multiple crises, law enforcement lies at the 
forefront of digitalization and constitutes perhaps one of the most emblematic 
public sector institutions undergoing significant transformation in the age of 
Big Data. The volume showcases changes in the police forces in these northern 

Preface
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European countries regarding their surveillance tactics, digital innovations, 
and data-driven preventive and crime-solving capabilities. Through different 
means of contrasting across the Nordic-Baltic countries and the UK, the book 
undertakes a comprehensive study of law enforcement in practice, and its con-
sequences for citizens’ relations to public sector institutions in a digitalized 
state.

The book addresses the conceptual, methodological and empirical need 
for research that simultaneously examines how police officers are using data-
driven innovations and focusses on how their varied usage affects not only 
crime solving/prevention but also the digital innovations themselves. The 
cases included in the volume bring an interdisciplinary magnifying glass 
over emerging technologies, organizational practices, and networks that sup-
port and enable the digital transformation of the police. The book is the out-
come of a four-year collaboration between researchers enrolled in the Critical 
Understanding of Predictive Policing (CUPP) project, funded by NordForsk, 
an organization under the Nordic Council of Ministers that provides funding 
for and facilitates Nordic cooperation on research and research infrastructure. 
By addressing NordForsk’s call for the “Digitalisation of the Public Sector”, the 
CUPP project sought to provide a substantial contribution to existing research 
and pressing societal concerns. Building a strong research front on the numer-
ous topics related to digitalization-in-practice, surveillance, innovation, pre-
diction models, big data, and accountability in science and technology studies, 
criminology, and organization studies, the project allied with social scientific 
research on the democratization of innovation and critical police studies in 
order to shed light on the social dimensions of policing in the age of big data.

We would like to express our gratitude to all contributors. They authored, 
delivered, and revised their chapters in time and with extreme professional-
ism. They engaged in the peer-reviewing process, providing each other with 
constructive feedback and safeguarding the quality of the outcome. We would 
also like to thank the members of CUPP’s advisory board for their crucial 
feedback throughout the project. Special thanks go to Mareile Kaufmann for 
her substantial comments and contribution to the volume, as well as to Anna 
Lundberg for her critical glance and for always being there! Much appreciation 
goes to our partner PROSA, a labour union for IT professionals in Denmark, 
and especially to Bjarke Friborg, who carefully read the chapters and provided 
us with great ideas and important feedback. Kostas Floros was also an impor-
tant colleague and assistant to the CUPP project, who in his way contributed 
to the realization of the book. Thank you!

We would also like to express our gratitude to NordForsk for funding the 
CUPP project, especially Bodil Aurstad and Jakob Chortsen for their support 
and help throughout these four years.
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1

WHY PREDICTIVE POLICING?

At this historical moment, when risk and uncertainty peak, the quest for pre-
emptive social control is also peaking in response. After all, ours is an era of 
polycrisis (EC, 2023; WEF, 2023) – that is, of a simultaneous occurrence of 
several potentially catastrophic crises that “become entangled in ways that 
significantly degrade humanity’s prospects” (Lawrence et al., 2022). In times 
of crises, policing has historically risen to the task when the state can no longer 
rule by consent, resorting to ruling by force instead (Hall et al., 1978). This 
proliferation of crises means policing has become predictive and pervasive in 
response, a long-term method of governance in and across simultaneous cri-
ses (Vradis, 2014). In a way, the question of what crimes and crises might lie 
ahead has been around for a while, and the emergency logic fuels precaution-
ary measures. Techno-managerialism, underpinned by computational logic, 
has altered the way we think – from causality to correlations and probabilities 
(Amoore, 2013). In this volume, we will delve into the concept of predictive 
policing from a mundane technological and European perspective. But first, a 
short introduction to the notion’s history.

The capacity to imagine and produce reliable predictions is not new but a 
long-standing, significant aspect of scientific and state praxis. However, the 
ability of social sciences to provide useful and meaningful predictions has 
long been a topic of debate among scholars and the wider public (see Bell, 
1964; Turner & Roth, 2003). Nonetheless, human affairs were among the first 
areas to produce predictions based on what we now define as data. This same 
predictive impulse to predict the future was evident at the birth of the modern 
social sciences and the sovereign state alike.

Thinkers, social activists, and public officials sought to deploy the resources of 
the new disciplines to manage societies and rectify social ills, based on insights 

 

1.	 Introduction: the discreet charm of 
predictive policing
Vasils Galis, Helene O. I. Gundhus and 
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Critical perspectives on predictive policing2

derived from social data, particularly demography. This was underpinned by the 
philosophical belief that social phenomena were, in principle, amenable to statisti-
cal analysis, prediction, and, ultimately, control. (Ķīlis et al., forthcoming)

Michel Foucault defined the emergence and establishment of a new technology 
of power as biopolitics, at the end of the 18th century. Birth rate, mortality rate, 
longevity, and so on – together with a whole series of related economic and 
political calculative devices – were phenomena translated by the first demog-
raphers into statistical terms. At the start of the 20th century, these calculative 
devices were then adopted by the western sovereign state to manage its popu-
lation. Mechanisms introduced by biopolitics included forecasts and statisti-
cal estimates (Foucault, 2003). In that sense, population became a predictable 
and manageable political problem, and, conversely, complex issues related to 
state-making became legible and simplified. This calculative and predictive 
impulse created a standard for monitoring and record-taking while establish-
ing the state as a centre of calculation and forecast, consolidating the roles of 
government and citizens along the way. The welfare system, for example, was 
co-produced with rational encoding, calculation methods, and predictive ele-
ments. This enabled both replacing a plethora of amorphous data concerning 
the population with a numerical code and producing and anticipating a social 
ordering of a group of phenomena defined by their codes. As Karlsson and 
Galis (in this volume) argue, crime prevention and policing were at the very 
heart of this process.

Predictive policing was launched as an answer to the idea of crime as a cal-
culated phenomenon in the early 2000s. The concept was allegedly coined by 
police chief William J. Bratton, whose Los Angeles Police Department (LAPD) 
is credited with envisioning the predictive policing model (US Department 
of Justice, 2009). By 2008, Bratton had spoken widely about the successes 
of the LAPD, including the Department’s recent introduction of predictive 
analytics to anticipate gang violence and support real-time crime monitoring. 
Bratton suggested that this new approach could build on and enhance exist-
ing approaches, including community-orientated and intelligence-led policing 
(ibid.). As a result, two predictive policing symposiums were hosted by the 
US National Institute of Justice, attracting practitioners, government officials, 
researchers, and law enforcement leaders. These gatherings sparked tremen-
dous industry interest from consultants and private companies providing pro-
fessional services and software; the next two years saw an explosion of interest 
in predictive policing. Social media and media coverage of PredPol, the pre-
diction software package used in Santa Cruz and Los Angeles, California, 
claimed that the software could predict where crime would occur and used 
examples of arresting suspects, for instance, in a high-risk parking garage. 
As Karlsson and Galis (in this volume) discuss, the concept of predictive 
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Introduction 3

policing increasingly lost its heyday over the past decade (see also Egbert, 
2019). Predictive policing is a boundary object, they argue, and the rise and 
fall of the concept is an interesting story in and of itself. It is the boundary 
work between predictive policing and similar strategies, like intelligence-led 
policing, that characterises the practice, and we will elaborate on the concept’s 
flexibility below.

Together, the volume aims to show three things:

	1.	 How institutional and social values, digital affordances, and organisational 
politics are conceived and embedded in the practice of predictive policing, 
including what types of data, hardware, and software are applied.

	2.	 How big data and thick data are adopted and adapted in law enforcement 
activities, for what purposes and with what consequences. It studies how 
citizens, police officers, and developers of digital police infrastructure in 
Denmark, Estonia, Latvia, Norway, Sweden, and the UK experience and 
practice these technologies.

	3. 	 How the proliferation of data analytics challenges citizens’ rights, now 
that what counts as “safety” or “policing” is being fundamentally trans-
formed and redefined.

THE POLICE HAVE NEVER BEEN MODERN

Bruno Latour (1993) criticised modernity’s unentangling of separate issues, 
practices, and logics that are inherently entangled. This kind of dualist purifica-
tion, such as separating technology and politics, needs to be reconceptualised 
according to hybridised terms like the “sociotechnical” or the “technopoliti-
cal” (Pertsas, 2023). In this book, we entangle the social and technical aspects 
of policing that the modern understanding of law enforcement tries to divide 
and preserve as purely technical or scientific. After all, technologies and tech-
niques have always been an integral part of police work (Manning, 2003). 
These technologies are inscribed (Akrich, 1987) with specific imaginaries. We 
argue that policing does not merely exist in the realm of imaginaries but has 
always materialised in specific practices and technologies, such as the map, 
the squad car, or the archive, which have shaped police organisation and action 
from its inception (Stevnsborg, 2010). This, in turn, establishes that process-
ing data in law enforcement is an inherently political act (Završnik, 2021). 
Our volume conceptually and empirically shows what kind of imaginaries 
are inscribed in digital policing technologies. In each chapter, we map and 
depict the diversity in practices and inscriptions of sociotechnical imaginaries 
and ideologies generated, institutionally stabilised, and performed by shared 
understandings of forms of crime and social order (Jasanoff & Kim, 2015). 
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Critical perspectives on predictive policing4

We are specifically interested in the mechanisms that translate ideology about 
crime, (predictive) policing, and security in and out of sociotechnical systems, 
that is, how the Hobbesian idea of state monopoly of violence is translated into 
algorithmic policing systems and governance – and with what consequences.

This transformation in policing bears important epistemological and onto-
logical issues. These range from simple implementations of technological 
systems for digital data collection and aggregation to intelligence-led polic-
ing software for crime forecasting or biometric recognition systems for bor-
der and population control. Such transformations are shaped not only by the 
data fed into the system and hardware/software but also by the imaginaries, 
policies, laws, power, and resistance around and within each policing agency. 
Profound transformations in social relations, public policy, legal frameworks, 
and police practices now prioritise specific crimes, hotspots, and offender 
groups (Kaufmann, 2018). Papada and Vradis (in this volume) claim that there 
is a gradation of concerns ranging from issues that touch upon the design of 
digital policing technologies, proportionality and necessity of their use, and 
extend to ethical issues about privacy, anonymity, and trust between the public 
and the police. This volume problematises the epistemological and practical 
shifts in policing prompted by data analytics in terms of ethical, legal, social, 
and political considerations, but also ontological shifts in the social reali-
ties created by the data analytics practised in policing. The chapters explore 
security and privacy issues raised by the digitisation of law enforcement and 
their implications for contemporary democratic polity. Several of our authors 
(Karlsson & Galis; Ķīlis & Adamsone-Fiskovica; Skjevrak & Gundhus) argue 
that the use and adoption of predictive policing technologies is the result of 
a complex sociotechnical configuration process that mobilises economic and 
material investments, privacy rights, and sociocultural imaginaries (see also 
Egbert & Leese, 2021).

We locate predictive policing, and other digital law enforcement innovations 
in a socially consequential context. We see the value of critical scrutiny on 
police prediction innovations not only for policing but also for law and regu-
lation mechanisms, criminology, social inequality, and research on big data 
analytics in other public sector institutions. However, the study of prediction is 
largely compartmentalised despite its evident omnipresence and social impact 
in terms of how prediction tools reshape the relationship between police 
authorities and the public. We still lack a holistic comparative framework to 
identify, analyse, and address these challenges. The proliferation of data ana-
lytics brings into question how citizens’ rights are being protected, as what 
counts as “safety” or “policing” is being fundamentally transformed. While 
primarily portrayed to boost the efficiency of police work and to improve 
public safety, these tools may give ground to various types of social biases, 
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Introduction 5

undermine individual freedoms, and lead to the excessive criminalisation of 
behaviours and individuals in society.

Our point of departure is the empirical research on how predictive polic-
ing is implemented and practised by the police. Previous research shows that 
contextual aspects are important for the use of prediction by the police (Chan 
& Moses, 2017; Rudin, 2013; Egbert & Leese, 2021). While the collection and 
use of data have always been a part of policing practices, the rise in the acces-
sibility of data and increased upgrading of digital technologies are shifting the 
aim of policing from mostly reactionary police work, solving crime after it has 
occurred, towards more pre-emptive (van Brakel, 2016; Hardyns & Rummens, 
2017) and instant policing (Wilson, 2021). To follow the development of pre-
dictive policing in academic debates, a group1 in the Criticial Understanding 
of Predictive Policing (CUPP) project started exploring the genealogy of the 
concept. Genealogies can be regarded as critical and speculative histories of 
the present that involve an interplay of scholarly and political impulses insofar 
as these accounts are studies of the historical changes that characterise phe-
nomena that have contemporary relevance (Koopman, 2013; Stypinska, 2020). 
The aim of the genealogy approach was to challenge widely accepted accounts 
of how a particular concept or way of thinking has emerged. Through tracing 
the lineages of received concepts and the historical dead ends and failures of 
cognate understandings, the “underdetermination of the present by the past” 
is highlighted, while also identifying the contextual factors that allowed one 
understanding to thrive and its competitors to wither. A genealogy of predic-
tive policing is concerned with the way “truth and knowledge” around the 
problematic nature of the notion have been produced. In practice, this was 
turned into simple guiding questions that informed the literature review: What 
is predictive policing? What is the problem/issue with predictive policing? 
What are the contexts in which critical comments are being articulated?

The initial literature review based on keywords showed varied and incon-
clusive results in understandings of predictive policing. This led Emils Ķīlis to 
look at where the criticisms and critiques come from, addressing the geneal-
ogy of the critique of predictive policing (Ķīlis, 2023). Ķīlis (2023) combined 
the thematic literature review with keywords present in the articles included in 
an iterative open coding process.2 This approach led to five ideal types of how 

1  The group consisted of Irena Barkane, Vasilis Galis, Helene Gundhus, and 
Emils Ķīlis. 

2  Initially, different search engines and sampling strategies were employed. 
Subsequent work has been based on the output of Scopus (keyword + police/polic-
ing in the title or abstract). The focus has been on the most cited articles (50 in the 
case of predictive, 25 in the case of the other keywords). The abstract and/or dis-
cussion section was scanned to understand the core of the argument and determine 
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predictive policing is conceptualised: as an efficient tool, as an ideologically 
neutral tool, as a flawed tool, as a threat, and as fiction. Ķīlis also identified six 
varieties of critique in the literature: ameliorative, epistemological, ontologi-
cal, organisational, legal/political critique, and critique of exaggeration. We 
will delve into the critical perspectives below. Results of the thematic analy-
sis of the concept show that police and policing are frequently mentioned in 
passing (among other public services) as part of a broader conversation about 
digitalisation and the use of “big data” and data analytics. However, predic-
tion can mean different things in the context of police work. Ķīlis divided it 
into four different categories: prediction of crime, prediction of the behaviour 
of new recruits and their suitability for the job, prediction of the behaviour of 
police officers in the field, and prediction of interactions between civilians and 
the police.

To conclude, this combined analysis of the genealogy of the concept and 
its critique shows that predictive policing is an ambiguous concept. It is not 
obvious whether a particular tool can be classified as belonging to this cat-
egory, though the review and overview of articles tend to be inclusive in their 
outlook. Predictive policing is a multiple entity, so critiques that are levelled 
against one version do not necessarily apply to another. It is not always clear 
whether an author is critical of predictive policing or simply relays opinions 
expressed in other articles and acknowledges the limitations of a particular 
tool. This is especially tricky in cases where predictive policing is depicted as 
a resource-saving tool that has the potential to be improved. Reading the most 
cited articles gives the reader a good overview of the most prominent topics in 
the debate, Ķīlis argues, but focussing on specialist literature would provide 
more nuance. Linking specific concepts to specific agents and contexts will be 
a challenge, so it is not even clear whether a thorough genealogical account is 
possible. In general, the results show that predictive policing, and associated 
keywords, have become much more prominent in the last decade, primarily 
in anglophone countries. Ameliorative concepts appear to be most prominent, 
and there is an interest in solving bugs and glitches. Ķīlis (2023) therefore asks 
the pertinent question of what role this will play in generating “facts” about 
predictive policing.

whether the article was relevant. Iterative coding was based on themes identified 
in the initial literature review (summer 2021). We selected the following nine key-
words in combination with police: Algorithmic (25), Anticipatory (25), Analytics 
(25), Artificial intelligence (25), Big data (25), Data-driven (25), Machine learning 
(25), Predictive and police (40), Predictive and policing (50). This sample of arti-
cles was analysed via open coding.
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WHY NOW?

As certain governments’ handling of the polycrisis indicates, using widespread 
fear to introduce controversial and intrusive measures is not necessarily an 
unwelcome part of governance. From the Covid pandemic to street protests 
or crime, a precautionary and predictive logic is on the rise – and comes with 
a high risk of a totalitarian turn: suggestively, in May 2021, members of the 
UK Government’s Scientific Pandemic Influenza group on Behaviours (SPI-
B) went as far as to assert that their government’s use of fear to control the 
crisis was, indeed, totalitarian (Telegraph, 2021). The new “pandemic law” 
in Denmark allows the government to force businesses and organisations to 
hand over information about their staff and members to authorities, including 
data regarding individuals’ movements. Over the same period, the Swedish 
parliament was expanding the surveillance capabilities of law enforcement 
(Skoglund, 2021). This expansion was built on solid ground: as Mattes argues 
(this volume), the digitalisation of the Swedish state has a long history, and 
already in 1993 Malmö police cooperation with private business analyt-
ics Qlik began to process large amounts of classified text data and reports 
from the police services. This was the foundation for predictive policing in 
Sweden as implemented today through the STATUS system. However, surveil-
lance capacities expand with more and more traces available for monitoring. 
Awareness of recorded data enables new strategies for knowledge production, 
while established knowledge production changes through access to new soft-
ware for data integration. According to Bigo (2022) digitalisation allows for 
large-scale surveillance, often on a commercial basis, which makes it hard to 
study state violence when performed in secret.

European and Western societies overall undergo a governance shift that 
involves the proliferation of big data analytics (Halpern, 2015; Yeung, 2018a; 
2018b) and the datafication of police work (Hardyns & Rummens, 2017). Recent 
advances in computing and automated decision-making have transformed our 
ability to predict in a wide range of domains. These changes have been greeted 
with both enthusiasm and criticism and should be understood as part of a 
broader shift towards pre-emptive and anticipatory logics. Digitalisation has 
been said to enable the collection, storage, and analysis of vast amounts of data 
(Ķīlis et al., forthcoming). As Kaufmann (2018) argues, with big data analyses, 
quantification, and actuarial methods that inform predictive policing, the idea 
of classification and categorisation via patterns is taken to a new level:

The ultimate aim of all these analyses is to identify patterns, to introduce ever 
more forms of categorisation to inform policing strategies. All software mod-
els thus share a common premise: crime is a calculable, patterned phenomenon. 
(Kaufmann, 2018, p. 158)
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The chapters in this volume highlight how different kinds of prediction soft-
ware produce different rationalities, results, and efficiencies in return. These 
differences begin to show in how data is conceptualised, what kind of data is 
fed into the software and, not least, in the processing of data by each type of 
software. There are also differences in the way algorithms are programmed, 
how theoretically informed these algorithms are, what kinds of variables are 
selected, and whether human feedback is involved in the process and, if so, of 
what kind. For instance, Ķīlis & Adamsone-Fiskovica’s (in this volume) analy-
sis of the implementation of camera-based traffic surveillance technologies in 
Latvia shows the importance of distinguishing between agencies of the insti-
tutional (state and police) and individual (drivers, police officers, vehicles, sur-
veillance tools) agents. The imaginaries providing the predictions are centred 
around road safety. However, the reliance on these technologies also reshapes 
the way traffic operates. Traffic automatization reconfigures agency for both 
humans and non-humans involved and has the potential to reshape traffic cul-
ture. The way crime predictions are co-constructed and context-dependent 
also directs our attention to the understanding of crime that each piece of soft-
ware works with and reproduces in the context of policing (Kaufmann, 2018).

A CRITICAL UNDERSTANDING OF PREDICTIVE 
POLICING

The digitalisation of the police has been subject to opaque and peculiar pro-
cesses that raise significant issues regarding data privacy, personal integrity, 
protection of sensitive information, the interplay between the public and pri-
vate sectors, and transparency of public technology procurement. The volume 
is situated in ascience and technology studies (STS) approach as a critical study 
of new technologies and methods (such as Artificial Intelligence, augmented 
reality, face recognition, geolocation, smart city platforms, smart policing, 
social network analysis, intelligence, automated border control systems, and 
so on). An STS critical approach enables an epistemological commitment to 
issues of social justice, social structure, and power (Woodhouse et al., 2002; 
Woodhouse, 2005). This means the research presented in this volume holds 
the police accountable for the justice of their actions and for the credibility of 
their analyses. Examining how modern states and private companies develop, 
procure, and implement digital policing technologies, and how their objectives 
are inscribed into technological solutions, is imperative for understanding the 
nature of contemporary social control and power relations (Aas, 2016).

To do this and turning again to the genealogical study of the concept of 
predictive policing mentioned above (Ķīlis, 2023), the project explored how 
critical approaches to predictive policing have developed in the literature. The 
genealogical study showed that critique and critical approaches are not hugely 
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prominent among the most cited articles. A cursory examination of less cited 
articles suggests that there is interest in these questions, though papers are 
frequently speculative rather than based on empirical research. Articles gener-
ally refer to specific digital tools at the disposal of law enforcement, and their 
weaknesses/strengths, rather than predictive policing as a general phenomenon. 
Critique and critical comments are therefore less prominent than expected, 
and arguments are frequently speculative. Moreover, different understandings 
and forms of critique can co-exist in the same article. There are therefore sev-
eral prominent strands of critique (in both senses) that are expressed across the 
different publications, and these are tied to different understandings of what 
predictive policing is or can be. Critique can refer to in-depth scholarly analy-
sis or evaluation of a phenomenon that aims to challenge or question certain 
foundational assumptions. Critique can also refer to a negative assessment that 
has identified a series of issues, faults, or problematic consequences.

In this volume, we apply a critical research epistemology that allies with 
struggles and social justice issues related to, for example, social inequality, 
ethical concerns, human rights, and fundamental freedoms, as well as to the 
various data justice, security, and privacy issues raised by the digitisation of 
law enforcement and their implications for democracy (Dencik et al., 2019; 
Taylor, 2017). STS has a record of critically investigating sociotechnical rela-
tionships by intervening in lay–expert interactions, democratising technosci-
entific practices, and giving voice to critical diversity (Galis & Hansson, 2012). 
Being critical is not merely to accumulate deconstructive analyses of predic-
tive policing or to shape law enforcement in the policy arena, but to disman-
tle and abolish the development and deployment of opaque and undemocratic 
technical practices and their applications in police work, and to redistribute 
power relationships between stakeholders at multiple sites and in various 
vocabularies.

In this framework, the chapters adopt an interventionist approach represent-
ing a research effort to foster knowledge and (empirically, theoretically, and 
epistemologically) support marginalised views in relation to the deployment of 
predictive policing software in the countries under investigation. We do this 
either by analytically struggling alongside oppressed and discriminated social 
groups (e.g., racialised by the state individuals, ethnic minorities, migrants, 
and the poor) (Padada and Vradis, this volume) or by promoting views that 
challenge technocratic research agendas and technological optimism/solution-
ism (e.g., the view of predictive policing technologies as objective, impartial, 
efficient technological solutions). Indicatively, the CUPP project organised 
both citizen seminars in the framework of each country case as well as project 
events such as panels with different stakeholders, including civil society, the 
police, and private actors. “Criticality” here also refers to the project’s episte-
mological engagement with the production, selection, and use of data by the 
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police authorities in the countries under investigation. According to Kaufmann 
et al. (2020), engaging with data becomes epistemologically critical in two 
senses: first, treating data as a “companion species” (Haraway, 2003), that is, 
acknowledging the vitality of the role of data in enacting life as we know and 
experience it. Second, by acknowledging the performative agency of data in 
our lived experiences, that is, data are not merely mirrors to society or simply 
a servant but act as ontological catalysts in the configuration of reality. Padada 
and Vradis (in this volume) explain that scientific neutrality and the political 
economy of selling the technology as neutral and ahistorical are means to 
legitimise their use.

In our case, the critical investigation of data also implies that we treat the 
role of crime data as companion species (Haraway, 2003), intertwined in the 
construction of crime, in the profiling of individuals, and in the representation 
of geopolitical spaces. In that sense, data criticality here also makes both an 
ontological and epistemological argument partly because we are dealing with 
issues related to “generating, structuring, and carrying knowledge and, thus, 
key to the generation and sustenance of life as we know it” (Kaufmann et 
al., 2020). Therefore, being critical in the context of this volume also means 
that the chapters investigate moments, practices, and technologies in ways that 
enable us to understand how crime data come into being, how they are used 
in police work, and how they constitute companions in creating public spaces, 
individual profiles, crime statistics, intelligence, law, policymaking, and so on.

The development and deployment of digital policing technologies are often 
framed in terms of improved public safety and security and better-quality 
public services and sometimes even involve citizens in law enforcement (see 
Ķīlis & Adamsone-Fiskovica in this volume). However, such infrastructures 
alter the way individuals are treated and conceptualised, and the way pub-
lic spaces are shaped in practice. This leads to a profound reconfiguration of 
the way human subjects are treated and their rights and experiences are per-
ceived, which points to an urgent need for a critical study and understanding, 
as defined above, of the use of police data-driven technologies. Concretely, the 
volume asks and critically analyses who collects what data, as well as how, 
and in what ways these data are used (Wang, 2018). Being critical implies 
that through the identification of social values inherited in predictive policing 
technologies, we aim to analyse and scrutinise structural biases also extended 
to other areas of governmental algorithmic decision-making (e.g., from health-
care systems in Obermeyer et al. 2019; from the justice system in Ugwudike, 
2020).

This also means that we do not limit ourselves to issues of transparency and 
accountability. Instead, through a critical interventionist approach, we aim to 
answer questions regarding what it means that crime data are constructed, col-
lected, processed, and used in ways that systematically and structurally target, 
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profile, and disadvantage some groups and not others, what values and inter-
ests are served (cf. Egbert & Mann 2021), and how we can disrupt this kind of 
reproduction of social inequalities.

AN INTERDISCIPLINARY UNDERSTANDING OF 
PREDICTIVE POLICING

In the brief couple of pandemic years, we accepted digital- and fear-driven 
policies as something of a given. But the implications and potential of these 
policies are equally unknown. All too often, digitalisation is equated with an 
ahistorical conceptualisation where the past is written off and the future is 
considered not just predictive, but even predictable, safeguarded, and stripped 
of any potential to deviate from its prescribed course. And it is policing 
that has now come to be at the spearhead of this safeguarding of the future. 
The international research project “Critical Understanding of Predictive 
Policing” (CUPP) ran from February 2021 to 31 January 2025, funded under 
the NordForsk Research and Innovation Programme on Digitalisation of the 
Public Sector. Our project arrived at a crucial conjuncture, right when polic-
ing’s nascent predictive turn matched a wider social turn toward forecasting in 
all key aspects of social coexistence. One could conceivably argue that these 
forecasting and prediction efforts abound both while and because of the prolif-
eration of risk and uncertainty.

In the policing domain as a whole, fellow scholars have already produced 
a significant body of work (in its volume and depth) that grapples with the 
deployment of digital solutions at the national level for forecasting crime in 
the form of predictive policing – that is, with questions around its practice, 
the policy obstacles (or advantages) it may encounter, its data privacy impli-
cations, or its disproportionate effect on marginalised groups. This volume 
now comes to study predictive policing internationally, holistically, and in an 
interdisciplinary fashion: our multi-sited ethnography across northern Europe 
studies predictive policing in all these domains, and ultimately raises the ques-
tion of whether the vicious circle of fear and control upon which it is based 
might be narrowing down our possible alternative futures. In contrast, Masso, 
Kasapoglu, and Maccarini (in this volume) investigate how predictive polic-
ing technologies that rely on past data to shape the future can contribute to 
social change. Drawing on empirical studies of perceptions and narratives by 
students, they argue that social transformation is possible when introducing 
emerging data technologies.

The theoretical vantage point for the CUPP project was that knowledge 
is produced in socio-material networks, which means that to understand the 
foundations of the production of prognostic knowledge, one must study inter-
actions between humans, digital technology, and their environments (Law & 
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Mol, 2002). The project adopted an interdisciplinary approach at the inter-
section of STS, critical criminology, critical security studies, and critical 
big data to identify and explore the related effects and impact of predictive 
policing technologies on society and end users. Policing in Europe in the past 
decade has been shaped by four major transformations: the rise of big data 
(Cukier & Mayer-Schoenberger, 2014), the digitalisation of the public sector 
(Schäfer & Van Es, 2017; Schou & Hjelholt, 2018), the proliferation of data 
analytics (Kaufmann, 2018) and iterations of EU and national data protec-
tion laws (Lynskey, 2019). This is, in turn, transforming the ways in which 
law enforcement is envisioned, practised, and regulated (Brayne, 2017). In 
line with research that has problematised how data-driven police technolo-
gies extend beyond given tools or quick fixes for optimisation and efficiency 
(Feldstein, 2019), our volume now argues that their use and adoption are the 
result of a complex configuration process that mobilises economic and mate-
rial investments, legal arrangements, privacy rights, and sociocultural imagi-
naries (Redden, 2018).

Moreover, police use of intelligence and risk assessments has very few legal 
restrictions. Analysing the regulation of Artificial Intelligence (AI), Barkane 
and Buka (this volume) show that in the upcoming EU AI Act, the use of 
predictive policing tools is still allowed if two conditions are met: firstly, they 
are used only to support human assessment, and secondly, there exist objec-
tive and verifiable facts directly linked to a criminal activity. It is therefore 
not prohibited to use risk analytics based on the profiling of individuals or 
on the personality traits and characteristics of individuals. This may include, 
for example, AI systems using risk analytics to assess the risk of financial 
fraud by undertakings based on suspicious transactions, or risk analytic tools 
to predict the likelihood of the localisation of narcotics or illicit goods by 
customs authorities (e.g., based on a known trafficking route). As Skjevrak 
and Gundhus (in this volume) show, the use of risk assessment tools clearly 
increases police power to define what is a potential crime and criminal careers, 
which has negative consequences for vulnerable groups. Brayne (2021) uses 
the concept of “dragnet surveillance” to capture this wide and deep surveil-
lance not only of people under suspicion but of broader population segments 
by collecting information from digital traces on everyone.

To critically understand the concept of predictive policing, the concept of 
boundary object is essential. We perceive predictive policing as an object that 
is both plastic enough to adapt to local uses, translations, and the constraints 
of several law enforcement actors applying it, yet robust enough to maintain 
a common identity and concept across sites, police departments, and political 
interpretations (cf. Star & Griesemer, 1989). This line of thought provides us 
with an analytical framework for simultaneously understanding (predictive) 
policing as a complex, changing, and stabilised entity, where (digitalised) data 
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become an integral part of this assemblage. A critical point here is how pre-
dictive policing is interpreted and managed by implicated actors, including 
both users and non-users of police software, citizens (both being charged and 
not), public administrators involved in procurement processes, and political 
representatives. As Karlsson and Galis (in this volume) show, it also became 
a problematic term for Danish police and software vendors and was therefore 
classified as intelligence-led policing.

If we look at reviews of the concept, predictive policing is often defined as 
the use of analytical techniques to forecast potential violations of law, insecu-
rities, threats, risks, and disorders (possible future crimes) (Perry et al., 2013). 
The coupling of surveillance, data management, and prediction has become 
the trademark of innovation within policing and other criminal justice agen-
cies. The rise of predictive and data-intensive forms of crime control has 
been the subject of several individual studies (Brayne, 2017; Ferguson, 2017; 
Kaufmann, 2018; Bellanova & de Goede, 2022). Predictive policing is defined 
(Perry et al., 2013, p. xiii) as “the application of analytical techniques – par-
ticularly quantitative techniques – to identify likely targets for police interven-
tion and prevent crime or solve past crimes by making statistical predictions”. 
This definition emphasises predictions drawing on statistics to identify future 
crimes. This is in line with other definitions often including the use of infor-
mation technology, as this definition from Ferguson (2012, p. 265), where pre-
dictive policing is understood as a:

generic term for any crime-fighting approach that includes a reliance on informa-
tion technology (usually crime mapping data and analysis), criminology theory, 
predictive algorithms, and the use of this data to improve crime suppression on the 
streets.

What these definitions point out is that big data and predictive policing are 
not yet intrinsically synonymous. While there is a clear valence towards big 
data in predictive policing, it should also be acknowledged that some predic-
tive policing software relies (also) on traditional police data. Kaufmann (2023) 
shows that the police officers she interviewed preferred small datasets for 
associative analysis. There are several predictive policing tools not being fed 
by big data from social media, etc., and it might also only be police data – so-
called “blue data” – that are the knowledge base for the predictions, as also in 
the Norwegian and Latvian cases.

The creation and management of boundary objects, such as predictive polic-
ing, is key in developing and maintaining coherence across intersecting social 
contexts and organisations such as the police. We seek to understand what the 
introduction of predictive policing, in whatever form, does to police organi-
sations on a practical level – and what kind of societal impact it bears. The 
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plasticity of the object of predictive policing also refers to the flexibility of tar-
gets of proactive policing strategies. Predictive policing is used to target both 
places (hot spots) and individuals (profiling) (Egbert & Mann, 2021). Ratcliffe 
(2016, p. 4) defines predictive policing as:

the use of historical data to create a spatiotemporal forecast of areas of criminal-
ity or crime hot spots that will be the basis for police resource allocation decisions 
with the expectation that having officers at the proposed place and time will deter 
or detect criminal activity.

The target of the prediction might also be individuals who may become 
offenders or predicting perpetrator identities using regression and classifica-
tion models that include risk factors, statistical modelling to link crimes, and 
computer-assisted queries and analysis of intelligence and other databases 
(Perry et al., 2013). Skjevrak and Gundhus (in this volume) showcase the shift 
from case-based intelligence to more data-driven intelligence, with the latter 
calling for increased attention to the veil of neutrality and supposedly value-
free predictions.

In line with critical criminology and security studies, we understand predic-
tive policing as well as “crime” and “security” as practice(s) (Aradau, 2016). 
Therefore, the connections and negotiations between the police and data tech-
nologies are being studied as a co-production between the social and the tech-
nological and where they are practised (co-produced). How decision-making 
processes are outsourced to the software itself will be important to figure out, 
as Bennett Moses and Chan (2018, p. 818) argue: “In such situations, there is a 
potential accountability gap whenever the software itself becomes an accept-
able basis for decision-making so that those to whom account is given do not 
(or are unable to) dig deeper.” One example of this outsourcing is the use of 
digital tools in traffic control (Ķīlis & Adamsone-Fiskovica, this volume). The 
increasing use of digital speed cameras limits the ability of individual police 
officers to exercise context-sensitive judgement and discretion when making 
sentencing decisions. Officers are expected to focus on a predefined and pre-
selected set of potential offences that need to be verified, without considering 
contextual or mitigating circumstances. Speed cameras therefore consequently 
redefine the individual police officer’s capacity for discretion to an assessment 
of whether, where, when, how, and which cars should be checked, and who 
should be penalised. This is a shift from the context-dependent decisions made 
in connection with roadside checks on people. The latter are generally consid-
ered prone to personal bias, yet replacing them with digital tools depersonal-
ises police interaction with the civilian population. As Bowker and Star (1998, 
p. 30) argue, “[l]ike any other classification scheme that renders work visible, 
it can also render surveillance easier”. As the old school crime preventers in 
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Skjevrak and Gundhus (in this volume) experience, the increased documenta-
tion in police registers leads not only to increased accountability but also to a 
loss of autonomy and what they perceive as the deprivation of discretion.

This volume contributes several findings highlighting how predictive tools 
and logic are transforming the nature of expertise within policing. In par-
ticular, the creation of path dependencies embedded in the logic of certain 
modes of governance and technological operating systems will be explored. 
Genealogy and discourse analysis will be important to map these trajectories 
and developments in the selected cases.

Digital Police Infrastructure in Denmark, Estonia, Latvia, Norway, 
Sweden, and the UK

But how did we choose our country case studies – and why? The Nordic-Baltic 
countries and the UK have long been considered leaders in the digitalisation 
of policing and by now have long-established law enforcement cooperation 
(Koenig & Das, 2001; Hufnagel et al., 2012; Jansen, 2019). Meanwhile, law 
enforcement across the continent is undergoing a rapid transformation led by 
digital strategies to seemingly improve its efficiency and effectiveness in pre-
dicting events and automating work in crime detection (Finger & Montero, 
2021; Terziev et al., 2021). Our volume reports on each of these countries and 
uses local case studies to gradually build the amalgam of predictive policing 
across the European continent.

Drawing from their ethnographic research in Estonia and Sweden, Masso, 
Kasapoglu, and Maccarini introduce a new theoretical and methodological 
framework for studying predictive policing that is based on social morphogen-
esis – a framework that can also help us understand the mechanisms propelling 
social change.

Skjevrak and Gundhus draw from a crime prevention project in a Norwegian 
police district, featuring a collaboration between an intelligence and a crime 
prevention section, to show us both increased practices of control and the 
potential for increased accountability in police work.

Barkane and Buka evaluate to what extent the AI Act endorses a funda-
mental rights-based approach by prohibiting unacceptable AI practices. They 
reveal that the AI Act sets only partial prohibitions on AI-based surveillance, 
predictive policing, and other harmful practices as it contains wide exceptions. 
Effective enforcement of fundamental rights and data protection law will con-
tinue to play a crucial role in putting the AI Act into practice to prevent mass 
surveillance and other unacceptable AI practices.

Mattes draws from the case of STATUS, a predictive policing system 
employed by the Swedish police, to show how this eventually leads to a new 
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topology for the Swedish state where it is simultaneously omnipresent and hid-
den; a series of black boxes.

Kills and Adamsone-Fiskovica explore traffic monitoring and policing 
technologies in Latvia, showing how these lead to growing entanglements of 
human and non-human agency when it comes to road traffic and the ever-
increasing reliance on digital intermediaries involved in policing traffic.

Papada and Vradis introduce “spatial transgression” to define the gradual 
encroachment of control by public authorities over public space through the 
subsiding of privacy, the encroachment of civil liberties, and the overlapping 
layers of the digital when it comes to policing in the UK.

Karlsson and Galis discuss the introduction of POL-IΝTEL for the Danish 
police, asking whether this Palantir-procured platform comprises a new “super-
weapon” or whether it is a much more mundane tool. They open wider and 
crucial questions around the socio-political hierarchies of credibility and show 
how this is but one example of a much wider process whereby concepts are 
revised to fit the government aims of the day – predictive policing included.

We end this volume by looking at how the concept of interpretative flex-
ibility is adapted to external and internal politics; we hope that the book as a 
whole will open up new perspectives for understanding the criticality of pre-
dictive policing.
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INTRODUCTION

The use of cameras to monitor traffic has a history that extends to the 1960s 
(see Williams, 2003), and this phenomenon has attracted scholarly attention 
from different angles. Studies consider various aspects, such as surveillance 
and control of transportation flows (Monahan, 2007), the trade-offs between 
improved law enforcement and privacy in the use of automated licence plate 
recognition technologies (Warren et al., 2013), and the differences demon-
strated by in-person and automatic traffic law enforcement (Castillo-Manzano 
et al., 2024).

Despite some reservations related to public surveillance, the use of automated 
law enforcement technologies (e.g., speed cameras) in the context of road traf-
fic has been hailed as a salutary shift towards non-discriminatory approaches 
to road safety (Wells, 2012). These technologies are predicated upon a sub-
tle form of predictive work and risk assessment that influences future police 
action. Specifically, the deployment of these technologies is underpinned by 
analysis of historical data, and penalisation is tied to the presumed and prede-
fined risk of speeding in a particular area (or “hotspot”), rather than any spe-
cific harm that a driver has caused. This has provoked ambivalent responses 
from the public and contributed to debates about penalisation based on prob-
abilities (see Wells, 2012; Wells & Savigar, 2019). Nonetheless, most scholarly 
work on the surveillance aspects of digital traffic policing (incl. its predictive 
forms) tends to focus on the gains in terms of road safety (see Sievenenck & 
Sutter, 2021).

However, the analytical focus on safety may overlook the theoretical and 
practical implications associated with the increasing digitalisation of traf-
fic monitoring and the side effects of making traffic safety reliant on digital 
and data-driven systems that formalise the rules of the road (Tennant et al., 
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2021; Stilgoe & Mladenovič, 2022). We contend that traffic is a fertile area of 
exploration for critical approaches to the application of digital policing tools, 
including those with a predictive dimension. Specifically, the implementa-
tion of traffic monitoring has an underappreciated impact on the relationship 
between the implicated human and non-human entities (see Hayles, 2016; 
Marres, 2019). These tools shape the agency of different agents within the 
socio-material network constituting traffic, with the agency of various surveil-
lance tools and vehicles becoming entangled with that of human agents in 
increasingly digitalised and data-driven environments.

Building on the conceptualisation of agency as the capacity of humans and 
non-humans to act and influence the outcome of a situation (Latour, 2005), our 
chapter considers how it is transformed via the deployment of digital traffic 
surveillance to monitor and police traffic. In addition, we explore how matters 
where public deliberation would be desirable are turned into problems that can 
be solved via technological means. Conceptually, this chapter proceeds on the 
assumption that agency is relational and is ascribed and granted to agents in 
particular contexts and socio-material networks. This implies that instead of 
seeing traffic surveillance technologies as a simple extension of state power, 
their deployment needs to be scrutinised as a reallocation of agency between 
and among human and non-human entities (cf. Kennedy et al., 2015) in a shift-
ing environment. What is more, it should be viewed in the broader context 
of traffic automation and raises politically significant questions regarding our 
understanding of traffic and human agency on public roads.

Our empirical focus is traffic surveillance in Latvia, which is currently 
undergoing significant transformation. The changes are driven by stated con-
cerns over road safety and attempts to reduce the number of accidents and 
fatalities, which have historically been among the highest in Europe (see 
Kreicbergs et al., 2021; Eurostat, 2023). The case illustrates a mix of tradi-
tional and emerging technologies being used to enforce traffic laws while 
simultaneously showcasing entanglements between public and private inter-
ests and signs of function creep (Barkane et al., 2023).

We start by outlining our theoretical approach vis-a-vis agency and the rela-
tionship between human and non-human agents in the context of traffic. We 
continue by providing an overview of traffic surveillance in Latvia, with a 
particular focus on different varieties of speed cameras. We then discuss the 
theoretical and practical implications of our findings. This chapter argues that 
the use of digital surveillance tools in the context of law enforcement reconfig-
ures the social, legal, and material realities in which police officers and road 
users must operate, and these transformations should be viewed in the broader 
context of traffic automation and attempts to codify the rules of the road in the 
name of increased safety and legibility.
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RELATIONAL AND DISTRIBUTED AGENCY

This chapter takes a relational approach to agency, which focusses on net-
works of relations and interdependencies, rather than the capacities of indi-
vidual agents in isolation. Relational approaches to agency have been applied 
to different topics and are becoming increasingly prominent with regard to 
what could be considered foundational questions in sociology (e.g., structure 
vs. agency (Crossley, 2022)), but these applications generally focus on an anal-
ysis of the relations between humans. What is of interest to this chapter is 
the analysis of human entanglements with technology that also considers the 
role of non-human entities. For this reason, we build on the material-semiotic 
approach to agency, as exemplified by actor-network theory (ANT) and cog-
nate frameworks (see Jon, 2020; Latour, 1994, 2005; Law, 2004; Law & Lien, 
2013; Rose, 2017). These encourage researchers to think of agency in rela-
tional terms, but also consider the role of material culture, technological arte-
facts, and other non-human entities. According to this approach, society can be 
conceived as the sum of manifold relations in which humans and non-humans 
are located, forming the contexts in which agency is constituted. More broadly, 
this is an approach that construes agency as determined by and distributed 
across a network that involves human and non-human agents.

From the perspective of this chapter, the material-semiotic approach has 
two important implications for thinking about agency. Firstly, there is no a 
priori division between the capacity of humans and non-humans to act and 
exercise agency. Secondly, it challenges what it means to speak of agency by 
decoupling it from intentionality and subjectivity – traditional hallmarks of 
agency – and focussing on the pragmatic, rather than the moral dimension of 
agency. Indeed, Bruno Latour’s understanding of agency seems to demand 
very little:

[d]oes it make a difference in the course of some other agent’s action or not? Is 
there some trial that allows someone to detect this difference? (Latour, 2005, p. 71)

There have been critiques of the symmetrical treatment of human and non-
human agents. Indeed, while this approach has been appreciated for its analyt-
ical potential, there remains a commitment to the idea that humans and human 
agency play a decisive role (Harbers, 2005). Likewise, there has been debate 
about what exactly it means to ascribe agency to non-humans (Sayes, 2014). 
In a different vein, Borch (2023) contends that Latour’s concept of agency 
remains human-centric and is less capable of dealing with situations where 
non-humans interact with one another without involving any direct human 
participation. The analytical challenge lies in further radicalising and develop-
ing non-human agency.
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However, despite such criticisms, from the perspective of this chapter, the 
approach has practical merit. While material-semiotic approaches emphasise 
symmetry between human and non-human agents, the idea is not to equate 
human and non-human agency in absolute terms. The point is to empirically 
analyse their entanglements in socio-material networks that involve humans, 
vehicles, surveillance tools, and legal frameworks. The symmetry and rela-
tionality between human and non-human agents are best understood as meth-
odological principles that preclude researchers from pre-judging the role and 
impact of humans and non-humans in any given socio-material network. It is 
a way of acknowledging interdependence without determining the extent to 
which humans and non-humans have agency and the nature of this agency. 
Furthermore, the symmetry principle does not negate the possibility of asym-
metries between agential capacities, but these differences are contextual and 
subject to empirical corroboration. Indeed, asymmetries can be observed in 
specific interactions between humans and non-humans. However, such asym-
metries are the result of the specific web of relations in a socio-material net-
work rather than an expression of the inherent characteristics or capacities of 
the agents involved. Agency is thus relational rather than individual.

In addition to a relational approach, we also take the view that agency is dis-
tributed (Rammert, 2012). This approach accepts that agency is the outcome 
of interactions between different agents in a network. However, it extends this 
by questioning the idea that the agency of individual entities can be meaning-
fully distinguished from a pragmatic standpoint in situations where humans 
and technologies are entangled. The position is that agency emerges from 
specific instantiations of interdependence between entities and should be 
studied in concrete collective constellations of inter-agency. The idea is that 
socio-material networks comprised of different elements manifest a degree 
of interconnectedness between the individual elements that makes accounting 
for the performance of an individual agent difficult without referencing the 
functioning of the network as a whole. This is illustrated by an example given 
by Rammert (2012):

Flying 200 tourists to Tenerife is not sufficiently explained in terms of a pilot 
engaging in the instrumental act of navigating the plane to Tenerife airport. The 
pilot’s performance is only one among many other activities of controlling and 
communication; and those activities are also only a part of the wider commercial 
activities of an airline. (Rammert, 2012, p. 105)

Rammert (2012) therefore argues that it may make more analytical sense to 
speak of collective agency that is constituted by the distributed activities of 
heterogeneous units as opposed to traditional notions of human agency and 
technical means that simply extend human agency. In particular, the concept 
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of distributed agency seems especially pertinent for analysing hybrid socio-
technical systems that consist of people, machines, and software (see also 
Hayles, 2016). Such a relational and distributed take on agency also has impor-
tant legal and political implications as technological artefacts have a role in 
delegating and distributing responsibility and agency among different entities. 
Furthermore, recent advances in the digitalisation of traffic provide additional 
material for thinking about the co-constitution of human and non-human 
agency in the framework of relational and distributed agency.

AGENCY AND TRAFFIC

Human agency has historically been regarded as a crucial aspect of road safety. 
However, as technology advances, the presence of non-human agents in traffic 
is growing, and recent trends in the digitalisation of road traffic have made it an 
interesting topic from the perspective of distributed agency. The proliferation 
of various automated law enforcement technologies, digital tools, and driver 
aids more broadly to control the flow of traffic and increase road safety has 
greatly implicated non-humans in the constitution of road traffic. This ranges 
from monitoring and surveillance technologies (e.g., automated number plate 
recognition) to tools that can adjust the trajectories of individual vehicles and 
aid drivers in the prevention of mundane accidents (e.g., automatic emergency 
braking). This has resulted in an increasing presence of data-driven systems 
on public roads and in vehicles, aiding both state agencies and drivers, while 
simultaneously reshaping the role of humans in the process. What is more, 
reliance on impersonal digital tools also reshapes what it means for individu-
als to interact with law enforcement, which is especially pertinent in the case 
of traffic as it is among the most common instances of civilians interacting 
with police officers via police-initiated contact in the form of traffic stops (see 
European Union Agency for Fundamental Rights, 2021; US Department of 
Justice, Bureau of Justice Statistics, 2022).

At first glance, these transformations can be approached in simple techno-
cratic terms. Digital tools are believed to turn traffic into something that can 
be managed and made legible, thus reducing the number of fatalities caused 
by human error (see Stilgoe & Mladenovič, 2022; Tennant et al., 2021). As 
such, they can be regarded as a technological fix to the problematic aspects of 
human agency (Tennant & Stilgoe, 2021). Unsurprisingly, the narratives sur-
rounding the digitalisation of traffic tend to be predicated on the assumption 
that the behaviour of human drivers is erratic and must be vigilantly monitored 
to ensure compliance (Cohen et al., 2020). In this scenario, digital tools can 
influence driver behaviour by providing timely warnings, setting a safe driv-
ing pace, and communicating potential hazards and recommended manoeu-
vres to drivers. However, it has also been suggested that it is important not 
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to overestimate the capacity of digital tools to increase road safety (Cohen et 
al., 2020). Factors such as road conditions, terrain, driving culture, and traffic 
safety culture (Edwards et al., 2014) are also key determinants of road safety 
and fatality rates. Thus, alternative solutions (e.g., infrastructural adjustments, 
public awareness campaigns) have been proposed.

These disagreements highlight the fundamentally conflicted nature of 
thinking about the management of human agency in the context of road traffic. 
However, we contend that an additional aspect of traffic digitalisation is the 
associated shift in how we think about agential capacities and the delegation 
of responsibility. Specifically, we suggest that thinking about the digitalisation 
of traffic involves understanding the changing relationships between people, 
vehicles, environments, and legislative frameworks, and what these alterations 
mean for traffic and the agential capacities of humans and non-humans impli-
cated in this process. Thus, traffic digitalisation goes beyond correcting flaws 
in mobility systems and reconfigures how they operate.

This point is neatly illustrated by the example of self-driving or autonomous 
vehicles. Such vehicles are, in principle, capable of navigating roads indepen-
dently, adhering to formal traffic rules, adapting to changing conditions, and 
interacting with other road users without direct human involvement. However, 
self-driving cars also have implications for the role of humans. Self-driving 
cars displace the agential capacities of humans and introduce forms of mate-
rial agency as a replacement (see Cohen et al., 2020; Huhtamo, 2020). This 
may seem uncontroversial and broadly in line with the idea that a certain level 
of agency is delegated to the non-human car (though not from a legal stand-
point in the case of accidents, as humans are still held responsible). However, 
the introduction of smart and self-driving cars can also be analysed in rela-
tion to the possible reconfiguration of the relations between the human and 
the non-human (Marres, 2019). The digital transformation of traffic (includ-
ing the introduction of smart vehicles) involves mutual learning and adjust-
ments between human and non-human agents to allow them to co-exist on the 
road and interact in uncertain situations (Stilgoe, 2018; Markkula et al., 2020; 
Marres, 2019). As such, it is important to recognise that increasing digitalisa-
tion of traffic reshapes how traffic is (and can be) organised, what it means to 
participate in traffic, and the ways different agents relate to one another.

Crucially, there are many possible enactments of this relationship. The 
conventional and technopositive way of imagining the co-existence of vari-
ous human and non-human agents on public roads would be to assume that 
non-humans are designed to work seamlessly with human drivers without 
compromising their autonomy and control over their vehicles. An alternative 
possibility would be to increasingly codify and decontextualise the rules of 
the road, relying on various data-driven systems for their enforcement without 
regard for local and situational specificities. However, this would enact a very 
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specific version of traffic and potentially increase the role of various service 
providers who would represent the interests of their products and lobby for 
modifications (educational, legal, infrastructural) that would allow them to 
“work” (see Stilgoe & Mladenovič, 2022; Tennant & Stilgoe, 2021). It would 
also enact compliance with road rules, which has historically relied on situ-
ational judgment by human agents who are aware of a multitude of informal 
rules and nuances, in a rigid way. Concurrently, the deployment of autonomous 
vehicles may require the development of systems allowing them to communi-
cate and exchange information in an increasingly networked and digitalised 
environment. This alters the environment in which driving takes place, mak-
ing traffic more dependent on coordination and communication between non-
human agents.

The associated development of networked systems and the increasing leg-
ibility of traffic also have implications for the possibility of surveillance and 
the extension of the capacities of the state and private companies to monitor 
movement on public roads, already exemplified by the use of various cam-
eras (e.g., CCTV, speed cameras). Surveillance can have a profound impact on 
human agency, and the pervasiveness of various digital surveillance technolo-
gies in contemporary society raises a multitude of concerns. However, there 
are certain contexts in which surveillance is generally tolerated because it is 
believed that it can serve legitimate purposes, such as preventing crime and 
ensuring public safety.

Indeed, traffic is one of the contexts in which surveillance and various 
predictive tools have been greeted with relatively little apprehension, despite 
public uneasiness. In the case of traffic digitalisation, surveillance and predic-
tive policing have been viewed in a favourable light (see Sievenenck & Sutter, 
2021). The tools in question are associated with the potential to remove human 
bias, while simultaneously increasing road safety. However, framing the dis-
cussion in terms of gains and road safety obscures changes that accompany 
the benefits of digital tools. For instance, the digital tools reshape the relation-
ship between different agents (e.g., police officers and drivers), and the specific 
technological solutions must be sourced from and frequently maintained by 
private companies and appropriately integrated into a legal environment that 
outlines the parameters for their lawful use.

In summary, relational and distributed approaches to agency provide a 
framework for understanding the significance of recent advances in traffic 
digitalisation and automation. They encourage us to consider the intercon-
nectedness of various agents and their roles in co-constructing traffic, shaping 
its purpose, operation, and flows. This supplements the view of digital traf-
fic surveillance as merely an instrument and extension of state powers and 
emphasises the active role of digital tools in constituting traffic and implicat-
ing different agents in it. Furthermore, while there is a preoccupation with the 
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potential benefits of digital and artificial intelligence tools, a wide range of 
social and societal implications must be considered when thinking about the 
digitalisation of traffic and the introduction of new tools that facilitate traffic 
surveillance. We will illustrate some of them with the example of digital traffic 
surveillance in Latvia.

METHODOLOGY AND MATERIAL

This chapter is a theoretically informed, exploratory qualitative case study. 
The purpose is to open the social and legal “black boxes” surrounding the 
digitalisation of traffic policing and the use of various tools in managing traf-
fic flows, with a particular focus on agency. The chapter looks at several tools 
introduced in Latvia over the last decade aimed at improving road safety (see 
below). The material was obtained between 2021 and 2023 through a combi-
nation of document and media analysis, and expert interviews with relevant 
stakeholders. It should be noted, however, that agency was not the initial focus 
of the research, though it was conceptualised early on.

Seven semi-structured expert interviews were conducted with a total of 22 
individuals. The respondents represented several institutions, companies, and 
organisations across public, private, and non-governmental sectors implicated 
in traffic. Most interviews were recorded for subsequent analysis to identify 
the ways in which the tools were used and framed by the various stakeholders. 
In all these cases, consent was obtained. The media analysis was done in two 
parts. The first focused on the media coverage of the use of the selected digital 
tools between 1999–2021 (70 articles). This information informed the subse-
quent fieldwork. The second focused on the period 2021–2023 and looked at 
how the use of cameras to monitor traffic has expanded, primarily focussing 
on digital media. The latter set of articles was obtained from the unified news 
portal of Latvia’s public television and radio services, Lsm​.l​v, via screening 
all articles appearing under the thematic section on “Traffic” between January 
2021 and December 2023. The articles underwent a full review, with the ones 
touching upon or explicitly covering measures applied in traffic control being 
subject to a basic thematic analysis in order to identify the main themes and 
contexts in which the use of digital tools is invoked in the debate.

DIGITAL TRAFFIC SURVEILLANCE IN LATVIA

Description of Cases

There are various types of speed cameras in use in Latvia. This chapter 
focusses on the system implemented by the Road Traffic Safety Directorate 
(henceforth CSDD) since 2015, with an increasing number of stationary and 
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mobile cameras. The stated purpose of the system is to identify and subse-
quently penalise vehicles travelling above the speed limit. The system captures 
the vehicle’s number plate (and issuing country), determines the type of vehi-
cle, the place and time of the speeding violation, and pre-processes the cases. 
Once the vehicle in question is identified, the information is passed on to the 
drivers’ register to identify the owner and holder. CSDD prepares a protocol 
of the decision and hands the case over to the State Police, which perform the 
punitive function and decide whether to fine the vehicle owner or holder.

The State Police also make use of this system in their daily work. Speeding 
violations migrate to the Register of Penalties and Contracts (a subsystem of 
the Register of Vehicles and Their Drivers), where the State Police decisions 
are processed. Upon receiving a draught protocol, the State Police verify the 
information contained therein (e.g., the recipient, the vehicle number, place of 
residence). For each violation, a three-second video is downloaded, which is 
believed to be sufficient in the event of a dispute. According to the State Police, 
the process cannot be fully automated because there must be a person who 
verifies the information and decides whether the fine can be imposed. Once the 
decision has been made, CSDD electronically sends the decision to the owner 
of the speeding vehicle.

Average speed cameras are an additional type of traffic camera that meas-
ures the average speed of a vehicle over a fixed distance. They are typically 
used on highways and other high-speed roads, and they have been shown to 
be effective in reducing speeding and improving road safety. As of December 
2023, there are at least 15 sections of road across the country with operational 
average speed cameras. The cameras are located on some of the country’s most 
intensively used roads and have been credited with a significant reduction in 
accidents and fatalities. Average speed cameras are regarded as a more effi-
cient way to enforce speed limits than traditional spot speed cameras because 
the average speed of a vehicle over a longer distance is measured, meaning 
that drivers are dissuaded from speeding in areas that are not monitored. 
Consequently, public authorities are committed to expanding the use of aver-
age speed cameras on the country’s road network.

In addition to the speed cameras, since 2020 the State Police have been 
using special unmarked police cars with a 360-degree camera system. This 
allows police officers to record more types of traffic violations, such as the use 
of mobile phones while driving and driving in lanes reserved for public trans-
port. The system in the car automatically recognises the number plate and can 
check whether the vehicle possesses insurance and has undergone a technical 
inspection. Information from the police car is automatically sent to the system 
in the office and can be processed immediately, though police officers are 
always present in the car.

9781035323029_bookpdf.indb   299781035323029_bookpdf.indb   29 1/9/2025   2:20:52 PM1/9/2025   2:20:52 PM



Critical perspectives on predictive policing30

Additional camera-based technological solutions have been gradually 
implemented with the stated goal of improving traffic safety. For instance, 
there are cameras in Riga that monitor drivers unlawfully using lanes reserved 
for public transport. Public authorities are also using meteorological cameras 
to monitor traffic conditions on the country’s highways. Meteorological cam-
eras have also been used to monitor compliance with certain road traffic safety 
regulations and use number plate recognition, but they cannot detect speed-
ing. The cameras are equipped with sensors that can detect objects on the 
road, such as vehicles and pedestrians. The data from the cameras is used to 
provide real-time traffic information to drivers and manage traffic flow more 
effectively.

From 2020, the State Police have also started using drones to monitor traf-
fic. Recently, drones have been used for other purposes, such as searching 
for missing people. Unlike speed cameras, drones are not used for registering 
offences without stopping a vehicle. Rather, they are a means of obtaining evi-
dence in photo or video form. Consequently, a police officer still needs to stop 
the vehicle after the drone has recorded a road traffic offence.

Overall, digital traffic surveillance is not a recent phenomenon in Latvia, and 
the ambivalence surrounding the implementation of these tools is reflected in 
their varied media depiction. Specifically, our media analysis indicates a grad-
ual shift away from the view that the deployment of speed cameras is guided 
by a profit motive to the idea that these tools reduce the number of fatalities 
on the road and improve the behaviour of less disciplined drivers (Barkane et 
al., 2023). Indeed, claims to the effect that the introduction of speed cameras 
has helped to significantly reduce the number of traffic accidents and fatalities 
have become increasingly prominent (e.g. LSM, 2021; CSDD, 2023). However, 
as we suggested above, there are other factors to consider.

Effects of Digital Traffic Policing on Agency

During our fieldwork, we noted several ways in which the digitalisation of traf-
fic policing has become important in the context of agency. On the one hand, 
the entanglements of human and non-human agents can be approached as an 
extension of police agency, amplified and mediated by digital tools. On the 
other, we also noted that the digital tools reconfigure and reallocate previously 
existing human agential capacities and, in some cases, even restrict them. In 
addition, the deployment of digital surveillance tools reconfigures agency by 
providing a specific socio-technical and legal framework for performing and 
experiencing the punitive function. What is more, this affects all the impli-
cated agents differently. Thus, the reconfiguration of agency within different 
groups (i.e., diminishing one capacity while enabling or strengthening another 
previously non-existent one) is also evident. In view of the above, we believe 
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that the increasing digitalisation of traffic surveillance can be approached as 
a transformation of police agency by way of entanglements with non-humans. 
However, one must be mindful of the concomitant restrictions that derive from 
the specificity of using digital technology in the context of law enforcement. 
These tools provide road users a means of resistance by way of their own 
relationship with non-humans and their enactment in the novel socio-material 
network constituting traffic.

Agency of the police
One can observe several parallel developments whereby police agency is both 
extended and limited via relational entanglements with non-humans. At first 
glance, the introduction of these means of surveillance serves the purpose of 
extending police agency by increasing their ability to monitor traffic and catch 
offenders. Stationary roadside speed cameras allow the police to combine digi-
tal and traditional in-person surveillance methods, thus extending the reach 
of the police gaze. Mobile speed cameras and drones enable the less visible 
presence of police, with drones adding an additional spatial dimension to the 
police gaze on public roads. Indeed, the police no longer need to be physically 
present to exercise their agency in the context of traffic monitoring, as this 
function has been, at least in part, delegated to non-humans.

Speed cameras also serve as an extension of police agencies in the context 
of limited human resources. The interviewees stated that stationary cameras 
allow the police to perform their functions despite the limited number of offic-
ers by reducing or eliminating roadside controls at the expense of increasing 
surveillance by digital tools. In addition, digital tools also allow police officers 
to focus their attention on other traffic participants not targeted by speed cam-
eras (e.g., cyclists without appropriate lighting).

There are also attendant agential shifts within the police. Traffic and acci-
dent data create possibilities for state authorities to define and select crite-
ria for the identification of spots for camera placement. However, the actual 
implementation of these solutions is handled by a state-owned enterprise 
(CSDD) and relies on software and licences sourced from private companies.1 
Likewise, in the case of stationary speed cameras, we also note a reallocation 
of agency between individual police agents within an organisational structure 
(from front office to back office), while simultaneously depersonalising the 
police, which is now represented by a roadside camera or drone instead of a 
police officer.

1  There is an ongoing dispute between CSDD and a licence provider, which 
potentially means that the fines issued over a period of several months in 2023 
were legally dubious simply because the licence had not been paid for.
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This last point helps us recognise that there is a trade-off. The introduc-
tion of, and the delegation of certain responsibilities to, speed cameras also 
reshapes the agency of individual police officers in their interactions with civil-
ians and alters the contexts in which they can exercise judgment. Specifically, 
the increasing use of digital tools curtails the ability of individual officers 
to exercise context-sensitive judgment and discretion in making penalisation 
decisions. Police officers are expected to focus on a predefined and preselected 
set of potential violations that need to be verified, without recourse to any 
contextual or mitigating circumstances. Consequently, speed cameras reframe 
the discretionary power of individual police officers in terms of a judgment of 
if, where, when, how, and which cars to check and whom to penalise. This is 
a shift from the context-dependent decisions made during roadside in-person 
stops. The latter are generally seen as prone to personal bias, but their replace-
ment with digital tools depersonalises the police in their interactions with 
civilians. The elimination of personal contact with road users also restricts the 
agency of police officers to exert influence on the offender by simply stopping 
the speeding vehicle, irrespective of whether a fine is imposed.

Agency of traffic participants
While it may appear as if the agency of road users is determined by the actions 
of the police, this interaction is best viewed from a relational perspective. The 
presence of the tools and, by extension, the police gaze exerts an influence on 
drivers’ behaviour by slowing down traffic flow, at least temporarily. At the 
same time, the technical limitations and visibility of digital surveillance tools2 
allows for new ways for vehicle owners to evade licence plate recognition (e.g., 
putting a screw in the licence plate to make “3” appear as “8”). Likewise, the 
use of the social navigation app Waze provides an additional way for drivers 
to remotely notify each other of police presence and mobile speed cameras, 
serving as an extension of the collective agency of drivers while also indi-
rectly contributing to the goal of ensuring road safety. Thus, the new agential 
capacities of the police are simultaneously countered by those of other traffic 
participants.

Yet, the use of the tools also restricts the agency of road users. For instance, 
the detection of a speed camera allows the driver to adjust his or her behav-
iour to avoid a potential speed violation and legal consequences. However, the 
placement of cameras in spots where the speed limit has recently been reduced 
does not enable this immediate information-based behaviour change. This is 
further exacerbated by the time gap between the violation being captured 

2  Stationary cameras are clearly visible and are usually preceded by a road 
sign.
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by the camera and the official notification of the violation. Likewise, driv-
ers violating traffic rules detected by digital tools can no longer engage in 
informal negotiations with police officers and invoke potentially extenuating 
circumstances.

Agency of non-humans
Finally, it is important to note that the functionality of most of the digital 
tools explored in this chapter enacts vehicles as the objects of surveillance, 
rather than the driver or the owner. Cameras capture the technical parameters 
of the vehicle, rather than those of an individual. It is only at the next step of 
data processing that the information about the vehicle is linked to a human. 
However, a further complication arises at this point from the perspective of 
police agencies that concerns the relationship between the actual driver and 
the legal owner of the vehicle in question.

Unlike in-person roadside stops where the identity of the driver can be estab-
lished, most digital tools used by the police do not allow for this type of iden-
tification. Therefore, it is only possible to link the vehicle with the legal owner, 
who then bears the administrative and financial responsibility for the way the 
vehicle was used. Indeed, in the case of automated detection, the police can 
only issue a fine. As it is impossible to identify the driver, the police cannot 
penalise the driver by adding penalty points to his/her licence.3 Again, we see 
that the introduction of non-humans into the socio-material network reshapes 
the way the police (represented by the officer making the final decision) can 
exercise their agency in the context of road traffic.

What is more, there are only certain kinds of vehicles that the cameras can 
process automatically and/or recognise. Illegally modified vehicles or any 
other vehicles that do not carry a number plate cannot be processed by the 
speed cameras. Likewise, speed cameras have a reduced capacity to surveil 
motorcycles (licence plates only in the back, frequently tilted at an angle that 
makes them invisible to the camera). The bus with the 360-degree camera 
and drones can identify different vehicles, but this relies on the agency of the 
police officers occupying the vehicle, with the tools merely providing video 
evidence. This contextually shapes the agency of police officers, while poten-
tially providing a loophole for speeding drivers.

The case of the 360-degree camera underlines that the agency of the surveil-
lance tools themselves is both practically and legally enacted in conjunction 
with human oversight. Specifically, the process of decision-making must be 
monitored and mediated by human subjects who validate the outputs gener-
ated by the system. In all our cases, the decision to act based on the data 

3  The number of points depends on the severity of the infringement.
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provided by the system is not fully automated and has to be made by a human, 
though in the case of stationary speed cameras, the data has been pre-pro-
cessed. Specifically, the system pre-generates a violation act, which is then 
checked and subsequently approved or discarded by a police officer. In the 
case of drones, human agency is even more pronounced. The operation of the 
tool is performed manually, and the decision to act upon a specific violation 
is taken by a police officer. In addition, digital tools must also go through 
several trials and negotiations. Indeed, this requires agreeing on the param-
eters of cooperation with the social (legal) and the natural. Specifically, digital 
tools must satisfy the legal requirements for technical means while also being 
able to co-exist with natural phenomena (e.g., bright sunlight, mud, thick fog, 
or rain and wind restricting the use of drones) and generate outputs that are 
deemed sufficiently reliable.

Legal integration is most pronounced in the case of speed cameras. Their 
usage in police work is legally constrained in the sense that the deployment 
of the system of automatic speed cameras allows for more limited forms of 
penalisation (see above). What is more, this does not stop the speeding driver 
from speeding, nor does it deter regular offenders who are willing to pay the 
fine. This, in turn, makes their long-term impact debatable. Furthermore, the 
specific legal framework in which the cameras operate is performative as it 
enacts a formalised version of traffic where the same legal parameters apply 
regardless of circumstances. Specifically, they equate a safe driving speed 
with the legally permissible driving speed. Thus, driving at the speed limit is 
acceptable even if the weather is poor (and traffic generally moves slower) or 
traffic around you is travelling faster (meaning that other drivers are likely to 
overtake you). Even if smart road signs with adaptive speed limits are in opera-
tion, the surveillance infrastructure curtails the agency of drivers to determine 
a safe driving speed. This is also manifested in spots where improperly placed 
speed cameras trigger rather than prevent accidents by discouraging adaptive 
driving strategies that allow drivers to adjust to the situation on the road.

DISCUSSION

The Latvian case suggests that the increasing digitalisation of traffic sur-
veillance needs to be viewed within the framework of the interrelationship 
between (i) how and whose agency is reshaped, (ii) what actions these tools 
enable and disable, and (iii) how they condition and modify relationships on 
the road. Identification of the conditions in which humans and non-humans 
can exercise agency allows for a better comprehension of the limits set by 
these tools for human action and what limits to the agency of these tools are 
placed by human agents. While aligning with other studies showing the mul-
tiple agencies entailed by the new digital landscapes, including but not limited 
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to data experts, data subjects, and algorithms (e.g., Masso & Kasapoglu, 2020), 
the cases explored above show that the agency of both human and non-human 
agents is co-constituted (see also Hayles, 2016). This takes place in a context of 
growing surveillance and a seeming long-term reliance on punitive prevention 
that reshapes traffic and formalises the rules of the road.

What is more, the cases demonstrate that thinking about agency highlights 
the nuances of micro-level practices that allow institutions to perform their 
function. The entanglements of human and non-human, technical and legal, 
and public and private permeate the way the surveillance system operates and 
organises traffic. This can be overlooked by focussing solely on whether the 
tools achieve their goals in terms of safety or resource efficiency, which is 
frequently the case in literature that looks at traffic surveillance (incl. the use 
of predictive tools, see Sievenenck & Sutter, 2021). Consequently, our research 
suggests several theoretical and practical implications for approaching digital 
traffic surveillance from the perspective of relational and distributed agency.

From a theoretical perspective, the material shows that one can make a 
distinction between the agency of institutional (state, police) and individual 
(drivers, police officers, vehicles, surveillance tools) agents. Moreover, this 
distinction highlights the differences between purely relational and distributed 
understandings of agency. Digital traffic surveillance also seems to allow one 
to conceptually distinguish between the agency of isolated entities (such as a 
single speed camera) and composite entities (such as a police patrol). However, 
such a distinction is predicated on the assumption that individual elements of 
a socio-material network have agency (albeit determined by the network as a 
whole).

For instance, a driver’s agency is relationally determined by the socio-
material network constituting traffic. A driver cannot lose his/her licence if a 
speeding offence is caught by a speed camera because the system processes 
the vehicle as the object of surveillance. Likewise, certain vehicles are simply 
able to evade a fine because the system cannot identify them (e.g., motorcy-
cles). Conversely, our cases suggest that the agency of police officers is dis-
tributed across a socio-material network as their ability to act is increasingly 
determined physically, technologically, and legally. We, therefore, suggest that 
the institutional agency of the police can be regarded as a form of distributed 
agency as it is predicated on a socio-material network where many elements 
must operate together. Likewise, there are instances where one cannot distin-
guish between the individual and collective agency of the representatives of 
other traffic participants. For instance, the functioning of Waze is predicated 
on the collective effort of drivers and the availability of information provided 
by public authorities, which nonetheless enables an individual driver to evade 
speed cameras.
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Additionally, our cases show that digital traffic surveillance tools allow for 
a particular socio-material network in which humans and non-humans col-
laborate and share responsibilities. Cameras and sensors can detect and record 
traffic violations, automate enforcement actions (e.g., pre-generating a viola-
tion act). However, while traffic surveillance systems can automate certain 
tasks, human oversight and intervention remain critical for legal purposes (see 
also Cunneen et al., 2019). Humans can provide context and judgment that 
algorithms cannot replicate. This requires changes to the legal framework to 
introduce additional non-human entities in the surveillance and management 
of traffic and set out the parameters of human and non-human roles and agency 
(from a legal perspective).

The key difference is whether we treat digital tools as (i) passive instru-
ments or extensions that allow human agents to achieve a kind of virtual pres-
ence, or (ii) intermediaries that must be negotiated with (e.g., can a camera do 
its job in heavy snow) and enrolled in an extended socio-material network. 
Building on the last point, we can also suggest that agency has been delegated 
to non-humans. However, this requires us to explore how the framework for 
delegation has been conceived and how alternative options for action have been 
excluded from the realm of possible or acceptable action (legal or otherwise). 
Indeed, the composite agency of institutions depends on the distribution of 
responsibility and capacity to act, which entangles humans and technologies, 
public (e.g., road safety) and private (e.g., licences, equipment) interests. While 
relational and distributed, this understanding allows for the possibility that 
the relationship could have been conceived and implemented otherwise (see 
Hayles, 2016). This leads us to the practical implications.

Traffic surveillance tools are seductive partly because they promise to make 
roads more legible and traffic safer. These systems are usually promoted for 
their impact on road safety. Indeed, speed cameras have been shown to be 
effective in reducing the number of traffic accidents and fatalities in Latvia, 
and the number and varieties of traffic cameras have increased significantly 
in recent years, suggesting that the Latvian government is committed to using 
this technology to improve road safety and organise traffic (see Cabinet of 
Ministers, 2021; Ministry of Interior, 2022). What is more, the use of digital 
surveillance tools is being considered in the context of urban planning for the 
benefit of vulnerable groups and addressing their needs in terms of mobility 
and participation in traffic.

However, by focussing only on benefits and whether people accept and see 
the value of technologies, we may neglect the potential implications of them 
for mobility systems in a variety of contexts. The introduction of digital tools 
has the potential to reconfigure traffic culture and the informal rules of the 
road, hardening rules that are currently soft and situationally negotiated (cf. 
Tennant et al., 2021). The introduction of digital tools may require traffic to 

9781035323029_bookpdf.indb   369781035323029_bookpdf.indb   36 1/9/2025   2:20:53 PM1/9/2025   2:20:53 PM



Mutable mobilities 37

become increasingly codified and reliant on various digital systems and driv-
ing aids. This reframes the agency of drivers who are currently expected to 
apply discretion to stay aligned with the law while staying safe in uncertain 
situations. Furthermore, rationalising traffic flows and deploying surveillance 
technologies in the name of safety can be regarded as an attempt to prioritise 
the interests of law enforcement as part of an effort to ensure compliance, 
rather than make public roads more hospitable to different users (cf. Bragias 
et al., 2021). Likewise, it will have a transformative effect vis-a-vis the agency 
of different agents constituting the socio-material network of traffic, and the 
widespread use of traffic surveillance systems can contribute to the public per-
ception of traffic as a disproportionately monitored area of social life, while 
simultaneously raising concerns about privacy and data protection (cf. Paiva 
et al., 2020).

Furthermore, we argue that framing issues and phenomena in primarily tech-
nological and bureaucratic terms obscures the social and political complexities 
that any surveillance infrastructures may entail, while simultaneously creating 
a path dependency of sorts that precludes alternative trajectories. For instance, 
our respondents raised the possibility that infrastructural solutions (e.g., speed 
bumps) may have a greater practical effect since they prevent (rather than sim-
ply deter) people from speeding. Consequently, we need to keep in mind that 
the way in which we frame the deployment of new technologies, both analyti-
cally and in public debates, is crucially important for how these technologies 
are perceived and enacted, and how the associated rights and responsibilities 
are conceived. Looking at surveillance through the prism of agency allows us 
to think about how responsibilities are delegated and assumptions about traffic 
and drivers are materialised in the implementation of regulations and infra-
structural solutions. For instance, the decision to implement surveillance sys-
tems in Latvia reflects assumptions about the behaviours of drivers based on 
historical data. However, they are also determined by the practical constraints 
faced by law enforcement (lack of officers) that require the involvement of the 
private sector in maintaining road safety.

The associated costs and transformations may well be accepted in the name 
of road safety, but they need frank discussion. Indeed, while the legal frame-
work for traffic and mobility systems is determined by the state, the democratic 
process would require broader public involvement. As transportation technolo-
gies evolve, traffic surveillance systems will likely adapt and be designed to 
capture and analyse new data. It is more than likely that the role of digital 
traffic surveillance tools will continue to evolve and mould traffic. As such, 
their implementation needs to be explicitly viewed as a political act that grants 
some (e.g., the police, IT companies) greater agency in shaping what it means 
to participate and exercise agency in traffic.
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CONCLUSIONS

Despite some reservations, the use of automated enforcement and surveillance 
tools in the context of road traffic has generally been greeted with support, 
primarily due to the stated gains in terms of road safety. The Latvian cases 
seem to follow a similar path, and the increased use of speed cameras seems 
all but certain. However, focussing only on such gains simplifies the matter. 
In addition to growing surveillance and function creep, the case illustrates the 
shifting relationships between humans and non-humans, law enforcement and 
road users, and public and private sectors in increasingly digitalised and data-
driven environments.

The use of digital surveillance tools in the context of law enforcement recon-
figures the social, legal, and material realities in which police officers and road 
users have to operate. Our cases suggest that the agency of both human and 
non-human agents is distributed across a socio-material network as their abil-
ity to act is increasingly determined physically, technologically, and legally. 
Furthermore, the reliance on privately developed equipment, licences, and 
software simultaneously involves the private sector in maintaining road safety. 
This has implications for research about the digitalisation of law enforce-
ment and other areas of public interest. However, these topics have generally 
escaped the attention of scholars working on the predictive dimensions of traf-
fic surveillance, suggesting a need for further empirical research.

The increasing use of these tools also has clear practical implications. They 
have the potential to reshape traffic culture and decrease the role of informal 
rules and situational judgment, granting non-humans a greater presence in 
determining safe behaviour. Furthermore, the choice in favour of specific digi-
tal solutions reflects the practical realities faced by law enforcement. However, 
looking at this in a purely technopositive way overlooks the primacy these 
transformations give to law enforcement agencies and their attempts to ensure 
compliance and increase the legibility of traffic. Consequently, despite their 
seemingly mundane character, the social and political complexities of traffic 
surveillance infrastructures must be acknowledged and openly discussed to 
ensure that the associated costs and transformations are well understood. This 
is especially pertinent in the context of the digitalisation of police work as 
the data generated and analysed by surveillance infrastructures do more than 
document – they reshape traffic.
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INTRODUCTION

Facial Recognition Technologies (FRTs) rolled out in urban public spaces 
(UPSs) across the world are transforming the nature of surveillance in the 
city (Zalnieriute, 2021). Facial recognition is a type of biometric identifica-
tion and an algorithmic technology: algorithms are developed to locate a face 
within an image by measuring the geometric features of the face and making 
a comparison with an image template held on another database (EU Agency 
for Fundamental Rights, 2019). In the UK, live facial recognition (LFR) has 
been predominantly linked to CCTV cameras (Gates, 2011), with police roll-
ing out trial operations in many urban centres (Urquhart & Miranda, 2021). It 
remains the most controversial type of surveillance as it involves the real-time 
and indiscriminate capturing of biometric data in public spaces (Electronic 
Frontier Foundation, 2021). The majority of facial recognition systems are 
designed to calculate a probability score rather than a definitive answer (ibid.). 
Unlike the “one-to-one matching” offered by facial recognition systems used 
in smartphones or airports, LFR in public spaces operates a “one-to-many” 
matching (ibid.), searching for image matches in one or more databases. In 
policing, algorithms now function as decision-making tools, helping to swiftly 
identify individuals present in UPSs, assessing the level of risk they pose to 
others, and instigating police action where deemed necessary. This type of 
mass surveillance poses several challenges, including the heightened expecta-
tion for police authorities to secure public spaces (Lequence Roth, 2021). In 
doing so, it reframes the way we have traditionally understood our participa-
tion in UPS, as surveillance breeds suspicion: never before have we been con-
fronted with the knowledge that our mere physical presence in the city may at 

 

3.	 The birth of spatial transgression: 
genealogies and regulatory 
instruments in the use of Facial 
Recognition Technologies in the UK
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any point be used against us as incriminating evidence in some hypothetical 
future crime.

The pandemic has only accelerated the spread of FRTs and similar tech-
nologies (EPRS, 2021). Having our sensitive personal data and location col-
lected at UPS and processed remotely touches upon the relationship between 
individuals and police authorities and may indeed inhibit our participation in 
urban life, as people feel uncertain about their use.1 Because of their asymmet-
ric nature, sensitive data processing, and discriminatory outcomes of location-
based digital mass surveillance, opponents have stressed that deployments 
of live FRTs in UPSs by law enforcement authorities have taken place in a 
legal vacuum (Big Brother Watch, 2023). Ultimately, the argument goes, it is 
a question of intrusion into the privacy one should enjoy in UPS: an invisible 
line that defines the threshold of tolerable forms of surveillance in public is 
crossed with FRT-enabled surveillance cameras, which zoom into one of the 
most intimate parts of our bodies: our faces. In August 2020, the UK Court 
of Appeal ruled the deployment of Live FRTs by South Wales Police to be 
unlawful on the grounds that it violated equality, data protection, and privacy 
laws (Urquhart & Miranda, 2021). The Court held that the police force failed 
to properly investigate whether the software used exhibited racial bias and 
found that the claimants’ privacy rights had been breached on two counts. 
In a study commissioned by the Metropolitan Police (Mansfield, 2023), the 
force argues that it is possible to set the algorithm in a way where there is no 
statistical significance between demographic performances: in other words, 
the argument is that there are ways to remove the algorithm’s inherent bias. 
Meantime, the deployment of live FRTs by police forces, including in UPSs, 
has continued unabated: there is now a plan to even introduce live FRTs at 
the country’s passport gates (Rawlinson, 2024). Clearly, the police are able 
to work around legal deliberations, for as long as the latter exist. After all, 
the terms “privacy” and “equality” are abstract legal notions, neither easily 
defined nor quantifiable, that in any case serve the function of law in main-
taining structures of power (Shaw, 2019). In other words, legal requirements 
alone cannot prevent such intrusions and interventions in space. More often 
than not, as Lyon (2014) notes, shifts both in surveillance and in legal expecta-
tions around it “are occurring in a context that celebrates rather than carefully 
assesses Big Data” (2014, p. 5). The challenge this chapter takes on is one of 

1  Due to the potential or bias and discrimination these technologies carry, in 
combination with the lack of choice and control of individuals who find themselves 
in public spaces, the Information Commissioner has published a set of recommen-
dations in relation to their lawful use and minimum harm afflicted on individuals. 
Available at: https://ico​.org​.uk​/media​/2619985​/ico​-opinion​-the​-use​-of​-lfr​-in​-pub-
lic​-places​-20210618​.pdf.
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articulating the relationship between the mass surveillance brought in by FRTs 
and our lived experience of UPSs as places where everyday ordinary life hap-
pens, with an inherent level of privacy that is now threatened. We do that by 
putting forward an alternative conceptual understanding of the effect of FRT 
in UPS in the final part of this chapter. By using the metaphor of spatial trans-
gression, we aim to illustrate the historical importance of space in the devel-
opment of biometric technologies and we juxtapose that to the near dismissal 
of spatiality within contemporary legal instruments and policing practices in 
the UK. Further, we aim to broaden the available conceptual tools as doing so 
would limit our understanding of the impact these technologies have upon our 
participation in UPS. Methodologically, we rely on interview notes collected 
during a six month period of fieldwork between 2021 and 2022 as well as dis-
course analysis of relevant regulatory instruments.

We proceed as follows: in the first section we lay out our theoretical frame-
work, considering literature that studies the transformations of surveillance in 
the digital age and the changing meaning of privacy in the UPS context. We 
then historically contextualise facial recognition surveillance and location-
based technologies, both as a way to counter their currently ongoing dehistori-
cising effect, and in order to show how biometric monitoring has historically 
disrupted our experience and participation in UPS. We then analyse represen-
tations of UPS offered in regulatory documents. Conceptually, we employ a 
spatial justice analytical approach that focuses on decision-making procedures 
and representations of space. The central claim of spatial justice (Harvey, 
1973; Soya, 2009) is that the organisation of space – a set of material and ideo-
logical relations that act on, yet are formed by, social relations – influences the 
fair ordering of human relations. As such, it provides a window onto the ques-
tion of nonhumans and politics. Finally, in the Discussion, we then ask: what 
ways of seeing the urban does this long historical lineage of FRT, and its cur-
rent official narratives, advance? In answering this question we introduce the 
notion of spatial transgression; we explain the sedimentary nature of its blend-
ing of digital and physical space, where the former weathers, disintegrates, 
and simultaneously shapes the latter anew. We conclude by asking: what space 
is there to resist the spatial transgression spearheaded by the proliferation of 
FRTs in UPS?

FRT SURVEILLANCE AND THE DWINDLING PRIVACY 
OF THE URBAN

Surveillance practices entail power dynamics and involve the use, and often 
abuse, of power. Following Lyon (2007), surveillance may be understood as 
“any systemic, routine and focused attention to personal details for a given 
purpose” (2007, pp. 13–16). On the topic of power and surveillance, Foucault’s 
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panopticon (1977) captures the crucial relationship between social control and 
governmental efforts to discipline the behaviours of populations. CCTV in 
public spaces is the most obvious example of how disciplinary police power 
is exercised in these spaces: The trade-off between privacy and public safety, 
however, is by no means straightforward. Most cameras that operate in public 
spaces today incorporate both analogue and digital features, binding together 
high tech and more prosaic forms of surveillance. The new societies of (tech-
nological) control are replacing disciplinary societies (Deleuze, 1992). Such 
networked forms of surveillance reflect the changing nature of social control; 
today, surveillance is ever more present in public rather than confined or pri-
vate spaces, assisting the power-that-be to an array of functions, for example 
from constructing consumer identities to monitoring mobility patterns. Large 
amounts of data are collected and then aggregated from different sources, 
mobilising algorithms and machine learning in order to intervene prior to an 
event. From within an array of approaches to law enforcement that seek to 
increase the role of intelligence gathering (Ratcliffe, 2016), predicting polic-
ing algorithms develop on facial recognition cameras, and they are built on 
assumptions about the socio-temporalities of crime risks, the neutrality of 
algorithms, and an ahistorical understanding where the past merely reflects 
the future (Chan & Bennett Moses, 2018). An urban space permeated with 
facial recognition systems is the apotheosis of the panopticon: just like the 
panopticon, CCTV has the power to “see constantly” (Gray, 2003, p. 231); but 
between the two, only facial recognition can “recognize immediately” (ibid.). 
Facial recognition is a banopticon (Bigo, 2006): it relies on intelligence that is 
“hidden in plain sight” to determine not only who must be placed under sur-
veillance in a certain area, but also whether the person in question should have 
the right to move freely within the area in question in the first place.

Live or retrospective forms of facial recognition can also be understood as 
a kind of dataveillance (Van Dijck, 2014). Many social media platforms use 
FRTs and biometrics to determine our identities. These data are often har-
vested by national security and intelligence services to assist in the processes 
of identification. FRTs operated by police forces in UPSs enable a hybrid form 
of dataveillance and camera surveillance: dataveillance, because they monitor 
and collect biometric data, online data, and metadata while at the same time 
use regular camera surveillance. This means that besides mass surveillance, 
this technology allows for biometric, video and data from computerised files to 
produce individualrisk profiles. As such, dataveillance materialises into a form 
of social sorting. The effects of these enhanced forms of surveillance prac-
tices are not evenly distributed: while some are monitored extensively, others 
may be able to evade it by avoiding certain spaces. Migrants are an example 
of the former, as a host of identification and movement monitoring technolo-
gies operated by different cooperating authorities may aim to “capture” their 
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identities as they move in public space, which Lyon has encapsulated in the 
term “phenetic fix” (2002).

Social sorting is therefore a fundamental aspect of FRT-based surveillance. 
For Latour (2002), as a synthesis of human and machine, these new tech-
nologies merge diffuse aspects of life into a single entity. Encapsulating this 
Lyonian phenetic fix, they freeze human actions and make these available in 
contexts other than the ones in which they occurred. In turn, this allows for 
a complete projection and distancing of the self both within and beyond the 
lived urban space, as people inhabit multiple spaces at any given time (Latour, 
2002). The dividual that is now formed, exists in databases beyond its exist-
ence in space, and is effectively deterritorialised (Deleuze, 1992). As data are 
transmitted and stored by public and private actors often across jurisdictions, 
the ability of law to protect individual rights, both online and in the physical 
spaces we occupy, is questioned.

FRT Surveillance and Privacy

The highly automated and systematised observation of personal data intro-
duced by digitalised surveillance has kindled debates on the meaning of pri-
vacy in the digital era. Put simply, while previously law enforcement would 
target a suspect and then seek data about them, the process is now partly 
reversed. With facial recognition, arguments about privacy become even 
more prominent as facial features are understood to be intimate parts of our 
bodies. While the problem of privacy initially arose in the fixed time-space 
of modernity (Lyon, 2002), conditions are very different now. This form of 
surveillance is implicated in basic questions about social justice (and spatial 
justice), because surveillance has historically affected the everyday lives of 
people in public space, and the choices they would make about being present in 
one place or another. These choices have arguably waned as surveillance has 
become ever more omnipresent. And yet as people make these choices (where 
they can still do so), they feel more intrusion, since the decisions about whether 
they are suspects or not are made in a black box.

Urquhart and Miranda (2021) have recently proposed the term “intelli-
gence-led facial surveillance” to draw attention to the wide area of AI-enabled 
surveillance targeting the face besides LFR, such as gait technologies or emo-
tions. At the same time, the face cannot be separated from the rest of the 
body: when faces are monitored in public spaces so are the bodies attached to 
them. Facial recognition in public space makes that data collection mass and 
indiscriminate. However, in the age of the dividual, “contemporary forms of 
security are less interested in who a suspect might be than in what a future 
suspect may become” (Amoore, 2014, p. 110). There is therefore a strong link 
between intelligence and prediction, the promise of foreseeing the unforeseen. 
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Even if the data is deleted on the database, and therefore privacy concerns are 
mitigated, data would still feed into a new algorithmic node that will inevita-
bly latch onto another subject. The problem is that profiles may be built, and 
inferences made about individuals, even if privacy regulations and data protec-
tions were in place. Rather than an assault to privacy, Amoore suggests, the 
harms are therefore to the “ … associational life, to the potentiality of futures 
that are as yet unknowable” and to the very possibility of making a political 
claim (ibid., p. 111). Similarly for Lyon (2014), while the concept of privacy 
may still form a good basis for elaborating a critique, reliance solely on the 
Western liberal tradition fails to capture the individuals’ embodied participa-
tion as “users-in-relation whose activities both fuel and foreclose surveillance” 
(2014, p. 10), while it unintentionally sidelines the questions of social sorting 
and pre-emption. In the next section we look closer at the question of privacy 
and the shortcomings of legal frameworks in answering this question specifi-
cally when it comes to space.

FRT Surveillance and Space

Surveillance is a mode of power that interacts with space in various ways. 
Scholars have highlighted the constitutive relation between surveillance and 
space as the former relates to enclosure, circulation, and internal organisa-
tion of space (Klauser, 2013, 2017). Another major theme has been the sur-
veillance of mobility: be it airports (Adey, 2004) or in the multitude of EU’s 
(Dijstelbloem & Broeders, 2015) and global virtual and physical border spaces 
(McNevin, 2014; Weber, 2007), surveillance, pre-emption, and social sorting 
have been tried and tested, transforming those spaces into nodes of control 
and intrusion. Similarly, the mediation of digital surveillance impacts on how 
spaces are experienced, and it reshapes modes of urban governance (Turnbull 
et al., 2023). Just like most novel methods of surveillance, FRT changes exist-
ing practices of policing taking the face in UPS as an object, approaching and 
acting in relation to it (Klauser, 2021). For instance, in the context of FRT, 
police operatives are required to compile watchlists and inform the public FRT 
is in operation within a specific area (zone of recognition). At any point in 
time, a given public space is produced as a distinct zone, while also at the 
same time, police operatives’ authority is augmented as they can proceed to 
on the spot arrests. This renders UPS at once more knowable and predictable, 
as well as more restricted, and it is precisely this effort to control the everyday 
individuality of each person, beyond the encroachment into our privacy and 
freedom to move in UPS, that informs our notion of spatial transgression on 
which we expand in the last section of this paper.

Relatedely, as we will show, the legal frameworks that seek to regulate 
surveillance in public spaces fail to capture the relevance and importance of 
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location and space in both how regulations are physically applied in places and 
in acknowledging the types of spaces they produce. This chimes with much 
of the literature that explores the relationship between geography and space 
as co-constitutive (Delaney, 2014; Blomley, 1994, 2007, etc.) and the need to 
challenge “the law’s impoverished understanding of space” (Butler, 2009, p. 
319).

In The Production of Space, Lefebvre (1991) explains space as a concept 
that embraces a multitude of interactions that create relations and thereby 
transform social space. Social space emphasises relations. All these are impli-
cated in the production of space; similarly, forces that seek to shape social 
space contain contradictions that are spatial for the individual (Lefebvre, 1991, 
pp. 318–319), where the meanings of individual freedom, liberty, privacy, or 
possibility to express dissent are decreased in public space. CCTV cameras 
emboldened with FRTs can assist in processes of social and spatial exclusion 
of certain groups and individuals. To an extent, the production of space is auto-
mated; more than 20 years ago Thrift and French (2002) argued that more and 
more aspects of our everyday lives come loaded with software; lines of code 
that install a new kind of automatically reproduced background as machine 
writing (its most recent reincarnation being AI) have populated pretty much 
every single space, which means that cities are now, quite literally, intertex-
tual. Facial recognition-enabled CCTV amplifies that automation, as it also 
diffuses the processes of social and spatial exclusion.

People are concerned about the rise of FRT, yet often find it difficult to artic-
ulate their concerns: sure, we are aware of privacy infringement, care about 
not being watched and our biometric data not being taken, yet when FRT oper-
ates in public spaces it is hard to pinpoint exactly where the public ends and 
the private begins. And what if an algorithm makes a wrong judgement, who 
will hold power and the police accountable? The recent Post Office Horizon 
scandal2 in the UK (“Post Office”, 2024) shows that this is not a hypothetical 
question – it is a real scenario with equally real (and most dire) consequences 
for innocent victims. At this point we enter the realm of trust between author-
ity (and the police in particular) and the public. Many would simply avoid 
areas where CCTV with FRT operate if they only knew this was the case. 
Narrowing of experience and social interactions can therefore be crucial out-
comes in terms of how LFRs impact our lives in the city.

In the following sections we look at how this narrowing of UPS experi-
ences and social interactions has come about, first by considering the historical 

2  The UK Post Office wrongly prosecuted more than 900 sub-postmasters on 
the basis of incorrect information from a computer system called Horizon that 
indicated money was missing from Post Office branch accounts.
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trajectories of biometric monitoring in UPS and then by outlining its contem-
porary regulatory framework.

HISTORICISING BIOMETRIC MONITORING AND 
SURVEILLANCE

We hereby trace historically the establishment and evolution of a wide set of 
biometric and surveillance mechanisms predating FRTs that (i) commences 
from the measuring of the human body, (ii) is defined along racial categories, 
(iii) is inextricably linked to spatial exclusion and injustice, and (iv) masks 
itself under the veil of supposed scientific neutrality. The introduction of FRTs 
marks a qualitative and quantitative shift in this lineage that is, in addition, 
marked by the proliferation of private companies thriving within the legal grey 
zone of FRT operation and their constructed “seamlessness” and “objective-
ness” alike.

The scale of the minutiae, bodily characteristics, such as fingerprints, is 
linked to public spaces and exclusion. The surveillance of the non-white, non-
conforming face has historically been used as a means of carving out public 
space. Being a biometric technology, LFR is not new: its roots can be traced in 
historical attempts to measure the human body (Gates, 2011). The objective of 
identification emerged as a central function of the then nascent nation states, 
where citizens had to be separated from non-citizens (Pugliese, 2010). As 
Foucault (1977) reminds us, the coupling of technology and criminal identifi-
cation and detection has gone hand in hand with the development of the insti-
tution of the police. The practice of fingerprinting concentrated most efforts 
to create a systematic approach to classification; this replaced the more time-
consuming anthropometric system, also known as the Bertillon system (Finn, 
2009). Detailed description of faces and the publication of “wanted, dead or 
alive” posters encouraged citizen-assisted surveillance, while promoting the 
notion that public safety is a responsibility of us all.

The body has historically been perceived and thereby targeted as a reliable 
method of identification, and earlier technologies such as passports, photogra-
phy, and dactyloscopy persistently tried to bind identification to it; a practice 
intensified through the introduction of information technology (Gates, 2011). 
However, this belief that there is an essential truth to be told about the body 
fails to deliver, as identity never precisely collapses onto bodily characteristics. 
Browne (2015) draws a link between contemporary formulations of biometrics 
such as facial recognition, gait, and fingerprinting scans to historical practices 
of branding the black body. The practice of identification itself is never devoid 
of politics; technologies of marking, racially classifying and marketing the 
enslaved were as intrusive as they were brutal, often involving cast iron brand-
ing in alphanumeric forms (Browne, 2015, p. 98). Meanwhile, this means of 
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identification served to make the enslaved body not only identifiable but also 
traceable, a practice of racialising surveillance that made the slaves’ bodies 
hypervisible outside the plantation, in public spaces, where their bodies did 
not belong. Browne shows how the branding of the black body as a means of 
identification took place before embarcation and branding at the barracoon, as 
racialising and categorising acts that signified where the black body belonged 
and how it was commodified. At the same time, the barracoon was a location 
of resistance. Space and location have in this way been important in the crea-
tion and expansion of earlier forms of biometric technologies.

Evidence of the profound racialisation of this earlier type of biometrics 
abound: the pseudo-scientific methods originally developed were tightly 
linked to anthropometry studies and eugenic programmes in a period when 
the white male gaze fixated the body with assumed taxonomic precision for 
the purpose of reproducing the social hierarchies of the time. For Bauchamp 
(2019) this calculated attempt to link identity to distinct aspects of the body sits 
at the heart of a biometric surveillance programme which aims to distinguish 
between good and bad citizens: this is because these very technologies are 
tinted by specific racialised ways of seeing the body. But they are also tools 
for deciding spatial belonging: Bauchamp uses the example of bathrooms and 
toilets and the ways public space is circumscribed for those who fulfil certain 
bodily characteristics that respond to the white male gaze. Racialised biom-
etrics have therefore contributed to spatial exclusion even before LFR. Facial 
recognition systems are taught to mimic the human ability to recognise faces, 
as technology advances rapidly in this domain. What links the minutiae with 
the public space and in turn rearranges peoples’ belonging in it is the asym-
metric threats that require an asymmetric surveillance logic in return. And yet, 
the “enemy” is totally identifiable in the racialised other. In other words, ways 
of seeing the body are now taught to machines and therefore machine learning 
cannot but reflect age-old prejudices. The production of justice and injustice 
happens in cities, and so FRTs in UPSs produce racial injustice while also pro-
ducing spatial injustice. To counter racial injustice reproduced by FRTs, then, 
we must consider the technologies’ spatiality.

Another aspect relates to notions of scientific neutrality and the political 
economy of selling the technology as neutral and ahistorical which still persist 
today and which are used as a means to legitimise its use. Airports are the fore-
most public spaces where biometric surveillance developed: here, technologies 
were jointly developed for use in both military and law enforcement, following 
the Cold War (Perera & Pugliese, 2021), while the CIA worked together with 
INS (the Immigration and Naturalisation Service) to develop FRTs for border 
enforcement purposes (ibid.).

Meanwhile, this increase in civilian surveillance technologies also meant 
a proliferation in private companies. Facial recognition software from 
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companies such as Visionics and Facematcher were for the first time used in 
local police IT systems and could give a probability match. In this way, police 
officers no longer had to rely on government IT infrastructure – facial inte-
gration integrated with other biometric technologies, such as retinal scans or 
fingerprints. The widespread use of facial recognition software through these 
private companies led to the normalising of the relationship between priva-
tised public space and surveillance – for example, in mega stadiums or major 
olympic events, these serve as spaces in which biometric monitoring and sur-
veillance are justified and normalised, both for the purpose of security but also 
profit (Hutchins & Andrejevic, 2021).

Since the 1990s, surveillance technologies such as CCTV have become a 
common feature in the UK’s public spaces. Some of the first deployments in 
the country were in 1992, in Newcastle (Goold, 2004). By the end of 1990’s, 
they were deployed in virtually all urban centres, including by local councils 
for law enforcement purposes. In City of Quartz (1990), while discussing the 
surveillance capabilities of the Los Angeles Police Department (LAPD), Mike 
Davis states that “[w]e are at the threshold of the universal electronic tagging 
of property and people – both criminal and non-criminal ... monitored by both 
cellular and centralized surveillances” (1990, p. 253). So beyond quantitative 
change in urban surveillance, FRTs also mark a qualitative change. The UK 
features on top of the list of most surveillance cameras per population, and in 
the joint development of technologies for use in both military and law enforce-
ment. Following the Cold War, the CIA worked together with INS to develop 
FRTs for border enforcement purposes (Andreas, 2003).

At this stage we are talking about facial recognition systems that are either 
linked to digital surveillance cameras static in urban space or body-worn cam-
eras, in which case the power of surveillance multiplies. The temporal aspect 
is also key here, with facial recognition being able to trace individuals back 
in time. Old and new forms of surveillance and automation blend, creating 
new tensions as they do: for example, a person is not necessarily needed to 
look over the screen, yet this is precisely where the Data Protection Act (2018) 
comes in and questions FRT and its ensuing automated suspicion.

At the heart of the above rests an understanding of FRT as seamless and 
flawless. And yet, this understanding is not simply misguided, it is constructed 
upon the urge to measure (and thereby, identify) the body: the latter, however, 
is continually changing and evolving, thereby evading and challenging the 
accuracy of FRT and exposing its biases along the way. What this also exposes 
in turn is the new way of seeing urban spaces that the FRT facilitates and pro-
motes. At the heart of this question lies the regulatory framework of FRT in 
UPS, and it is to this that we now turn.
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HOW LAW SEES FRT IN PUBLIC SPACE: REGULATORY 
INSTRUMENTS AND WAYS OF SEEING

The debate about the sufficiency of the existing legal framework in the UK3 
is taking place in a context where the EU is proceeding with banning its use 
in public spaces under the AI Act. However, FRT use has been increasing in 
the past few years, both by the police and private entities, making the UK 
a European outlier. The UK government is “supportive of the use of overt 
surveillance camera systems in a public place whenever that use is: in pursuit 
of a legitimate aim; necessary to meet a pressing need; proportionate; effec-
tive; and compliant with any relevant legal obligations” (Home Office, 2021, 
p. 6). Still, according to the Information Commissioner, the second generation 
biometrics often used alongside FRT (such as gaze tracking to assist with the 
verification) are not governed by specific legislation (ICO, 2022).

Civil society and human rights groups, as well as legal professionals, con-
tinually scrutinise the extent to which existing laws are adequate and are being 
enforced (ICO, 2022). There is a graduation of concerns ranging from issues 
that touch upon the design of the technology deployed, proportionality and 
necessity of its use in public spaces, and extends to ethical issues about pri-
vacy, anonymity, and trust between the public and the police. Deployments 
of facial recognition in public spaces are monitored by campaigning groups 
in London’s public spaces and beyond, while the live stop and searches that 
ensue after positive identification offer an opportunity to expose the fallacy 
of this technology as they are invariably false positives, targeting specific sec-
tions of society (Big Brother Watch, 2023). How do existing regulatory instru-
ments legitimise this asymmetric observation? Do they, for example, take into 
account the fact that facial recognition, unlike retinal scanners or fingerprints, 
operate continuously across space and not only in a single location?

In relation to primary legislation, UK police derive their power to cap-
ture facial images from the 1984 Police and Criminal Evidence Act (PACE). 
Admittedly, a great deal has changed since then. LFR operates as part of a 
surveillance camera system. The legal framework that regulates the use of 

3  There is not one single piece of legislation that covers the grounds or use 
of FRTs by the UK police. Opponents, amongst them lawmakers and campaign-
ing groups, have stressed its use violates data protection and equality laws. The 
police argue that their use of FRTs is foreseen within both primary and com-
mon law. The first legal challenge was brought to Court in 2020 from Ed Bridges. 
Following an appeal by the Swansea police, the High Court judged in favour of the 
police. The call for banning facial recognition in public spaces has been backed 
by 65 UK parliamentarians (https://bigbrotherwatch​.org​.uk​/campaigns​/stop​-facial​
-recognition/).
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surveillance camera systems is the Protection of Freedoms Act 2012 (PoF), 
which is covered in three separate parts of the act: Part 1 is devoted to the 
regulation of biometric data (fingerprints), whereas Part 2 covers the regula-
tion of surveillance (CCTV cameras and other surveillance camera technolo-
gies, including a Code of Practice). Finally, Part 3 covers aspects in relation to 
Freedom of Information and Data Protection. The PoF Act 2012 appointed a 
Surveillance Camera Commissioner and a Biometrics Camera Commissioner. 
The Surveillance Camera Code of Practice is produced by the Secretary of 
State, setting the standard for those who operate overt surveillance camera 
systems in public spaces but, tellingly, there is no reference to facial recogni-
tion here (see Table 3.1).

The Surveillance Camera Code distinguishes between facial recognition used 
for the purpose of targeted identification in public spaces and those taking 
place in open spaces. Airports, for instance, are viewed as controlled environ-
ments where facial recognition involves a one-to-one matching of the specific 
individual to the image taken in the passport; the lens focusses on a single indi-
vidual at a time and the data-double of this individual is immediately created 
(Amoore, 2014). Concerns about privacy are not directly raised as it is pre-
sumed that the individual, by agreeing to get their passport issued, consents to 

Table 3.1  �  Timeline of FRT-related UK regulatory instruments

Year Act or Commissioner

1984 Police and Criminal Evidence Act (PACE)
​

1998 Human Rights Act

2000 Regulation of Investigatory Powers Act (RIPA)
​

2012 Protection of Freedoms Act

2013 Surveillance Camera Code (2020) (Updated in 2022)
+ Commissioner

2023 Biometrics and Surveillance Camera Commissioner

2023 Data Protection and Digital Information Bill*
+Information Commissioner

Note: *The Data Protection and Digital Information Bill, which makes provisions for the 
regulation of the processing of information and data, among others, is currently under 
discussion in the House of Lords.
Source: Author.
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their biometric data being processed for the purposes of border and immigra-
tion controls: legibility wins over privacy. The violence and racialised nature 
of these controls, of course, complicate this narrative, as the countless recent 
examples of wrongfully detaining individuals post-Brexit attest. If you do not 
want to have your identity checked via FRT, then you may not cross the border. 
There is no way to avoid this technology, and this limits mobility and hardens 
the border as a whole.

Meanwhile, public events and areas, such as streets, squares, or parks, are 
environments the individual inhabits in their everyday life, and where con-
trolled collection of facial imaging is practically impossible as the remote 
power of the camera operates over larger areas and continuously over space. In 
doing so, the camera records faces and bodies indiscriminately. The extent and 
reach of surveillance are therefore amplified in relation to how many bodies 
it can make legible: “this combined topological efficiency and spatial power 
effects nearly total surveillance over the areas in which spatialised biometrics 
are positioned” (Swanlund & Schuurman, 2018, p. 929). Immediately, just by 
focussing on the spatiality of these biometrics, it is evident that the power they 
bestow over space and body is absent from the thinking of regulators and how 
spatial transgression is made possible. In considering the types of public places 
and events where FRT has been deployed by the UK police in recent years 
(which include concerts, shopping centres, central London squares and streets, 
and the Notting Hill Carnival among others), it is also important to note that 
not all public spaces or events carry the same signification or risks for privacy 
intrusion. The Notting Hill Carnival is frequented by individuals from com-
munities who are persistently discriminated against and who the FRT consist-
ently misidentifies; unlike streets, places of worship, or community gatherings, 
hospitals and public services interfere to different extents with people’s sense 
of privacy and freedoms.

Importantly, there is no reliable publicly available information on whether 
the police use the technology only overtly. If FRT is used covertly by law 
enforcement in public places (that is, when it is deployed so that the people 
scanned are unaware that it is taking place), then the Surveillance Camera 
Code does not apply and instead this use is governed as “directed surveillance” 
under the Regulation of Investigatory Powers Act (2000) (RIPA).4 However, in 
2019, it became public that surveillance cameras equipped with facial recog-
nition technology were used by the private owner of the Kings Cross Estate 
for nearly two years, in collaboration with the Metropolitan Police. With a 

4  This is currently under amendment, weakening safeguards (https://www​
.openrightsgroup​.org​/publications​/joint​-briefing​-on​-the​-investigatory​-powers​
-amendment​-bill/).
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technology so closely used to monitor the busiest public transport hub in 
London, a question of transparency is undoubtedly raised here, as to whether 
the Met police shared its watchlist with a private company for this purpose. 
More broadly, such actions have a negative effect on public perceptions of the 
police’s legitimacy in using mass surveillance, as it indicates the police are 
acting outside legal and ethical boundaries (see also Bradford et al., 2020).

Over time, and depending on where the police choose to use the technology 
and how much resistance they meet (or not), surveillance and spatial transgres-
sion become normalised. Public consultations about whether it is acceptable 
for police or private actors to use FRT and where to weigh in come to define 
what is perceived as legitimate. But Pandora’s box has now opened, and what 
the discussion now concerns are its ever-increasing contents. The result is a 
hierarchy of spaces where these technologies are publicly accepted, while in 
the meantime, more and more public spaces become mirror worlds of digitised 
reality. These technological applications raise questions on privacy and ethics: 
in the meantime, legal and policy frameworks evolve along these lines, while 
two-tier public spaces are now formed with uncertain boundaries, where FRT 
is allowed and where this appears to be of little concern to UK lawmakers.

Another contentious aspect relates to whether the data captured during a 
deployment (live, retrospective, or operator-initiated) of anyone who does not 
appear as a match with the watchlist might be swiftly deleted (Surveillance 
Camera Commissioner, 2020, p. 22). This is not a minor technical question: 
rather, it links back to, and highlights, the power discrepancies formed by this 
often opaque introduction of regulation covering ever-evolving technologies. 
In 2019, the Information Commissioner published her opinion on the use of 
LFR in public spaces (ICO, 2019). This covers a wide range of issues around 
how data protection law applies to the processing of biometric data which fall 
under the category of sensitive data; it stresses that it applies to the whole 
process of LFR, from the consideration in relation to its necessity and propor-
tionality all the way to the compilation of watchlists, and the processing, reten-
tion, and deletion of data. In her opinion, focussing on the LFR deployments 
by the Met Police and South Wales Police, the Commissioner also found that 
the requirement for strict necessity of the deployment in public spaces is not 
nuanced enough in the police’s Data Protection Impact Assessments. One of 
the major problems, and one that questions the legality of LFR, is that indi-
viduals are not aware of when their data will be processed, as they do not even 
know if and when their data is being recorded in the first place.

Following the Data Protection Act (2018), individuals should be offered the 
opportunity to provide valid consent for the processing of their data which is 
not possible in the case of FRT: so while FRT data processing might be neces-
sary for law enforcement purposes, it is not necessary according to DPA. The 
logic this follows is that if deployment is targeted, intelligence-led, and time 
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limited, it is easier to show necessity and proportionality alike. Effectiveness 
links closely to the question of necessity and the controller needs to show how 
this particular technology is effective and targeted; for example, the police 
deploys LFR in a specific location and this leads to an arrest of an individual 
that would evidently harm others. In spatialised biometrics, where surveil-
lance happens not in, but over place, the specificity of the location argument 
is severely weakened: location is taken out of its historical and social context.

Such novel inventions, and the interests of those who “own” these vast net-
works of information, comprise new forms of exploitation and social control; 
and yet are too often unaccountable and exist beyond the reach of the law. It 
is even unnecessary to coerce the collective will into giving up their privacy 
as people passively accept particular ideological conceptions validated by the 
instruments of authority, and willingly collude in the internalisation of spatial-
ised surveillance.

Attempts to address questions of rights and privacy have recently seen the 
College of Policing issuing relevant guidance. As previously mentioned, loca-
tions where LFR is deployed are known as zones of recognition. The College 
recognises that certain places have greater expectations of privacy than oth-
ers (hospitals, schools, demonstrations, assemblies, among others); before 
each deployment a sign should be placed outside that zone in order to alert 
the public so as not to walk through that zone. Members of the public who 
choose to avoid an LFR zone of recognition should not be punished, yet the 
police authorities retain the right to proceed with stopping and searching the 
individual should they feel that they are suspicious, and certainly avoiding the 
LFR may be a reason for suspicion.

Law, then – its instruments and its exceptions alike – is a necessary but not 
sufficient lens through which to understand the current reconfiguration of UPS 
as led by the proliferation of FRTs. The historical trajectory is also crucial, as 
we saw; and yet together, they form a sum larger than its constituent parts – a 
particular amalgam that is both enhanced and developed from past trajecto-
ries, while also, in other ways, an entirely new form. We call this new form 
“spatial transgression”, and we now turn to discussing its specific characteris-
tics and functions.

DISCUSSION: INTRODUCING SPATIAL TRANSGRESSION

The notion of “transgression” carries with it an inherent violence, the idea and 
the feeling of a breach. In this way, transgression might at first sight seem like 
an odd choice to describe a process taking place in UPS: the “public” is, quite 
literally, in the name – and one would expect it therefore denotes that it is unb-
reachable (as it is open, and there is therefore nothing to “breach” in the first 
place). And yet transgression also typically refers to violation, and specifically 
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the violation of a law or a principle: it is this dual violation that we have found 
to be particularly apt in describing how the introduction and the establishment 
of FRTs in space transgresses the latter. When used in geology, transgression 
refers to the process of producing a particular kind of a material overlap: “a 
shore-line, with one series of strata recently formed beneath the neighbouring 
waters, may subside and allow the sea, bringing new sediments, to encroach 
farther and farther upon the land, away from the old series, and deposit new 
and overlapping beds by transgression”. In UPS, there is of course no shore-
line, sea bed, nor sediment of this kind – and so the parallel might appear 
strange or difficult to follow at first. And yet, it is this gradual encroachment, 
as described in this geological understanding of transgression, that appears 
most apt to describe the subsiding of privacy, the encroaching of civil liberties, 
and the overlapping layers of the digital that come to fuse into, and eventually 
transform, UPS as we have known it to date.

Spatial transgression is defined by the following characteristics in the rela-
tionship between individuals, UPS and FRTs:

	1.	 Intimate data is indiscriminately captured in UPS; such capturing that 
happens without people’s consent and often without them even knowing 
such data has been recorded, when or what happens to their data, for how 
long they will remain in a given database, or with whom it will be shared.

	2.	 Individuals’ freedom to be present in UPS is thereby threatened, thanks 
to their intimate characteristics, such as facial details, being extracted; by 
extension, their possibility to resist their potential exclusion is curtailed in 
return.

	3.	 One’s physical presence in UPS is no longer an innocent act, but poten-
tially an act of offence: UPS and the populations traversing it thereby 
become objects of suspicion-based surveillance.

	4.	 Such surveillance is deterritorialised, as human activity is captured, pro-
jected, and distanced away from UPS and onto multiple digital spaces.

	5.	 UPS interactions are surveilled for the purpose of categorisation, profiling 
and sorting.

	6.	 Instead of places of collective possibility, UPSs thereby become sites of 
mass surveillance.

	7.	 UPS control is now by proxy: room control operators do not experience 
public space directly, while law enforcement understands it in a detached 
and abstract way.

It is important to note that, as shown in the earlier parts of the chapter, the 
(however limited) discussion on the potential harms of FRT usage in UPSs 
seems to have largely been centred around the rights (or more precisely, the 
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lack thereof) of the individual when traversing said spaces. And yet, important 
as it is, this kind of discussion when framed under these terms precludes any 
substantial conversation about the wider social aspects of the usage of FRTs 
overall, and within UPSs in particular. Think for a moment, in this regard, the 
issue of being misidentified and questioned in public spaces, and the link to 
spatial transgression: an algorithm makes a decision, upon which the potential 
suspect’s body is instantaneously decoupled from physical space only to then 
return a body that has either committed an offence or is suspected of having 
done so. This mere insinuation, the mere existence of the potentially examin-
ing gaze – the threat, in other words, that you may be watched and instantly 
checked upon – is making people exercise surveillance over themselves: a self-
inspecting, introvert gaze that further decouples them from UPS. This is how 
social sorting then operates from both ends: not only does the biometrical gaze 
sort bodies, but individual bodies in return react by retracting their functions 
that could be caught up by this very gaze, in an infinite surveillance loop that 
deterritorialises bodies and neutralises bodily functions in the UPS territory.

It is probably appropriate to end this perambulation on a reflection upon 
the relationship between the legal understanding of UPS, and its colloquial 
conceptualisation – as doing so reveals how much this conceptualisation has 
changed, but also what the future prospects might be. The Surveillance Camera 
Code adopts the 1986 Public Order Act definition of public space as “any high-
way and any place to which at the material time the public or any section of 
the public has access, on payment or otherwise, as of right or by virtue of 
express or implied permission” (Home Office, 2021, p. 5). Colloquially, most 
of us would probably understand “public space” quite broadly, as any space 
outside one’s private home. However, it is now evident that in the police under-
standing, conceptualisation, and design of FRT usage in UPS, not all public 
spaces are made equal: the particular focus upon key public nodes in space 
as much as in time, clearly indicates that the technologies’ purported deploy-
ment is based upon a proportional view between public safety and privacy. 
The disproportionate representation of a particular social group within the 
police database, for instance, might reinforce police understanding of crime 
hotspots, channelling FRT operations to spaces these particulars inhabit fol-
lowing the predictive logic of these technologies. For public authorities, FRTs 
are, indeed, a panacea: a cure-all medicine, a controversy-free technology – or 
at least one that is potentially so effective that whatever potential qualms are 
completely outweighed by the benefits of total, data-driven surveillance. What 
this totalising view misses from the picture is exactly what we have tried to 
highlight in this chapter contribution, in highlighting both the historical and 
legal lineage of FRT usage in UPS, but also its threatening novelty: the ever-
increasing transgression of FRTs upon UPSs means that a number of dangers 
loom large. These of course include the dangers historically and more recently 
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dwelt upon by campaigners and activists alike, issues pertaining to freedoms 
of participating in social and political life. And yet, the rudimentary nature of 
the FRT and UPS symbiosis may have not yet allowed a much more important 
characteristic to form, or to crystalise: in the spatial transgression of the FRT 
usage in UPS now lies the sediment of a public space gradually, yet decisively, 
transformed to become more known, restricted, and predictable. This loss of 
matter signals the loss of the pluriverse that has historically characterised pub-
lic space: nothing less than the loss of its fundamental character as a whole.
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INTRODUCTION

Predictive policing is concerned with the identification (or forecasting) of likely 
targets for police intervention and measures to prevent, reduce, or disrupt crim-
inal activity (Hamilton, 2021). Central to this work is the use of (quantitative) 
analytical techniques and historical data (Perry et al., 2013). Operationalizing 
human action and behavior into data that can be tracked, analyzed, and man-
aged makes possible “policing through data,” an approach that fits under the 
umbrella of intelligence-led policing where “objective” information guides 
decision-making and police action (Hamilton, 2021).

In this chapter, we analyze predictive policing through the lens of a crime 
prevention project targeting youth crime. In 2018, one of the preventive units in 
Oslo began to order reports on youth crime from the local intelligence unit, the 
Crime Preventive Effort for Children and Young People, known as the KIBU 
project, which ran from January 2019 to December 2021. The objective was to 
identify vulnerable youth and important influencers on whom to target preven-
tive measures. The intelligence unit conducted systematic assessments based 
on data from police systems and produced a social network analysis to get a 
picture of young people at an early stage in their potential criminal career. 
The aim was to share information about these young people and their social 
network with local crime prevention officers, and information about their role 
models and youth at high risk with the local patrols and investigators, so that 
measures could be implemented in a more systematic way.

Drawing on the concept of ignorance, which can be produced consciously, 
unconsciously, and structurally (Proctor, 2008), we illuminate how some infor-
mation is overlooked or ignored in knowledge production while other informa-
tion is made visible. Following Bowker and Star, we argue that processes of 

 

4.	 From personal archives to intelligence: 
visibility and ignorance in forecasting 
“youth at risk”
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classification and standardization are associated with politics and prioritiza-
tion, both “arriving at categories and standards, and, along the way, deciding 
what will be visible or invisible within the system” (Bowker & Star, 1999, 
p. 44). The use of intelligence to prevent youth crime is unusual in Norway 
(Gundhus et al., 2023). The KIBU project thus represents a novel effort where 
intelligence analysts systematically identify “candidates” for early interven-
tion based on police database information. First, we examine how risk fac-
tors related to young people’s social activity and behavior are operationalized 
by the intelligence unit and how the intelligence reports are made. Then we 
examine how new intervention routines are implemented by the crime preven-
tion unit. We conclude by discussing the implications of increased assessment 
of young people and their associates in the police systems, and the preven-
tive measures taken. We problematize how the project led to increased con-
trol practices in what was considered a low-risk group. Interviews also reveal 
how established practices in the unit were largely informal and “invisible” 
because assessments and follow-ups were either unrecorded or stored in per-
sonal archives. We therefore also address the absence of internal transparency 
and accountability in traditional preventive police work.

KNOWLEDGE AND IGNORANCE IN THE CRIMINAL 
INTELLIGENCE PROCESS

Hamilton (2021) identifies three main types of predictive policing: (i) forecast-
ing hot spots, (ii) predicting victimization, and (iii) predicting likely offend-
ers. Identifying individuals who seem likely to carry out a criminal offense is 
described as a newer approach than identifying hot spots, which means far less 
is known about type iii (Hamilton, 2021). Both intelligence-led policing and 
crime prevention are future-oriented, and the term “prediction” is used several 
times in the Norwegian Police Intelligence doctrine (Police Directorate, 2020). 
The KIBU project aimed to identify the likelihood of future criminal offenses 
and, therefore, relates to Hamilton’s third category.

Intelligence, as a form of knowledge of crime, is shaped by processes and 
political mechanisms of framing, selection, and non-knowledge (Chan et al., 
2022), that is, how questions are asked, what theories are used, and how some 
topics attract attention, while others are overlooked, together with reliance on 
what is known while ignoring what is not yet known (Chan et al., 2022, p. 3). 
Chan and colleagues (2022) discuss a shift from the current case-based intelli-
gence to data-driven intelligence, with the latter calling for increased attention 
to the veil of neutrality and supposedly value-free judgments. As things stand, 
current intelligence practices include many framing, selection, and non-knowl-
edge processes that may corrupt knowledge production and possibly lack rig-
orous self-criticism. Such effects can be seen, for example, in law and order 
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politics, resource constraints and prioritizations, and the neglect of family vio-
lence (Chan et al., 2022). The aims and processes of operationalizing human 
action and behavior into data can be described as datafication. Datafication 
refers to “the transformation of material or information into data that can be 
recorded, quantified, and analyzed” (Mayer-Schönberger & Cukier, 2013, p. 
83, cited in Chan et al., 2022, p. 2). Datafication therefore means quantifying 
qualitative information and generating valuable insights in order to improve 
decision-making and is central to the move from current intelligence practices 
to the ideal of a data-driven approach (Chan et al., 2022). Although datafica-
tion calls for standardized processes, we will show that these processes are 
highly discretionary and selective, rather than being data-driven.

Drawing on Foucauldian scholarship, Flyverbom and Garsten (2021) 
explore feedback loops of knowledge production in organizations and the way 
knowledge processes shape futures. They note how “knowledge production 
involves processes of refining, selecting, reducing, and integrating different 
kinds of resources with the goal of creating the foundations for decisions or 
other actions to be taken” (Flyverbom & Garsten, 2021, p. 4). Emphasizing 
practice and process, knowledge production is an activity at the intersection 
between what we can see or sense, what we can know or produce knowledge 
about, and what we can govern or consider important and act upon. The same 
is true of the “sensemaking” that criminal analysts seek to do, so as to iden-
tify what is important and to make actionable recommendations (Chan et al., 
2022). Flyverbom and Garsten’s (2021) discussion implies that knowledge may 
be overlooked, but this is not discussed explicitly. However, Flyverbom (2022) 
shows that generating new ways of seeing, knowing, and governing organiza-
tional matters makes what we do more visible than ever. The concept of vis-
ibility also points to the need to decide what should be disclosed or kept secret, 
and what should be monitored or ignored (Flyverbom, 2022, p. 2).

From a Foucauldian perspective, different forms of ignorance are necessar-
ily part of knowledge production. Even though Foucault himself does not speak 
explicitly of ignorance or non-knowledge, his archeologies and genealogies 
describe things, bodies, and identities that are tacitly formed by epistemologi-
cal formations (Croissant, 2018, pp. 335–336). The research field of ignorance, 
or agnotology (from the Greek word agnosis),1 is concerned with the many 
forms of ignorance and non-knowledge and has similarities to the study of 
absence (Croissant, 2018). As McGoey points out, “In many ways, ignorance 
has been a central, though under-emphasized, focus of social scientists who 

1  For a description of the making of the term agnotology and the fact that the 
term agnoiology already existed, see Proctor (2008, p. 27).
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have explored the uses of selective knowledge in justifying decisions in social 
life” (McGoey, 2012, p. 557).

A key point in this chapter is that ignorance can be recognized as a meth-
odological and epistemic challenge, as the process of intelligence gathering is 
inevitably limited by human and technical factors that may lead to blind spots 
(Rappert & Balmer, 2022). This is in line with ignorance as a selective choice 
(or passive construct) as suggested by Proctor (2008). As Proctor (2008, p. 7) 
notes, “ignorance is a product of inattention, and since we cannot study all 
things, some by necessity—almost all, in fact—must be left out” (Proctor, 
2008, p. 7). Ignorance as “missing matter” can be understood as a selective 
choice, as inquiry is always selective in that we “look here rather than there” 
(ibid.). Thus, in this chapter, we are concerned with the ignorance that comes 
with the necessary decisions and limitations in the work we study. We will 
therefore unpack the ambiguity and lack of transparency built into discretion-
ary and expert judgments. Ignorance can be explored through mistakes, mis-
conduct, or failures (Croissant, 2018). For instance, it can be manifested in 
internal communication practices, whereby ignorance may result from com-
partmentalization and structural factors, or from trade-offs in centralization 
processes. Organizational cultures can also be used as a framework for under-
standing ignorance by looking at their blind spots and prioritization of data (or 
nearsightedness, as noted by Proctor (2008)), or at how, for instance, intraor-
ganizational competition for resources and prestige may cause their mission to 
be ignored or distorted (Croissant, 2018). We also pay attention to how igno-
rance can serve as a means of resistance to knowledge, for instance, as a limit-
ing or selective approach in making use of information or information-based 
outputs. A deliberate refusal of knowledge or technology may occur due to 
understandings of the costs of certain kinds of knowledge, e.g., ethical issues 
(Proctor, 2008, p. 22). Approaching ignorance as a methodological problem 
(rather than just a lack of understanding or data) means that ignorance can be 
understood in more relational and graded terms. This enables us to study the 
interplay of what is produced and maintained as known, and unknowns and 
silences (Rappert & Balmer, 2022, p. 350).

METHODOLOGY

The empirical data underlying this study consist of 14 semi-structured inter-
views with a total of 18 informants, of whom five were women. In addition, 
we draw on an internal evaluation of KIBU carried out in 2019, along with 
personal notes taken at KIBU presentations in October 2019 and May and June 
2021. We also draw on approximately 17 hours of observation during the final 
KIBU round in November 2021.
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Seven of the interviews are key informant interviews with police officers 
who participated in the KIBU project and form the main body of reference 
data used for analysis in this chapter. In the quotations used below, respond-
ents from the crime prevention unit are referred to as CPO, and those from 
the intelligence unit are referred to as IA. We also conducted interviews with 
five crime prevention specialists in the Oslo Police District (referred to as WG 
in quotations). Two interviews with legal professionals and a group interview 
with five officials at the Norwegian Police Directorate provided contextual 
information on crime prevention strategies.

The interviews were conducted between late autumn 2021 and late summer 
2023 by either the first or the second author and transcribed verbatim. The 
interviews were semi-directive, allowing informants to talk spontaneously and 
cover as many points as they wished. They were initially coded and analyzed 
using a thematic analysis inspired by Braun and Clarke (2006). Codes and 
themes across the material were identified inductively, supported by a subse-
quent abductive process addressing theory. All quotes and documents were 
translated from Norwegian to English by the authors.

The research received special approval from the Police Directorate to 
observe the police. Interviews and observations of people were conducted after 
approval had been obtained from the Norwegian Agency for Shared Services 
in Education and Research (SIKT), which is responsible for enforcing ethical 
guidelines, and after the chiefs of the police districts and the Police Directorate 
had given the go-ahead. Each participant, recruited on a voluntary basis, 
received and signed an information sheet that outlined the aims, methods, and 
implications of the research, its anonymization process, ethical guidelines and 
data management, and the freedom to withdraw from the project at any point.

ANALYSIS

Youth crime has long been high on the agenda in Norway and has been 
prioritized both nationally and in the Oslo Police District, where there are 
approximately 2,300 police officers,2 of whom 100–120 work in designated 
crime prevention units in various police stations. These units and the crime 
prevention officers (hereafter referred to as CP units and CP officers) have 
traditionally worked with children and adolescents. CP officers rely on a com-
munity-oriented logic emphasizing personal relations, trust-building, direct 
information, craftsmanship, tacit knowledge, involvement, discretion, and 
experience (Terpstra & Salet, 2019, p. 244). CP officers have a large and varied 

2  Only counting police officers, the number is approximately 2,300. Counting 
all employees, the number is approximately 3,400. 
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portfolio of tasks and pursue universal, selective, and indicative prevention 
strategies. In Norwegian policing, the term “person-oriented crime preven-
tion” is often used to describe work that aims to identify individuals “at risk” 
in order to implement measures to prevent further undesired developments or 
(re)offending. Often this means informing other stakeholders, such as child 
protection services, of concerns and incidents. But the police may also conduct 
formal conversations with young people and their parents, make informal con-
tact, or monitor developments over time.

In 2014, the first version of the Norwegian Intelligence Doctrine3 was 
implemented in the Norwegian police, replacing the National Strategy for 
Intelligence and Analysis (Police Directorate, 2007). An important cata-
lyst for the new intelligence logic and risk-based approach was the desire to 
improve crisis management and emergency policing, following criticism of the 
police after the 2011 terrorist attack (Christensen et al., 2018). The Norwegian 
Intelligence Doctrine (Police Directorate, 2014, 2020), aimed to change the 
established notion of intelligence being primarily linked to serious organized 
crime (Gundhus, Talberg & Wathne 2022). Emphasizing intelligence as deci-
sion-making support, the doctrine aimed to establish a common understanding 
of intelligence, define key concepts, and describe a procedure for decision-
making (Police Directorate, 2014, 2020). When the Norwegian Intelligence 
Doctrine was implemented in 2014, CP officers were not actively involved 
in its implementation or trained in intelligence-led policing (Gundhus et al., 
2023). Although both intelligence and crime prevention are future-oriented, 
the association of intelligence with risk assessment and the military led to 
skepticism among CP officers (Gundhus et al., 2023). However, in 2018, some 
CP officers in a central unit grew weary of working mainly with young repeat 
offenders and commissioned an intelligence report to identify young people 
at risk of committing crime at an earlier stage; this led to the KIBU project.

KIBU’s main aim was to provide the crime prevention unit with an intel-
ligence report that would identify vulnerable young people and important 
influencers so that targeted preventive measures could be taken at an early 
stage. In line with the above-mentioned intelligence doctrine, the heads of the 
crime prevention and intelligence units agreed to operationalize the informa-
tion needed for early intervention with the following three questions:

	1.	 Which children and young people were involved in a recent negative 
incident?

	2.	 Which children and young people exert the most negative influence on 
other children and young people?

3  A second version was published in 2020. 
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	3.	 Who appears to be criminal role models for the children and young 
people?

These three target groups, all of whom were to reside within the area of the 
local police station, were categorized into green, yellow, and red candidates. 
The main goal of the KIBU project was to identify the green candidates, as 
explained by an intelligence analyst:

(…) we were unsure of the extent to which the CP unit managed to catch all young 
people logged in the police registers. Or if there were young people out there who 
might be repeatedly involved in incidents, which were questionable, but not crimi-
nal cases, right? Young people that were always there or nearby but weren’t caught. 
(IA3, 2023)

The first phase of the project included the heads of the units agreeing on a plan 
for data collection from three police registers, which we will look at in more 
detail below.

Identifying “Candidates”

In accordance with the intelligence doctrine, the project aimed to be what was 
described as an analytical and objective approach to identifying young people 
who perhaps needed to be subject to preventive measures at an early stage. 
The use of the word “objective” indicated that selection was not to be based 
on police officers’ own preferences and personal knowledge. Nonetheless, 
what has already been registered in police records is necessarily selective and 
biased (Kaufmann, 2018; Lundgaard & Gundhus, 2024). The registrations are 
outcomes of sorting things out, and each registration “valorizes some point of 
view and silences another” (Bowker & Star, 1999, p. 5).

The three police registers that were used provide (i) information on criminal 
cases, including data on those convicted or accused, suspects, witnesses, and 
victims (PAL STRASAK), (ii) reports of incidents recorded by the command 
center and the patrols (PAL PO), and (iii) information in the intelligence reg-
ister (Indicia). The primary system searches included all offenses or distur-
bances in the previous 12 months involving persons under the age of 18 with a 
registered address within the geographical unit. Further system searches were 
performed by searching for all persons mentioned in the registered offenses or 
disturbances. The results from PAL PO included all incidents recorded in the 
previous year in which young people residing in the geographical unit were 
involved, a description of the neighborhood they belonged to, and other people 
involved and their roles. The results from PAL STRASAK showed all criminal 
cases in the previous year in which young people residing in the geographical 
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unit were involved, together with other people involved and their roles. Indicia 
provided all registered information on young people living within the geo-
graphical unit for the previous six months. This means that people over the 
age of 18 linked to an offense or disturbance from the primary searches were 
included. The aim was to get more information about role models for the green 
candidates, and thus answer the information need.

Police systems (such as Indicia) have limitations regarding handling large 
data analysis, and the analysis was therefore conducted in Analyst’s Notebook 
(ANB). The data could not be transferred directly to the data analysis program 
that the intelligence analysts used due to privacy regulations. The extracts 
were therefore first imported into Excel to be structured and categorized as 
part of cleaning the data to prepare it for further analysis. This was described 
as “making the information the same from system to system” (IA3, 2023). 
After this, the data was imported into ANB, a software tool used to compile, 
process, and visualize information based on the entity-link-property method-
ology. An entity can be a person, a criminal case, an event, or a piece of infor-
mation. The links are the roles the person has in the criminal case, event, or 
piece of information. Once the data was collected and visualized in ANB, an 
analyst went through the system-generated clusters and zoomed in on indi-
viduals to see details of the relationships between an entity and the links. One 
of the analysts described the work as very time-consuming and manual:

It is very manual work, there is little automation in it. … I think a lot of people 
would probably expect tools that were smarter, which certainly exist, but that was 
not what we had available. The data you get in Analyst doesn’t really represent 
anything other than what you put in, it’s just a system that helps you put it together. 
(IA3, 2023)

The cleaning process is based not only on selective information already 
recorded in the police register, but also on a significant element of discretion-
ary judgment in the structuring and processing of the extracts.

Here we touch upon the use of discretion again. Because ending up in the police 
register is not necessarily a negative incident. One may have been accidentally 
involved in a major incident. Say you’re out walking, and something happens on 
the road near where you are. Then a police patrol comes to the scene and registers 
potential witnesses who are entered into a log. It is not necessarily a negative event. 
It [the term “negative incidents”] was probably more used as a term to describe a 
situation where the person concerned was to some extent involved in an incident, 
such as being in a place where a crime was committed. Or that you were present or 
with people who were otherwise very well known for crime. Beyond that, I’m not 
sure if I had a definition of a negative event ... It is, after all, an assessment based on 
discretion, no matter how precisely you define it. Considering the situation, it can 
be about how close you are to the event. Were you 100 or 10 meters away? Did the 
person in question know the person who committed the crime or was it a complete 
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stranger, and a pure coincidence that you just happened to be near? The assessment 
was made by the person who worked on the extracts and went through the informa-
tion. Then you have cases where, like, I think there would be a consensus that it is a 
negative incident. We can interpret it as a negative incident. Or on the other hand, a 
consensus that this was completely coincidental. It could have been anyone. There 
are no registered connections between the person and the situation. (IA3, 2023)

Discretionary decisions are an inevitable part of how information is inter-
preted and given meaning, and context is often left out when entering informa-
tion into the system. We will now look at how this affects the techno-social 
processes in the co-production of risk assessments, focusing on how ignorance 
influences individual and collective knowledge processes.

Discretion in Categorizing and Labeling “Candidates”

Due to the considerable amount of information about young people at risk, 
there was a need to prioritize who should be followed up as “candidates.” To 
do this, the project used selected crime indicators to classify the likelihood 
that someone would develop a criminal career. In the following quote, an intel-
ligence analyst describes this prediction process:

In intelligence, we are keen to clarify the premises we use to make assessments. We 
are dependent on visualizing this because intelligence is basically future-oriented 
in the interests of supporting decision-making. When you are forward-looking, you 
have to make some analytical leaps. You start from what has happened or what 
is happening, and then you can make a few assumptions. This is, of course, what 
you do to move forward or to look ahead. … By good assessments I mean visual-
izing the premises on which the assessments are based. These premises can often 
be part of a recipe or so-called indicators. Some indicators have been selected in 
advance as supports for an assessment. They will vary from assessment to assess-
ment, depending on which assessments are to be made, the topic being assessed, 
and a number of other factors. However, the use of indicators or criteria is a mini-
mum requirement. It has some advantages. One is that you can make visible what 
you have based the assessment on, and the other is that if you need to make the 
same assessment of another person or another situation in the future, you can use 
the same set of indicators (IA3, 2023).

The analyst emphasizes the need to make the premises for the forecasts trans-
parent, which the risk indicators will help with. The indicators applied draw 
on factors gathered from selected literature. A Norwegian qualitative study of 
youth- and gang-related crime (Lien, 2011) was particularly mentioned, as was 
a Danish study of “street boys” (Wellendorf & Cakmak, 2007) together with 
an enquiry into an open drug scene conducted by Oslo Municipality (Oslo 
Kommune, 2017). This selection indicates that indicators related to street 
gang- and drug-related offenses are weighted and thus implies how other types 
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of youth crime are ignored. The operationalization of the crime indicators var-
ied somewhat between the green, yellow, and red groups, as will be described 
below. As the risk indicators were not built into the analysis program, this 
work was done manually by going through all the entities in the network map. 
This manual and discretionary work was described as time-consuming.

… if the systems had talked more to each other, then… A concrete example... If 
only it were possible, for example, to directly import from all systems straight 
into Analyst’s Notebook, and at just the touch of a button, bring up criminal cases 
against parents and family and the like. … We have that information available, but 
it takes time to go through it. (IA1, 2021)

The green group was the most important target group for the crime prevention 
unit. As mentioned, the green group consisted of children and young people 
who had been involved in a negative incident. However, what was meant by 
a negative incident differed between cases and was determined by judgment, 
as shown above in the quote about discretion and the “cleaning” process. A 
majority of the green candidates had criminal records.If the analyst thought a 
person might be seen as a candidate, further searches were made in the police 
systems to see if there was more information available or if there were reasons 
why the person should not be included further. It could be that the person was 
already being followed up or did not actually belong to this geographical unit. 
If no such information was uncovered, the analyst proceeded to search the reg-
isters to find answers to the following eight risk indicators for the green candi-
dates: (i) parents not living together, (ii) signs of drug use in the household, (iii) 
signs of mental health problems at home, (iv) family members with a criminal 
record (and of what kind?), (v) association with other people linked to crime, 
(vi) use of alcohol, (vii) use of other drugs, and (viii) being the victim of vio-
lence/abuse at home. The indicators were rated “no” or “yes,” with yes giving 
one point per indicator and a potential top score of eight. This would predict an 
increased risk of criminal behavior and is thus the predictive element in intel-
ligence analysis. In 2019, 66 individuals were included in the green category, 
and of these, 16 scored four points or higher on the selected criteria, indicating 
that these should be prioritized. What these 16 had in common was that they 
were registered as having family members involved in criminal cases. They 
also had high scores on association with people who commit crimes and hav-
ing parents who do not live together.

The interviewees said the process involved great uncertainty. They first 
identified a person in the extracts who they thought had been part of a nega-
tive situation or who might have committed a crime. Then they did further 
searches, and based on the information available at the time, checked if the 
person met these criteria. The person was therefore identified and assessed in 
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light of the indicators. This process can lead to multiple confirmation biases, as 
the analyst is looking for these predefined risk indicators. The working process 
also systematically ignores protective factors that may reduce crime risk , as 
this data is not available in police records.

In October 2019, the participants presented the KIBU project at the 
Norwegian Police University College. The use of risk indicators for sorting 
young people was problematized by several of those attending, which, accord-
ing to the internal evaluation and our observations, led to certain risk indica-
tors, such as parental divorce, being given less weight. The use of alcohol as 
an indicator was abandoned, as the police did not have information on this for 
all candidates.

… we see that we are not able to answer all the risks. We don’t know if they drink 
alcohol when they are with their friends at a party, unless the police have been there 
and seen it, and recorded it in the systems. There is certainly information that this 
or that person has been found extremely drunk in the center of Oslo. Okay—check, 
then we know he drinks, but we don’t have that on everyone. For that reason, little 
weight will be put on this. (IA1, 2021)

This argument can be seen as “availability sampling” (Hamilton, 2021). 
Recorded data produces knowledge that is later used for knowledge produc-
tion (e.g., intelligence) in projects such as KIBU, which affects which indicator 
values can be provided for individuals, and by extension, the framing of the 
project. This illustrates the dual effect of ignorance or non-knowledge as a 
methodological problem: limitation by what is available. Field notes from our 
observation of the project in 2021 show that the event(s) the young person was 
linked to in the systems weighed most heavily in the analysts’ assessments, 
rather than information about childhood conditions that was also available. 
However, domestic violence was strongly emphasized as a factor that could 
lead to the need for further intervention.

Another aim of KIBU was to highlight individuals who seemed to influ-
ence children and young people in a negative way. This is in line with social 
learning theory, which argues that persons exposed to criminal definitions and 
social reinforcements rewarding criminal behavior are more likely to become 
involved in crime (Akers, 1977). These “influencers” were divided into two 
categories: yellow if they were under 18, and red if they were older. The yellow 
group includes children and young people who, through their active criminal 
role, are able to influence other children and young people to commit offenses. 
They were identified using built-in analyses in ANB to identify the most cen-
tral or “active” individuals. The yellow group largely overlaps with the group 
the crime prevention unit usually works with (young repeat offenders), and in 
2019, there were 20 young people aged 14–17 in it. The red group comprises 
those who appear to be criminal role models. They are over the age of 18 but 

9781035323029_bookpdf.indb   739781035323029_bookpdf.indb   73 1/9/2025   2:20:54 PM1/9/2025   2:20:54 PM



Critical perspectives on predictive policing74

are linked to minors in the police registers and can encourage children and 
young people to commit criminal offenses. In 2019, there were 19 of them on 
the red list.

The criminal role models are the same target group as the most quanti-
tatively active criminals. For example, 10 of the 14 most active individuals, 
who were involved in many criminal cases, are included in the list as yellow 
or red candidates. KIBU is thus a prioritization method less heavily based on 
“objective” data points. However, the interpretation of these is associated with 
a theoretical understanding of the causes of crime. The list of green candi-
dates labeled with risk indicators was then sent to the CP unit, which was able 
to comment on it (so-called “tech-washing”). Meanwhile, the analysts would 
work on a thematic report on certain categories of young people, for instance, 
on girls committing violent acts. Once the CP unit had commented on the list of 
candidates, the analysts finalized the thematic report and the candidate report 
and sent them to the CP unit to help decide interventions. The risk assessments 
of green candidates are therefore important for visualizing young people who 
may develop criminal careers. The young people were visible in the police 
registers since they had registered incidents, relationships, and risk factors in 
the database, while protective factors that were not visible were ignored. For 
CP officers, the yellow and red target groups are just “nice to know” informa-
tion providing an overview of the green candidates’ network, but information 
about them is passed over to the police patrols and youth crime investigators. 
The interviews indicate that this information was neither requested nor acted 
upon by these units.

Actionable Intelligence?

The goal of the intelligence cycle is twofold—to produce actionable intelli-
gence and to be forward-looking. In line with the intelligence doctrine, the 
intelligence report is handed over to the manager, who decides what action 
to take in light of the report, resources, and ideas on what works best. What 
was important for the CP unit was the green candidate list and initiating early 
intervention. One of the interviewees described this as necessary because the 
green candidates were “untouched”:

Yes, they have appeared in the police systems, but no action has been taken, there 
have been no conversations with the parents, no child protection notices have been 
sent, they have just been left there, untouched. (CPO1, 2023)

In such cases, the manager of the CP unit decided to make home visits, com-
bined with police conversation interventions, at an early stage. Police conver-
sation interventions (in Norwegian “bekymringssamtaler,” which translates 
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as “conversation of concern”) are formal conversations, regulated by law, 
between police officers, parents/guardians, and their child regarding concerns 
about the child’s activities. According to Section 13 of the Police Act, children 
and young people “at risk” can be invited to voluntary conversations, but can-
not be summoned to attend conversations, as this requires reason to believe 
that a child has committed an offense.

Police conversation interventions are frequently used in person-oriented 
prevention, but little is known about how they are practiced or their effects 
(however, a recent study provides valuable insights; see Gashi, 2024). One of 
our informants described why the head of the CP unit considered police con-
versation interventions valuable:

… Our statistics are very low for police intervention conversations, compared with 
[unit] and [unit] in Oslo. They have carried out many more than us … And then it 
was my manager who said that we should at least do police conversation interven-
tions. And I’d always been skeptical about that, ever since I started working in the 
police. And that’s when I thought that we could do them, and we’d find out if they 
worked. (CPO1, 2023)

Several analysts and CP officers said in interviews that they considered it ques-
tionable and resource-intensive to conduct home visits at such an early stage 
in young people’s lives. One of the analysts thought it preferable to pass on 
significant information about young people to social services. Whether anyone 
declined the home visits and conversation interventions was neither problema-
tized nor discussed explicitly in the internal evaluation, indicating that ethi-
cal considerations related to the voluntariness of home visits and conversation 
interventions were ignored.

As mentioned, in 2019, 66 young people with varying risk scores were 
included in KIBU as green candidates by intelligence analysts. The majority, 
50, received home visits/conversation interventions, and this even included one 
additional young person. This indicates that the CP units not only ignored the 
prioritization and assessment based on the indicators suggested by the analysts 
but were also open to adding individuals not on the list. There was therefore 
a strong focus on police measures, which were almost automatically imple-
mented across the whole list, regardless of the risk score. This was criticized 
by the analysts:

Because I completely agree that the danger here is that intelligence agencies, by 
using indicators, contribute to further stigmatization: if, say, you deliver the prod-
uct to the CP unit, and they take it at face value and just go straight to the young 
person, showing up at the door, in uniform, for example, and talk to them. But we 
didn’t necessarily think of measures in that way, and I understand that there is a lot 
of concern about that part. How the police choose who to target is one thing, what 
they do with that information is another. (IA3, 2023)
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In the conversations, the CP officers focused on matters such as significant 
milieus and/or rules in the home. So-called family agreements (informal “con-
tracts”) could also be made, in which it was laid down what children should 
do themselves and the parents’ responsibilities, such as agreeing on what 
time children should get home (like a curfew). It could also mean that parents 
allowed the police to talk to representatives of the child’s school.

After the home visit, there might be other preventive measures, such as 
notifying child protection services. KIBU set out to monitor candidates and 
register undesirable incidents for 12 months after the report and to take appro-
priate measures promptly. It was up to each individual CP officer to assess 
what he or she considered to be an unwanted incident for the person they were 
monitoring. Various teams in the unit were responsible for this work. Since 
adverse events were interpreted in different ways, there were also variations in 
follow-up, with some being monitored more closely than others. One goal was 
to evaluate the effect of the follow-up, but several factors made this difficult. 
For example, the CP unit which initiated the project had no control over how 
the patrols followed up with the young people on the yellow and red lists.

It was desirable that the effects of KIBU should be measured, but this vari-
ation in the practice and recording of the follow-up reduced the value of the 
evaluation. The internal evaluation even concluded that follow-up work after 
the first home visit did not fulfill its purpose, as there was great variation in 
how this was coordinated and implemented.

More systematic use of databases and data analysis means that young people 
who are registered in police systems are seen, assessed, and dealt with. This 
was described as a “safety net” by CP officers. To some extent, this safety net 
may appear to have acted as a reassessment or “second opinion,” as the selec-
tion included young people from one year ago. However, the starting point for 
rapid intervention was when the CP unit received the report, which did not help 
achieve a rapid response, as the report was delivered quarterly.

The project was deemed successful in the evaluation report in that 91 per-
cent of the candidates had not previously been subject to assessments or pre-
ventive measures, and that the ability to identify and work with vulnerable 
young people had increased considerably. The year 2019 also saw a sharp 
increase in the number of police conversation interventions. Enthusiasm was 
also expressed in interviews regarding the way the system made “unknown 
young people” visible.

When the first report came, we had a child protection consultant working with us, 
and she looked at the green [candidates] and said, we don’t know 80 percent of 
those. So it was like a hallelujah atmosphere. Now we have done something, now we 
have been really clever. Same with these yellow candidates, the young people who 
were most active, we knew them. But with intelligence making a report on them, we 
got an overview of how active they actually were, and where they were active and 
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things like that. And then there were these red candidates, we also knew them, but 
there were several of them that we didn’t know that like “wow, you obviously spend 
a lot of time with kids.” We were not aware of the extent. (CPO1, 2023)

However, the evaluation also shows that some of the young people (six out of 
67) had already had follow-up interventions, suggesting that the young people 
identified in the project (especially in the first year) may have already been 
assessed by CP officers. This was also confirmed in the interviews:

Yes, what we experienced, or at least the way I experienced it when it started, was 
that we already had a lot of contact out in society, compared to what the intelligence 
in the office had. So, intelligence obtained information based on systems, while we 
obtained information based on what came in from various partners. And we saw 
that we were often already taking measures against the individuals who had been 
selected by KIBU. So that was why, in a way, it just confirmed that we were moni-
toring the right people from a system-based perspective. But often we already had 
measures in place, or had already assessed many of those [candidates], which we 
did not prioritize on the basis of age and such. (CPO3, 2022)

Three points can be drawn from how the CP unit interpreted the KIBU report 
as actionable intelligence. First, it is possible that the visibility of the green 
candidates made some CP officers eager to follow them up, or to increase the 
“statistics.” Intelligence aims to be action-oriented, and action was taken, but 
without considering its negative effects. Secondly, this action-oriented reac-
tion was reinforced by the strong propensity of police culture to react fast. 
In its evaluation, the CP unit is primarily concerned with counting the num-
ber of home visits/conversation interventions and assessing how quickly these 
were completed. The average completion time is thus divided by the number of 
home visits to “see which team has worked most efficiently.” Home visits with 
conversation interventions became a proxy for effective prevention work in 
the project, in line with the traditional view that rapid responses reduce repeat 
crimes. The interventions became ends rather than means. Thirdly, having a 
list of targets may also have triggered a precautionary approach by CP officers 
(Flyverbom, 2022).

From Personal Archives to Accountability

As part of a police reform, there was major centralization and reorganization 
of work in the Oslo Police District in 2016: some police stations were merged, 
as were two crime prevention units. Because of its central location, one of 
these units had previously focused on nightlife, violence, pickpocketing, and 
robbery, rather than on young people. The other unit, also centrally located, 
did more traditional work with young people, focusing on establishing trust, 
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dialogue, and prevention of substance abuse. The interviews reveal how this 
difference in institutional crime prevention logic led to disagreement in the 
merged CP unit. Some of the officers feared that the KIBU project would lead 
to less autonomy and discretion in prevention work.

And in fact, it didn’t go completely smoothly. There was a lot of professional pride, 
which led to a few collisions. But it worked out, when I look back. So, I think many 
mergers have actually worked worse. But there was great professional disagree-
ment, I remember, about what should be done and how to prevent crime. (CPO1, 
2023)

We can also see these changes in institutional logics (see Thornton, Ocasio 
& Lounsbury, 2012);in research on community policing—in, for instance, 
Terpstra and Salet’s (2019) description of the introduction of management 
control over community policing in the Netherlands police. They found that 
all kinds of new measures had been introduced to formalize and standardize 
work processes, leading to internal conflicts between different approaches to 
prevention. Community police officers were expected to stop using informal 
methods and instead use “a formal computer program, controlled by a coor-
dinator in the team, to set up an assignment” (Terpstra & Salet 2019, p. 250). 
This instrumentalization of the work has led to conflict between different insti-
tutional logics.

After the merging of the two units, doubts were raised about the tradi-
tional way of working and whether the use of resources was appropriate, as it 
seemed to target young repeat offenders. The Norwegian Intelligence Doctrine 
also required more documentation and sharing of information than the old-
fashioned, individualistic, and more tacit way of preventing crime. This “old-
school” approach, which emphasized experience and autonomy, was criticized 
for systematically neglecting to record information and make assessments.

… some people believed that working for 15 years in the preventive field, in the 
same area, and with all the experiences you get, made them better suited to make 
judgments about whether someone was in trouble, than these cold computers in the 
analysis office. … those who had been working for a long time were very nega-
tive about KIBU. They thought it was painful and difficult and they were not used 
to registering their information. After all, these were people who kept things in 
binders, or in their own folders on their computer. … I remember asking if I could 
access their folder and just look at the ones I was researching. And I remember I 
was told no, that I wasn’t welcome to do that. (CPO1, 2023)

Before the KIBU project, CP officers stored information about young peo-
ple in their personal archives, and it was not available to colleagues. Even if 
the young people were assessed or followed up, these assessments were pri-
vate and not shared. Much of the CP officers’ knowledge was invisible, as one 
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interviewee put it: “The CP officers keep it in folders and on post-it notes, like 
... or in some cases, just in their heads” (WG1, 2022). The established way of 
working was also criticized for arbitrary use of information recorded in police 
systems, depending on what officers chose to bring to parole meetings, for 
example:

So, in 2018, when this started, we did not use the police systems available. Or we 
did not exploit the potential of the systems. … It was completely arbitrary how it 
was done. Yes, we probably uncovered a lot there. But we didn’t do much more with 
that information. (WG2, 2022).

They may have uncovered a lot, but it was arbitrary how this knowledge led 
to intervention. This “old-school” practice differs not only from the analyti-
cal approach of the intelligence unit, but also from the new institutional logic 
adopted by certain crime prevention officers, which led to the move of infor-
mation from personal files to the police criminal intelligence system.4

CONCLUDING DISCUSSION: IGNORANCE AND 
ACTIONABLE KNOWLEDGE

KIBU was a new approach that used intelligence to decide priorities in youth 
crime prevention, in the interest of early intervention and implementation of 
preventive measures for those at risk of developing a criminal career. Our 
analysis shows how the need for KIBU arose from the lack of systematic work 
in the CP unit. Collaboration with intelligence helps structure person-oriented 
work and record assessments that facilitate evaluation and control and increase 
accountability of assessments of young people. However, CP officers also expe-
rienced that the increased documentation led to a loss of autonomy and what 
they perceived as the deprivation of discretion. As Bowker and Star (1999, p. 
30) argue, “[l]ike any other classification scheme that renders work visible, it 
can also render surveillance easier.” The analysis has also highlighted igno-
rance, in the form of contradictions and blind spots, in several steps of the 
intelligence process. This is revealed in both individual and collective practice 
due to the intelligence doctrine’s requirement that previously tacit knowledge 
should be codified.

Hamilton (2021) discusses several sources of bias regarding what is vis-
ible in predictive police models for assessing people “at risk,” and these are 
also evident in the case of KIBU. Sampling bias can arise from the use of 
(non-representative and potentially discriminatory) historical data as well as 

4  There is no “preventive system,” and thus CP officers use systems meant for 
intelligence, operational work, or investigation.
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convenience sampling (readily available rather than “ideal” data). In addition, 
proxies for crime (e.g., peers, reports, arrests) and failure to address errors or 
inaccuracies (e.g., the misrecording of persons involved) can lead to erroneous 
assessments. Another source is feedback loops: a rise in recorded incidents in 
areas after the police have increased their efforts, for example, may increase 
intervention in the area. All these biases are relevant to the case at hand. We 
have also shown the importance of the existence of ignorance at various levels, 
due to differences in occupational cultures, institutional logics, and values.

When using (selected) indicators associated with crime, many people will 
have risk factors in their lives without committing a crime—a point that was 
discussed by interviewees but not recognized as having much importance. 
What was ignored is that classifications are powerful technologies, and “clas-
sification should be recognized as the significant site of political and ethical 
work that they are” (Bowker & Star, 1999, p. 319). Instead, emphasis was 
placed on identifying green candidates, all of whom were perceived as “suit-
able” for early intervention. The CP officers, therefore, ignored the risk scores 
and (alleged) likelihood of developing a criminal career and overlooked the 
risk assessments found in intelligence reports. Indicators associated with 
crime were used loosely and emerged as elusive concepts interpreted in vary-
ing ways, or even ignored or overlooked, sometimes due to a lack of data. 
There is a general lack of data on alcohol, but no correspondinglack regarding 
drug use, which shows how police data is biased. While there was skepti-
cism about the use of formal intervention conversations, they are the kind of 
“countable” measure favored by management. In the absence of proportional-
ity assessments, the KIBU project meant preventive measures targeted more 
individuals than necessary, in what was a “low-risk” group.

Because CP officers traditionally lacked a culture of sharing assessments 
and decisions, concerns have been raised about the subsequent use of interven-
tions. The fact that they had not known about a large proportion of the “green 
candidates” one year previously may result from a lack of documentation or 
assessment sharing (the “old school”), rather than from assessments never being 
made. The lack of documentation of assessments in the unit, making them 
“invisible,” may make it seem that many young people were “undetected.” This 
might happen in two ways. One possibility is that they were assessed but that 
no preventive measures were considered necessary (e.g., because they were 
“too young or old,” as mentioned in one of the quotes) and this was not docu-
mented. On the other hand, some preventive measures will be “visible” (for 
example, reports to child welfare services sent by a system), while such meas-
ures as home visits or informal conversations with parents, or conversations 
with child welfare services, may have been carried out but not documented. 
The candidates subject to the latter measures might appear “untouched” in the 
system and appear (by KIBU’s definition) suitable for preventive measures. 
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Young people who may have been assessed at an earlier stage as not need-
ing follow-up were now receiving home visits through KIBU. The project’s 
effectiveness was largely measured by and made visible through the number of 
home visits/conversations that took place and how quickly these were carried 
out, as well as by whether any subsequent undesirable incidents were detected 
and acted upon. This focus on measurement and desire to manage visibility 
effectively has led to a disregard of uncertainty about the effects of the meas-
ures or who they may be suitable for (despite informants expressing skepticism 
about police conversation interventions), as well as uncertainty about whether 
the “candidates” have actually been assessed in the past (although this has 
not been documented). This can be described as “known unknowns” and thus 
what we refer to here as ignorance. Several young people might have been 
overlit or overexposed by the new practice (Flyverbom, 2022).

In addition to a “predetermined” approach to home visits, the plan to follow 
up on each candidate for 12 months was not carried out. Of the 50 young peo-
ple who received home visits, 16 were registered as involved in “undesirable 
incidents” after the home visit in 2019. This means that around two-thirds of 
the green candidates have not been registered as associated with new inci-
dents, while around one-third have been linked to new “negative incidents.” 
This may partly be due to inadequate registration. Five of these 16 were then 
followed up, but it seems unclear why these young people were selected. A 
possible reason could be resistance from police officers due to disagreement 
about the use of resources and whether the project was worthwhile. We have 
also shown how ignorance can appear in the form of resistance to, or limits 
placed on, knowledge (Proctor, 2008). For instance, a selective approach is 
taken to making use of information or information-based outputs.

The risk of labeling and stigmatizing, together with inevitable uncertainty, 
points to a need for ethical considerations and proportionality assessments. 
The latter has not been an explicit part of the police culture regarding pre-
ventive work. Intelligence, as a standardized process, aims to make visible 
the premises of assessments and recommendations. Subjective assessments of 
“negative incidents” become crucial. This is important since assessments of 
(real-life) individuals as potential offenders can be identified based on officers’ 
ideas, perceptions, experiences, or what’s recorded. Local knowledge is impor-
tant in the first case, and it was prominent in KIBU. However, no more data 
was collected on what was left unanswered by the available data or knowledge.

Our analysis points to an increased emphasis on the police record in preven-
tive policing. Science and technology studies, in which objects or non-human 
things are assumed to “make a difference in the course of some other agent’s 
actions,” suggest that the perspective on discretion goes beyond the classi-
cally discussed human factors of police decision-making (Dymond, 2020). 
Marciniak (2023, p. 453) contends that “artifacts do not determine their use 
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through some inherent properties, nor do their uses depend solely on the users’ 
interpretation of the object.” Aradau and Blanke (2017) argue that the digital 
prediction method redirects the police’s preventive work from an emphasis on 
long-term effort to one more about short-term decision-making in near real 
time. In this case, the registration and visibility of data clearly led to an urge 
for action and concern that the intelligence needed to be followed up. On the 
other hand, this urge to act was perceived as problematic by the old-school 
CP officers. The findings highlight how technological resources are crucial 
to the co-constructive production of risk. Other software packages will work 
differently, and other prediction algorithms will be more automated. Similarly, 
other sociopolitical contexts will present different problematizations. This pro-
vides ample scope for studying person-based predictive policing as a situated 
practice.
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INTRODUCTION

This chapter delves into the evolutionary trajectory and alternative futures of 
predictive policing. Our main claim is that this emergent phenomenon could 
be considered a relevant instantiation of fundamental social transformations 
related to the increasingly predominant use of predictive data analytics in law 
enforcement. We argue that predictive policing must be understood as a para-
digm of deep and broader social change that societies and people undergo con-
cerning the increasing diffusion of new data technologies in various domains 
of social life.

As we will explain, the central theme of this book – anticipating proof and 
predictive policing – is approached by introducing the theoretical framework 
provided by what is known as the morphogenetic approach to social theory 
as a model for studying the multiple and complex factual and temporal fea-
tures of the phenomenon in question. From our perspective, the morphoge-
netic approach provides the conceptual and methodological tools to study 
the change process of the emergence of predictive policing and allows us to 
envision alternative futures for its further development. Therefore, we align 
with the prevailing assumption in data studies, which posits that infrastruc-
tural shifts such as the introduction, implementation, and utilisation of data 
and predictive analytics – the application of mathematical and quantitative 
approaches, predictive approaches, predictive analytics, and other analytical 
techniques in law enforcement to identify potential criminal activity – occur 
concurrently with broader social, cultural, and structural transformations. We 
hope that the approach outlined in this chapter contributes to the fields of data-
based law enforcement and digital transformations by helping to estimate the 
critical consequences of data technologies on societies and individuals’ lives, 
which is the central focus of (critical) data studies. Furthermore, our goal is to 
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offer a conceptual-methodological framework that facilitates the examination 
of the underlying mechanisms of these change processes, whether they mani-
fest in intended or unintended, positive, negative, or neutral consequences.

In this chapter, our primary focus is on applying the proposed approach 
to illuminate changes in policing associated with the widespread adoption of 
predictive data analytics. However, we foresee its broader applicability in elu-
cidating shifts across various data analytics applications and domains. Firstly, 
predictive policing serves as a valuable example, shedding light on the dual 
nature of social datafication as a catalyst for both positive outcomes, such 
as faster and more efficient decision-making, and potential negative conse-
quences, including various kinds of risks and harms to individuals and society. 
Secondly, predictive policing offers an excellent case study to delve deeper 
into the multifaceted temporal aspects of social change processes. This explo-
ration spans micro-level shifts in decision-making based on historical data, 
meso-level transformations within police organisations’ culture as they adopt 
data-based decision-making, and macro-level societal changes that impact 
interactions between the police, a welfare institution, and citizens. Moreover, 
it encompasses cultural shifts in people’s perceptions of safety, security, and 
policing, as articulated in connection with the implementation of emerging 
data technologies in everyday life situations. These expressions, in turn, play a 
significant role in shaping the principles, norms, and functions associated with 
these technologies in the future.

In the following sections, we will first present an overview of the social 
morphogenesis approach as a prospective framework for analysing and inter-
preting fundamental social changes. Subsequently, we will demonstrate its 
application to scrutinise the social transformations associated with the intro-
duction and implementation of predictive analytics in law enforcement. In the 
third part, we will illustrate the practical application of the social morphogen-
esis approach through empirical studies, highlighting its efficacy in explain-
ing the evolving landscape of police work and the societies intertwined with 
emerging data technologies.

SOCIAL TRANSFORMATION AND THE 
MORPHOGENETIC APPROACH

In this chapter, our goal is to complement previous perspectives on predictive 
policing. We will use the social transformation approach as a framework for 
better understanding and explaining the dynamic change processes related to 
the introduction of predictive analytics in law enforcement.

Although the emergence and introduction of new analytic methods in polic-
ing include the potential for changes in society or organisation, we still do 
not know why and when the outcomes are positive, like higher security, or 
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negative, like the discrimination of certain population groups due to their 
under or over-representation in the underlying databases. We suggest that the 
social transformation approach, which this chapter is based on, provides a 
good framework and alternative for explaining these unknown change mecha-
nisms. Therefore, in this chapter, we understand predictive analytics as not just 
a driver or outcome of social changes, but as a change process itself – introduc-
ing new methods in law enforcement entails changes in the societal readiness 
for and trust in data technologies, shifts in police organisations to use data-
based solutions, and learning new data literacy skills for successfully coping in 
the new datafied world. This approach entails a comprehensive exploration of 
predictive policing to examine the interrelated social processes involved and 
their role as a catalyst for profound social change.

The previous approaches to predictive policing have already mapped the 
variety of introduced analytic techniques, including data analysis platforms 
(Hälterlein, 2021; Egbert, 2019; Wilson, 2019). Additionally, prior approaches 
have delved into the analysis of predictive policing as a form of reform in 
police institutions (Shapiro, 2017) and critically examined the potential soci-
etal consequences associated with the introduction of predictive analytics 
(Polack, 2020; Scannell, 2019; Brayne, 2017; Ferguson, 2017). While the tem-
poral aspects of predictive policing have been emphasised in prior research 
(Leese & Pollozek, 2023; Kaufmann et al., 2019; Karppi, 2018), we still lack a 
systematic framework for analysing the introduction of predictive policing as a 
comprehensive social change, an essential aspect that inherently accompanies 
it.

We argue that the introduction of emerging data technologies in law enforce-
ment doesn’t solely result from deliberate efforts by some actors to enhance 
law enforcement efficiency, nor can it be understood as just the “natural” unin-
tended consequence of some big structural trend that is making data technolo-
gies increasingly widespread in all domains of social life. Rather, it should be 
regarded as an integral component of ongoing social transformation processes. 
These complex processes encompass shifts in underlying technological infra-
structures, interconnected social and cultural changes associated with polic-
ing, and the evolving principles and conceptions of the role of law enforcement 
in society. All these factors are strictly interwoven with the intentional actions 
and strategies of individuals and social groups, along with their interests and 
identities. Therefore, the social transformation in question must be understood 
as the complex unravelling of tensions arising at the intersection between pre-
dictive policing and broader societal dynamics. A conceptual framework is 
needed that allows us to navigate the intricate historical processes entwined 
with the implementation of predictive policing. Such a model must help to 
elucidate both intended, deliberate social changes and unforeseen disrup-
tions within that continuous transformation. These disruptions may introduce 
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potential risks and harms, as well as tensions and frictions that necessitate 
thorough exploration and analysis. Yet, given our current lack of understand-
ing regarding the reasons and mechanisms behind the varied outcomes stem-
ming from the introduction of novel predictive analytic approaches in law 
enforcement, there arises a necessity for a new framework. This framework is 
essential for a more comprehensive understanding, explanation, and prediction 
of the applicability of these approaches in policing.

As mentioned above, the idea is that realist social theory, more precisely 
the morphogenetic approach, can be a useful toolkit for this enterprise. In the 
context of social morphogenesis, a realist perspective posits the existence of 
underlying, objective forces propelling social changes, emphasising that these 
transformations are not exclusively contingent upon subjective interpretations. 
Although we do not know what these objective forces are and how they are ini-
tiating social changes, the realist perspective suggests a theoretical and meth-
odological framework for uncovering these hidden driving forces. Conversely, 
a non-realist or constructivist standpoint could contend that social phenomena 
are shaped through human perceptions, language, or cultural frameworks. This 
perspective asserts that there is no objective reality existing independently of 
these social constructions. It is, therefore, necessary to introduce at least the 
essential tenets of such a realist theoretical and methodological approach, after 
which we can go on to illustrate how it can be deployed to study the particular 
social facts of predictive policing.

The social morphogenetic theoretical framework has been elaborated in the 
longstanding work of Margaret Archer (Archer, 1988, 1995), and then vari-
ously developed and applied (e.g., Archer & Maccarini, 2021; Masso et al., 
2020; Maccarini, 2019). The term “morphogenesis” refers to those processes 
which tend to elaborate or change a system’s given form, structure, or state, 
in contrast to “morphostasis”, which indicates those processes in a complex 
system that tend to preserve the above unchanged. This is why the approach 
in question has been called “morphogenetic/morphostatic” (hereafter M/M), a 
phrase used to emphasise that in principle neither of the two possible outcomes 
has priority over the other. This work lies at the ground of the present study, 
although we would accept that in principle there can be realist social theories 
that are not morphogenetic, as well as non-realist conceptions of social mor-
phogenesis. What case can be made about their relationship lies beyond the 
scope of the present chapter.

In the first place, the M/M approach is not a substantive theory, and it does 
not offer an interpretation or explanation of any concrete social fact. It is an 
explanatory framework, which complements the realist philosophy of (social) 
science and provides guidelines for specialised practitioners to explain the 
problems they wish to study. The approach is meant to account for the social 
origins of emergent social entities, their emergent properties, and the social 
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outcomes of their complex interactions. Hence, we employ the M/M approach 
not merely as a conceptual or methodological framework for understanding 
but also as a meta-analytical framework for empirically analysing and explain-
ing the fundamental social transformation processes associated with emerg-
ing analytical data technologies. We have visually depicted this framework 
on the complex social change processes in Figure 5.1 and will provide a more 
detailed explanation below.

Three basic concepts underpin the theoretical frame. One is (a) analytical 
dualism. In the M/M perspective, the social is conceived of as a stratified 
reality constituted by two different, mutually irreducible dimensions, namely 
structure (including cultural structures) and agency. This distinction is use-
ful for analytical purposes, that is, to be able to analyse social structures and 
agential doings as well as to gain insight into their interactions. In addition, 
such a distinction is grounded in a realist social ontology, according to which 
each layer of social reality is endowed with (b) emergent properties of its own. 
Consequently, the two dimensions exert different kinds of causal powers – 
ones that vary independently of one another and are factually distinguishable 
over time. These properties cannot be explained by morphogenetic accounts, 
because the reason why a certain social entity possesses emergent proper-
ties always depends on the existence of a specific set of synchronic relations 
between the parts. Morphogenesis explains the development of such a set of 
relations over time, but the operation of a causal power at any given moment 
depends upon the presence of those relations at that specific moment in time. 
Thus, the temporal element in the explanation of emergence must always be 
complemented by (c) a synchronic relational element. A full-blown version 
of the M/M approach has the ambition to account for both the diachronic 
development of such systems or entities and the synchronic presence of those 
parts in those relations at those specific moments, which are responsible for the 
properties possessed and the causal powers exerted by the entities in question. 
Although all structural properties found in any society are continuously activ-
ity-dependent, it is possible through analytical dualism to separate structure 
and agency and thereby examine their interplay to account for the structuring 
and re-structuring of the social order (see Figure 5.1).

Let us clarify that the M/M approach considers the distinction between 
“structure” and “agency” as an ontological process involved in construct-
ing reality, rather than solely an epistemological process related to creating 
knowledge. To be sure, structure and agency are crucial for each other’s for-
mation, continuation, and development, yet they are defined as different kinds 
of emergent entities, as is shown by the differences in their properties and 
powers. Moreover, the two dimensions operate diachronically over different 
periods because (i) structure necessarily pre-dates the action(s) that transform 
it and (ii) structural elaboration (or morphostasis) necessarily post-dates those 
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actions. Therefore, structure, the cultural system – which is itself autonomous 
from social structures – and agency continually emerge, intertwine, and rede-
fine each other. This is what Archer means when she says that all social phe-
nomena “come in a SAC”. The M/M models this complex process in such a 
way as to make it tractable to empirical investigation, by breaking up the flow 
of events into three phases, according to the formula <Structural Conditioning 
→ Social Interaction → Structural Elaboration>. Each such tripartite sequence 
carves out one morphogenetic cycle.

It can now be helpful to spell out how the model works. The starting point 
of sociological analysis is a given social fact, which must be explained. For the 
M/M approach, this involves proceeding backward, from a present moment 
in time (T4) in which some causal powers are seen at work, to the past. Past 
actions are indispensable in explaining how structures came to be organised 
the way they are at any following moment, but not in accounting for the fact 
that they have relatively enduring properties, with related causal powers. As we 
said above, this depends on the set of synchronic relations among those struc-
tures, although we would readily admit that any social entity embedded in each 
synchronic relational constellation is also the carrier of features and meanings 
that are only understandable in terms of its history. This, in turn, complicates 
the emergent effect one can expect from said relational configurations.

Be that as it may, the backward movement reconstructs the interaction that 
took place at a certain time (T2 to T3). Structural relations, transmitted to 
agents (as always) by shaping the situations in which they found themselves, 
account for both their motivation and the strategic actions adopted. This 
results in a theoretically orientated narrative about who did what, why, in what 
circumstances, who had what resources to bring to bear, etc. However, analyti-
cal completeness requires the structural contextualisation of such interaction, 
initiated at T2. Therefore, it is necessary to broaden the temporal frame and 
return to the conditioning factors that were in place as the situation at a previ-
ous moment (T1). Such is the prior structural context that conditioned inter-
action between T1 and T2. For example, it is necessary to consult the prior 
distribution of various types of resources, constraining certain participants to 
act in a certain way.

When a morphogenetic cycle ends, by issuing in structural elaboration or 
structural reproduction, not only is structure transformed but so is agency, 
as part and parcel of the same process. Archer calls this double morphogen-
esis. As it reshapes structural relations at any given T4, the agency is inevi-
tably reshaping itself: relations of domination and subordination arise or are 
disrupted; changes affect the vested interests of the various agents involved; 
new roles and positions are created, or come to be occupied by some and not 
by others (see in Figure 5.1 the agency involved in each phase and change 
represented by the circle around the agent). Novel situations emerge, which 
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constrain the projects of some agents and enable the projects of others, yet are 
significant for the motivation of all.

To this scheme, the cultural system is added, with its internal relationships 
of contradictions and complementarities (see dotted lines in Figure 5.1). A cul-
tural system has an objective existence and particular logical relations among 
its components (doctrines, theories, beliefs, and single propositions), while the 
socio-cultural level (S-C) depends upon causal relations; that is, the degree 
of cultural consensus produced through the ideational influence of one set 
of people on another through multiple techniques, ranging from argument to 
persuasion, manipulation, distortion, and mystification. The relations between 
them form the three phases of a cycle made up of <Cultural Conditioning Þ 
Socio-Cultural Interaction Þ Cultural Elaboration>. The complete M/M model 
comprises the complex interplay of these two analytical cycles.

In the following sections, we utilise this theoretical framework to elucidate 
the shifts in policing connected with the integration of predictive analytics in 
law enforcement. Additionally, we explore the fundamental social changes that 
both accompany and parallel these shifts.

THE SOCIAL MORPHOGENESIS OF PREDICTIVE 
POLICING

A morphogenetic analysis of predictive policing would advance empirical 
social science. Previous applications of the approach in question have suc-
cessfully employed it to examine rapid and fundamental societal changes in 
politics, society, and economics.

Examples can be found in the study of macro-social dynamics in Eastern 
and Central European countries (Masso et al., 2020), as well as in the domain 
of algorithmic approaches across various social contexts, with the challenges 
they entail (Archer & Maccarini, 2021; Braun et al., 2021; Donati, 2021). 
Nonetheless, the current endeavour marks the first systematic attempt to apply 
this theoretical and methodological framework to analyse the social changes 
associated with predictive policing. While some robust approaches to digital 
social transformations have predominantly focused on intricate systemic and 
macro-level shifts (Kanger, 2016; Perez, 2010), others have underscored the 
pivotal role of human agency (Kennedy & Moss, 2015), in shaping the values, 
understandings, and cognitions that steer social transformations brought about 
by predictive policing. The M/M approach allows for the development of a 
more comprehensive explanatory model. We contend that to fully understand 
and elucidate the multifaceted, multilevel, and interconnected processes that 
have not only enabled more effective law enforcement but have also sparked 
tensions and frictions in the application of predictive policing, it is essen-
tial to combine the insights of prior macro- and micro-level, systemic and 
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agency-related approaches, and take this understanding further. The idea is 
that this theoretical framework, when applied to some practical and empirical 
domain, serves as a valuable tool for mapping the interconnected processes of 
change in experiences, practices, norms, and values within law enforcement 
institutions and society at large.

Building on such a conceptual and methodological framework, we inter-
pret predictive policing as an intertwined process of transitions in digital com-
puting technologies on one side, and the principles and practices guiding law 
enforcement in our societies on the other. We posit that the societal changes 
associated with the adoption of automated tools in the law enforcement sector 
are not solely characterised by gradual shifts in the principles and practices of 
policing but are inherently embedded within broader and fundamental social 
transformations that societies continually undergo. This transformative pro-
cess entails the replacement of previously dominant modes of public admin-
istration, foundational technical understandings of welfare service processes, 
and computational tools with new practices and perceptions.

Our perspective doesn’t assume that the transition from “old” to “new” prac-
tices necessarily results in quantitative shifts, such as a guaranteed increase 
in societal security or the introduction of entirely novel perspectives on law 
enforcement. Rather, we propose that the interconnected changes in social 
computing and law enforcement are prompting discussions, agreements, or 
conflicts concerning norms related to security, safety, and transparency, as 
well as values, including both public values and individuals’ social values, 
associated with justice, sustainability, and equality. These discussions and 
disputes form the basis for emerging practices in predictive policing and the 
development of new structures, like data-informed law enforcement models.

Let us illustrate how the core elements of the selected theoretical and 
methodological framework – structure, culture, and agency – and the related, 
intertwined morphogenetic cycles can provide an analytical scheme to study 
predictive policing practices, law enforcement, and the incorporation of data-
based tools and methodologies in these domains (see Figure 5.2).

Based on this framework, the primary driving force behind social transfor-
mations is the diverse array of human actors, as depicted in the (“Agency” in 
the figure), often referred to in the context of data studies as the triple agency 
(Masso et al., 2022; Masso & Kasapoglu, 2020; Kennedy & Moss, 2015). 
These include experts such as data analysts, software developers, and law 
enforcement professionals responsible for developing predictive policing mod-
els, as well as team leaders and policy experts who offer guidance throughout 
the development processes (Masso & Kasapoglu, 2020; Männiste & Masso, 
2020; Masso et al., 2022). Additionally, ordinary citizens play a pivotal role 
by providing the necessary data for model training or by serving as end-users 
of the solutions created to address law enforcement challenges, and therefore 
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their imaginaries about the future of the data solutions hold crucial importance 
(Masso et al., 2024). Furthermore, collective actors encompass both private 
and public sector institutions, civil society organisations, and national and 
international associations. Essentially, these human agents are central figures, 
serving not only as recipients but also as initiators of the social transforma-
tions catalysed by predictive policing practices. Yet, following the social mor-
phogenesis approach, these agents also experience substantial shifts in their 
practices, as well as alterations in their understandings of norms and values 
during this transformative process.

All the entities involved participate in established structural processes, as 
depicted in Figure 5.2. These processes encompass various elements, includ-
ing data infrastructure (e.g., data access) and adherence to norms and regula-
tions (e.g., guidelines for developing predictive policing models). Furthermore, 
their actions are deeply interconnected with the surrounding cultural pro-
cesses (represented in the cultural dimension of the full morphogenetic cycle). 
Consequently, when creating predictive policing models, actors find them-
selves within structural conditions and draw upon ideas, values, and norms. 
These continually evolving structural and cultural conditions guide, initiate, 
and prepare individuals, organisations, and societies for change. These condi-
tions, however, remain in a constant state of transformation. These ongoing 
changes occur through social and cultural interactions, resulting in continuous 
and comprehensive changes. These shifts extend to data infrastructure, involv-
ing the introduction, design, and adoption of new data models, for example, 
machine-learning techniques to address law enforcement challenges. These 
transformations also give rise to alterations in cultural values and social norms 
that shape the development of applications within specific institutional con-
texts and the implementation of data models in predictive policing.

Furthermore, it is crucial to recognise that the timing of these changes var-
ies significantly. Some shifts are short-term, spanning from a few months 
to a few years, such as during the data collection and the development and 
implementation of computational models in police work. Meanwhile, others 
fall into the medium-term category, extending from a few years to a decade, 
encompassing technological innovations like the development of explainable 
machine-learning models. The most challenging changes to trace are social 
transformations, which become evident through scrutiny of predictive polic-
ing processes over extended periods, sometimes spanning decades, or through 
comparisons between different stages of change historically, such as compar-
ing practices of introducing data-based solutions in predictive policing across 
countries and law enforcement domains such as street crime or cybercrime. 
Therefore, the morphogenetic cycles to be studied are spread over different 
time scales.
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The manifestation of social changes, as well as the understanding and expla-
nation of these processes, is particularly challenging given that these elements 
are not linearly linked but rather involve relational feedback loops (Lauristin et 
al., 2017; Archer, 2010; Archer, 1995), as depicted by the circular and interre-
lated arrows in Figures 5.1 and 5.2. This implies that the introduction of novel 
structural conditions, such as the adoption of new calculation methods (e.g., 
machine learning), does not automatically result in their utilisation in predic-
tive policing, shifts in law enforcement practices, and changes in state-citizen 
relations. Hence, in the context of predictive policing, an additional temporal-
ity of interest emerges – prediction presupposes the ability to make assertions 
about future processes based on data collected from the past. However, if we 
overlook the inherently relational nature of the social processes involved, we 
may encounter challenges in achieving the desired linear predictive process 
associated with predictive analytics.

It is also important to note that these feedback loops between structural 
and cultural conditions, interactions, and elaborations (illustrated by arrows in 
Figure 5.2), as instigated, guided, and executed by the active agency related to 
predictive policing, do not invariably result in positive outcomes such as new 
qualities in ensuring law enforcement effectiveness and strengthening demo-
cratic principles. The identified interconnections may also give rise to negative 
changes, termed “morphostasis” by Archer or defined as “failed transforma-
tions” by Masso (Masso, 2008). These negative feedback loops include the 
automation of inequalities and injustices, and the legitimisation and recon-
struction of pre-existing power hierarchies within societies, as observed in 
numerous prior studies and empirical instances of applying data-driven solu-
tions, algorithms, and automation in the field of predictive policing (see, e.g., 
Eubanks, 2018; Couldry & Mejias, 2019; Eubanks, 2018; Taylor, 2017; O’Neil, 
2016). We also contend that situations are plausible where feedback loops tran-
spire in a manner that reproduces the same structural conditions and cultural 
assumptions, such as resistance to new principles, practices, values, and norms. 
Consequently, the introduction of computational methods does not necessarily 
result in changes in the predictive policing system.

Next, we explain how the feedback loops in social transformations have 
led to changes in the ways law enforcement is practised, how the experiences 
of policing have been expressed, and how values and norms related to the 
introduction of data-based predictive policing approaches have supported 
these change processes. Alternatively, we will discuss how the tensions and 
frictions are expressed as “failed” forms of transformations toward a more 
secure society through predictive policing. Following this, we are particularly 
interested in indicating how introducing novel computational tools and experi-
menting with them has led to different possible futures in law enforcement (T4 
in the social morphogenesis approach in Figure 5.1). In the next section, we 
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will explain how these change processes related to predictive policing, and the 
related norms and values, have evolved, and what the driving forces have been 
in these transformation processes. In the following meta-analytical overview, 
we delve deeper into the three pivotal stages of social morphogenesis out-
lined in the previous sections. These stages encompass the formation of social 
norms in response to predictive analytics (T1 in Figures 5.1 and 5.2), the intri-
cate interactions between citizens and law enforcement institutions (T1–T2), 
and the vivid imaginations tied to potential future developments (T3).

APPLYING THE SOCIAL MORPHOGENESIS APPROACH 
TO THE STUDY OF PREDICTIVE POLICING

This sub-section relies on the secondary analysis of previously conducted 
empirical studies and applies a mixed-method approach, combining literature 
analysis, analysis of narratives, in-depth interviews, and semi-experimental 
eye-tracking studies. We employ the conceptual framework introduced in the 
preceding sub-chapters to empirically clarify the mechanisms driving shifts 
in law enforcement. Our objective is to illustrate, through empirical cases, the 
fundamental changes in the understanding of security, policing, and prediction.

We believe that the introduced social transformation approach will allow 
us to have a nuanced understanding of the conflict between predictive polic-
ing’s reliance on past data and the futuristic orientation of the social trans-
formation approach that prioritises social expectations, changing norms, and 
values. As policing evolves from traditional practices to data-based predic-
tive approaches, the shifts are not isolated from the social context in which 
they operate. Instead, they are deeply entwined with the ever-evolving under-
standing of social norms and values in these data analytic applications. In this 
dynamic environment, social norms governing the conditions and prerequi-
sites for decision-making about what is considered right or wrong, along with 
the social values related to security and safety, are tightly intertwined and 
subject to change. Hence, by scrutinising three distinct cases, our objective is 
to delve into the significance of societal changes in shaping perspectives on 
predictive policing and understanding the interrelated dynamics.

Example of Structural and Cultural Conditions: Data Infrastructure 
and Social Norms

First, we will investigate the structural and cultural conditions, as measured 
in our studies, but not only, with the social norms on the data and data analyt-
ics when implementing a predictive policing approach (please see also T1 in 
Figures 5.1 and 5.2). We base our explanation on a semi-experimental study, 
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where we employed a combination of in-depth interviewing and eye-tracking 
techniques (Kasapoglu & Masso, 2024).

The approach allowed us to elucidate the cognitive perceptions of various 
data technologies used in policing, as well as the freely expressed meanings 
attributed to these technologies and experiences. Exploring cognitive per-
ceptions enables us to reveal the automated, frequently latent, and implicit 
thought patterns that underlie data-mediated and automated decision-making 
processes. Our experimental study explored how international students from 
20 different countries perceive different forms of data that are shared with 
relevant authorities to cross borders. As travellers who often cross borders, the 
perspectives of international students provide rich insights into how data is 
understood in different contexts and by different people. We provided images 
of different forms of data that are collected by the authorities. The examples 
incorporated in the study depict various items such as passports, bank state-
ments, proof of accommodation/tickets, eye scans (biometrics), COVID-19 
vaccination certificates, and social network analyses. It is important to note 
that these items are not strictly data types; rather, they encompass documents 
or analyses that either present or are derived from data. However, for the sake 
of linguistic simplicity, we will collectively refer to them as data types here. 
We considered clicks (participant choices) and eye movements to understand 
which data types received more attention from the participants and then fol-
lowed with interviews to discuss their perspectives (see an example of the 
viewing behaviour in our study as presented in Figure 5.3).

In our study, we operated under the assumption that shifts in social norms 
and their evolution can be observed by analysing people’s perceptions of the 
passport – a document intricately linked to personal data. The term “passport” 
itself originally referred to a document granting safe passage through territo-
ries within a single state, often issued for political or administrative purposes 
(Torpey, 2000). The idea of a passport as a form of identification and permis-
sion to travel internationally gained momentum in the 20th century, mainly 
driven by two World Wars, the need for border control, and the emergence of 
nation-states (Anderson, 2000). Yet, a passport as an identification document 
also went through immense changes, and what started as a simple letter to 
provide security to a few selected officials turned into a document in which 
advanced technologies and biometric data are integrated. Passports were not 
initially conceived for purposes of international travel, but rather as a tool for 
state surveillance and control within the context of early modern Europe.

Therefore, a passport serves as a tool for law enforcement bodies to verify 
the legality of individuals’ cross-border movements. Nevertheless, given the 
substantial changes in this document, its associated data, and the evolution 
of data collection practices over recent decades – such as the inclusion of bio-
metric data – we posit that people’s perceptions not only reflect shifts in data 

9781035323029_bookpdf.indb   979781035323029_bookpdf.indb   97 1/9/2025   2:20:54 PM1/9/2025   2:20:54 PM



Critical perspectives on predictive policing98

Note: Authors’ figures based on the study Kasapoglu & Masso (2024).

Figure 5.3  �  Two different trials – the most useful data types collected on 
borders based on eye-tracking data
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infrastructure but also the underlying norms shaping their interactions with 
law enforcement. Furthermore, these perceptions extend to encompass new 
practices, as well as the assessment of fears and risks, as a source for future 
elaborations in implementing predictive policing.

Our study’s findings revealed that the structural conditions of social change, 
represented by the passport as an example of data infrastructure, and the 
interconnected social norms inherently encapsulate specific temporalities and 
dynamic changes (see arrows in Figure 5.2). The study indicated that peo-
ple’s perception of the sensitivity or privacy of data is closely related to the 
perceived historicity of a certain practice. For example, many of the students 
who participated in our study expressed that the passport is the most impor-
tant document while crossing borders, yet did not consider the data it holds as 
sensitive or private. The idea that passports have always been used in travel 
and crossing state borders assured that sharing a passport with the authorities 
did not require any form of scepticism and was a practice that could not be 
avoided anyway. While a passport’s perceived historicity often meant immu-
nity to critical views from international students, the lack of public discussions 
on ever-changing forms of identity documents raises questions.

Also, a brief look at passport development over the years demonstrates how 
the document has changed over time. The recent shift to the inclusion of biom-
etrics in identification documents also points to a shift in how states manage 
identity and mobility, raising issues for privacy, surveillance, and potential 
for abuse (Lee, 2007). These issues were all discussed by the international 
students in our study once they were prompted about biometric data. However, 
none of them mentioned passport-holding biometric data. As a result, while 
biometric data were subject to scepticism, passports were perceived as docu-
ments that could be easily shared. This discrepancy indicates the importance 
of social norms in shaping perceptions about data and data privacy. In our 
study, passports were given almost a free pass by students and were deemed 
necessary and beneficial for international travel without raising any issues. 
However, biometric data that is often included in passports are subject to 
criticism. Thus, once people share a certain document or any form of data 
continuously, it becomes the norm, and this data collection practice becomes 
normalised and less subject to critical views even in cases when the document 
or its contents change significantly.

The transforming usage and perceptions of passports exemplify social 
changes, wherein the document, functioning as a data infrastructural condi-
tion, changes both form and purpose over time, accompanied by shifts in the 
social norms associated with it. The document becomes widely available to 
people, and with the inclusion of further technological innovation, it becomes 
ever more secure and tamper-proof. While this sounds like a positive develop-
ment, it also indicates a change in agency; states or relevant tech companies 

9781035323029_bookpdf.indb   999781035323029_bookpdf.indb   99 1/9/2025   2:20:55 PM1/9/2025   2:20:55 PM



Critical perspectives on predictive policing100

control the process yet do not provide enough transparency to allow a public 
discussion on the potential downsides of such documents. For example, our 
study revealed that within its social transformations, passports and similar 
ID documents might become immune to critical views. Whereas more recent 
technologies, such as biometrics by themselves, still become subject to the 
scepticism of the public and experts. However, since the perceptions of pass-
ports do not ignite critical reflections, it seems like the inclusion of biometric 
data within passports also doesn’t lead to public discussions. For example, 
states or relevant technology companies do not actively hide the biometric fea-
tures of passports. On the contrary, it is communicated to the public with great 
pride that the passports are now biometric.

Therefore, considering the quick changes in perceptions of people about 
various data forms, the future of currently criticised technologies might be 
concerning. In the future, social norms might change, and wearing a manda-
tory chip to work, sharing your location permanently with law enforcement 
officers, or providing your genetic data to insurance companies could all 
become the norm and might be immune to any scrutiny.

Example of Structural and Cultural Interactions: Police-Community 
Relations

Second, we will investigate the structural and cultural interactions in the 
implementation of predictive policing as a social transformation process, illus-
trating the interrelations between individuals and the police as a state institu-
tion (please see also T2–T3 in Figures 5.1 and 5.2), as expressed by multiple 
individuals engaged in one way or another in the data collection, utilisation, 
and analysis process.

To study the citizens’ interactions with law enforcement institutions, we 
conducted an original comparative study in Estonia and Sweden (Masso et al., 
2024). We explored how the students who take classes on critical data studies 
perceive predictive policing through the use of the story completion technique 
(n=23). We provided a prompt to the students where a police officer pays a 
visit to people who are on a list created through predictive analytics indicating 
the likelihood of engaging in crime. The students completed the stories from 
the perspective of the police officer and the person who was visited. The sto-
ries enable the evaluation of people’s understanding of the police as a welfare 
institution and the shifts in policing that have occurred concerning the imple-
mentation of predictive data analytics. Using an example from an everyday 
situation allows us to elucidate how people interact in these situations with the 
police, encompassing both their real and imaginary experiences. The stories 
also provided a wide range of perspectives and possibilities about outcomes 
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of predictive policing and underlined the social values the students have and 
expect from the use of technological systems by the police.

The study uncovered that, with the growing prevalence of data integra-
tion, analysis, and visualisation platforms replacing conventional police work, 
individuals perceive substantial shifts in policing practices. Notably, citizens 
were aware of the state’s expanding data collection efforts and heightened sur-
veillance capabilities. They maintained the belief that the state had access to 
a wide array of data, ranging from mental health records and past criminal 
activities to sleep patterns and purchase history, with minimal limitations. 
Despite acknowledging the extensive power wielded by the state, participants 
generally expressed scepticism about the effectiveness and fairness of predic-
tive policing. Therefore, the findings of our study shed light on the observa-
tion that, in the era of data, the police are not exclusively perceived as an 
institution ensuring security or as a source of citizen apprehension related to 
surveillance. Instead, the transformations in police work are conceptualised as 
“distant technologies”, where individuals, whether citizens or police officers, 
are increasingly distanced from the direct application of these technologies.

For example, in our study, the students provided different stories that under-
lined the importance of accountability, the right to be informed, transparency, 
and the presumption of innocence and were critical of the potential for privacy 
breaches, bias, and different types of misconduct when encountering police. 
Often, the only way the students told a story where the use of predictive ana-
lytics was justified was if the main intention was to help the person who was 
listed. The reasons for being listed were thought to be a history of unemploy-
ment, mental health issues, abuse, or criminal activity within the family or 
friend group. Thus, the stories often included police officers offering help to 
the listed person to consult a therapist or unemployment agency or contact the 
police directly if they needed any help. Besides, this approach of the students 
who took critical data classes underlines that the data collection and analysis 
practices are only accepted in cases where they are used to support the citizens 
and not to target them for potential prevention of crime or any sort of miscon-
duct. This also reflects the expectations of students from the police and the 
social values they have. The students expect a state that prioritises the welfare 
of its citizens above anything and uses its resources to support the people who 
come from underprivileged backgrounds; as a result, they want policing prac-
tices that support the citizens.

However, it must be noted that the students included in the study all took 
critical data studies, and this contributed to a more critical approach towards 
policing practices that include surveillance of people and their data. Moreover, 
the study took place in Estonia and Sweden, which are considered democra-
cies with welfare states that generally have high public trust in state institu-
tions. The same study in other countries could have produced very different 
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results, reflecting the prevailing social values of the country. In addition, 
people’s support for state surveillance can also increase depending on how 
extensive, necessary, or reliable the surveillance is, even in democratic coun-
tries (Ziller & Helbling, 2021). Considering the social transformations and 
ever-changing social structures regarding security, prevalent social norms and 
expectations from the police are diverse across countries and throughout time. 
Citizens’ perceptions of police use of force are different in different regions, 
e.g., Africa when compared with Western countries (Akinlabi, 2020), or in 
different circumstances, e.g., policing during the COVID pandemic (Perry & 
Jonathan-Zamir, 2020). Other societal changes, such as civil rights movements 
or urbanisation, also change social values and expectations of police (Walker 
& Katz, 2008).

Hence, these empirical studies have revealed substantial shifts not only 
in police work but also in the interrelations between the police as a welfare 
institution and citizens, particularly concerning the introduction of predictive 
analytics in law enforcement. Additionally, as this example illustrates, any 
approach to policing and relevant practices needs to consider changes in social 
values and how to manage these changes in the best way possible for effective 
outcomes that benefit the wider public.

Example of Structural and Cultural Elaborations: Envisaging Possible 
Futures

Lastly, we will delve into exemplifying the social and cultural elaborations that 
are expressed in the possible futures that predictive technologies might lead 
to. We propose that the social morphogenesis approach we introduced could 
aid in understanding how the future might differ from the present and how it 
may be shaped by its intended trajectory in a previous morphogenetic cycle or 
phase (please see also T4 on Figures 5.1 and 5.2). In this sub-section, we will 
discuss what kind of future we can expect amid continuously changing social 
norms, values, and expectations regarding policing, as it becomes an impor-
tant discussion and blurs our understanding of what can/should be policed.

In this context, we will draw upon the empirical study on biotechnologies 
(Kasapoglu, 2024), using projective techniques where the participants are asked 
to choose images based on questions, coupled with in-depth interviews (n=10). 
Biotechnology is advancing rapidly; however, certain emerging technologies 
raise ethical and social questions that extend beyond the realms of scientific 
inquiry. This study delves into the perceptions of young experts – bachelor’s, 
master’s, and PhD students – from law, police school, social sciences, and 
medicine departments. Using four novel biotechnologies as a proxy for con-
troversial technologies (see e.g., Malatino, 2021), our study aims to understand 
what and whose views matter, why, and why not based on the perspectives of 
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these young experts. The four technologies discussed are (genetically modi-
fied) super soldiers, predicting criminality through DNA data, scanning chil-
dren for criminal tendencies, and self-experimentation on the human body (see 
also Figure 5.4). The study provokes discussions about how novel technologies 
are framed for public communication, the importance of social consequences, 
and the significance of consent, along with the importance of interdisciplinar-
ity in managing such complex technologies.

In our semi-experimental empirical study, we presented four images and 
asked participants to choose the most/least controversial one, most/least ben-
eficial, most/least positive social impact, most/least common in the future, and 
most/least regulation. According to the answers, self-experimentation, which 
we can also name as biohacking, was perceived as the least dangerous option 
(when compared to the other options). This was often because it is something 
people do to themselves. Thus, if people use their agency and the potential 
effects of the technology do not affect others, people consider it less contro-
versial. This relates to policing in the sense that people like to make decisions 
about their bodies themselves. All other options require intervention in peo-
ple’s bodies by others (see Figure 5.4 for these contradictions).

Participant’s readiness for, or at least relatively limited problematization of, 
biohacking underlines the importance of self-autonomy attached to the appli-
cation of technologies and points out how difficult it is to think about potential 

Note: Authors’ figures based on the study Kasapoglu (2024).

Figure 5.4  �  Presented images during the study on controversial 
biotechnologies
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changes in social values and consequences in the long run. Biohacking is the 
practice of using unconventional, often DIY (do-it-yourself) methods to modify 
or enhance biological systems, typically including one’s own body, for various 
purposes such as health optimisation, self-experimentation, or performance 
enhancement (Graves, 2016). The main values of biohackers can be sum-
marised as openness, referring to accessibility and ease of use for resources 
that require no qualification, so that everyone can pursue their interests and 
curiosities, and that the findings are always openly shared and freely acces-
sible (Sanchez, 2014). Some examples of biohacking include external devices, 
internal implants, material/substance intake, gene therapy, or other methods to 
augment hearing, vision, or cognitive capacities, and to target defective/inac-
tive genes (Gaspar et al., 2019). Therefore, biohacking sets a fruitful ground for 
such discussions as it encompasses bodies that are always policed (some more 
than others) and raises questions about what a body is and how much it can/
should be modified, falling into a grey space of legality and ethics.

Blurring boundaries between what is real science and who is a real scientist, 
biohackers believe that they provide access to everyone to engage in science 
and democratise it (Vaage, 2017). Moreover, they also work on treatments for 
rare diseases since these are not funded by large pharma companies due to lim-
ited financial return (Kumar, 2020). Despite seemingly positive outcomes, the 
extra-institutional, self-appointed, and often oversight-free nature of biohack-
ers (Ienca & Vayena, 2020) along with potential health risks and biosecurity 
concerns raise ethical issues (Giger & Gaspar, 2019). The biggest transforma-
tion that biohackers are causing is in the perceptions about the body: what it is 
and how much it can/should be modified.

Biohackers often perceive the body as an unfinished project that is open to 
improvements and empowerment through agency and self-mastery, which can 
diminish the gap between the ideal and actual self (Giger & Gaspar, 2019). A 
good example of biohacking that transforms the body as we know it would be 
magnetic implants – the surgical subdermal insertion of any form of bio-safe 
magnets under the tips of the fingers to allow the feeling of the vibrations of 
anything with an electromagnetic pull (Brickley, 2019). As the examples dem-
onstrate, through biohacking, humans are not limited within their capacities 
but instead extend their capabilities. Thus, biohackers not only create ideas 
that operate within transhumanist ideologies but live their lives in bodies that 
can be perceived as bodies of the future, which transcend anthropological dog-
mas about the body.

Biohackers pose challenges to our understanding of humanness and secu-
rity. As the previous sections already indicated, social norms and values are 
dynamic and constantly changing with time and place. However, with the 
advances in technology and especially with the increasing availability of bio-
technology, humans’ capacity for change within their bodies is greater than 
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ever. While many of these practices face a lot of ethical and even legal chal-
lenges, there seems to be not much slowing down of these technologies. Nisbet 
and Scheufele (2009, p. 1776) argue that, “We live in an era where most policy 
debates relevant to science and emerging technologies are not simply techni-
cal issues. Rather, they are collectively decided at the intersection of politics, 
values, and expert knowledge.” Through studies that focus on imaginaries and 
the future, we can understand the experiences, concerns, and expectations 
of people and find areas of inquiry that are often not scrutinised even when 
approached critically.

These empirical examples reveal that the social morphogenesis/morphos-
tasis approach can conveniently follow up the temporal threads involved with 
the application of predictive policing, just because it is a diachronically orien-
tated conceptual framework. However, how social time itself may be differ-
ently shaped because of predictive policing is a matter of empirical analysis in 
further studies.

CONCLUSIONS: FUTURE PROOFS OF PREDICTIVE 
POLICING

Approaching the issues of today regarding technologies requires an under-
standing of the past and potential future as well as the interrelated structural, 
social, and cultural changes. To that end, the social morphogenesis approach, 
which this chapter introduces, provides an effective lens to look at society by 
focussing on the ever-changing aspects of it, including identities and norms 
that are ever-evolving.

In this chapter, we have elucidated the social morphogenesis approach as 
one of the potential frameworks for analysing fundamental social transforma-
tions associated with the introduction, implementation, and (re)use of novel 
data technologies. Additionally, we have presented it as a potential framework 
for better understanding and explaining the increased usage of predictive ana-
lytics in law enforcement as one of the welfare institutions. Furthermore, we 
have exemplified the analysis of social transformations related to predictive 
policing using examples from recent empirical studies and literature.

The emergence of new analytic methods in policing presents opportuni-
ties for societal and organisational changes, yet the reasons behind positive 
outcomes such as increased security or negative outcomes like discrimina-
tion remain unclear. We advocate for the social transformation approach as a 
robust framework for understanding these changes. Based on this introduced 
framework, predictive analytics is not just a consequence or driver of social 
change but a transformative process. The introduction of predictive analytics 
in law enforcement triggers shifts in societal readiness, trust in data technolo-
gies, organisational adaptations, and the acquisition of new data literacy skills 
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by the experts working with data in law enforcement boards. This perspective 
calls for a thorough investigation of predictive policing to understand its role in 
catalysing significant societal shifts. Drawing from this framework, we assert 
that various processes unfold over time due to the precedence of structure 
over transformative actions and the subsequent elaboration of structure. This 
concept is encapsulated by Archer’s (1995, 2021) notion of social phenomena 
existing within a SAC (Structure-Agency-Culture). The social transformation 
model further facilitates the empirical investigation of this intricate process 
by segmenting it into three phases: structural conditioning, social interactions, 
and structural elaborations.

In the chapter, we introduced a theoretical-methodological framework for 
analysing changes associated with predictive policing through the lens of 
social transformation. We demonstrated the effectiveness of this analytical 
tool by showcasing its application and highlighting shifts observed in research 
through empirical studies employing various methods. While predictive polic-
ing focusses on data from the past to predict the future possibility of criminal 
activity, our empirical examples demonstrate how dynamic the future can be 
and at times offer deviations from the past in significant ways that even change 
how we understand the body. Rather than technologies that rely on the past to 
shape the future, approaches that prioritise constant change, observe variations 
in society, and understand commonalities and nuances can be more effective 
in securing society and people as ever-changing concepts and beings. Thus, 
as these empirical examples reveal, the social morphogenesis/morphostasis 
approach can effectively trace the temporal threads associated with the appli-
cation of predictive policing, given its diachronically orientated conceptual 
framework. However, understanding how predictive policing may shape social 
time itself is a subject for empirical analysis in future studies.
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INTRODUCTION

In Europe and all around the world, in the last few years there has been an 
intense debate about regulating and limiting artificial intelligence (AI) surveil-
lance technologies, increasingly recognising the need to introduce prohibitions 
on surveillance, predictive policing, and other unacceptable AI practices.

AI-based surveillance and predictive policing technologies have been widely 
used by law enforcement authorities in Europe and all around the world, rais-
ing major concerns about their impact on fundamental rights. There has been 
a vast amount of research highlighting their negative impact on fundamental 
rights, in particular human dignity, the right to privacy and data protection, 
non-discrimination, freedom of expression, and peaceful assembly (Ben-Israel 
et al., 2020; Wendehorst & Duller, 2021; Fontes et al., 2022). Remote biometric 
identification systems of which the most common type is facial recognition 
technology (EDRi et al., 2022) are linked to deep interference with the right 
to privacy, including people’s autonomy, their right to establish details of their 
identity, and psychological integrity (Muller & Dignum, 2021). It negatively 
impacts freedom of expression, association, and freedom of movement (EDPB 
& EDPS, 2021). Remote biometric identification and predictive tools may lead 
to discrimination, violating the values of equality and justice due to biased 
data sets and errors (OHCHR, 2021). Moreover, the use of these technolo-
gies can become powerful tools in the hands of public authorities to engage in 
non-democratic forms of mass surveillance. Biometric identification systems, 
including those used for predictive policing, may enable mass surveillance 
(Wendehorst & Duller, 2021).

 

6.	 Prohibited AI surveillance practices 
in the Artificial Intelligence Act: 
promises and pitfalls in protecting 
fundamental rights
Irena Barkane and Lolita Buka
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The AI Act (Regulation 2024/1689) was published in the Official Journal 
of the European Union on 12 July 2024 and entered into force on 1 August 
2024. It will be fully applicable two years after its entry into force, although 
there are a number of exceptions. For example, provisions on prohibited AI 
practices will apply already six months after the entry into force date, i.e. on 2 
February, 2025. The AI Act is the first comprehensive AI legal framework in 
the world that addresses the risks of AI systems and introduces prohibitions on 
certain AI practices that violate fundamental rights and EU values (European 
Parliament, 2024). In particular, AI-based surveillance and predictive policing 
technologies have been a critical point of contention in the negotiations of the 
prohibitions to be included in the AI Act.

Meanwhile, on 17 May 2024, the Council of Europe Committee of Ministers 
adopted the Framework Convention on Artificial Intelligence, Human Rights, 
Democracy and the Rule of Law (the Convention on AI) (). On 5 September 
2024, the first international legally binding treaty on AI was opened for signa-
ture and was signed by the EU, the United States, the United Kingdom, Norway 
and several other states. The European Commission signed the Convention on 
AI behalf of the EU. The preamble of the Convention on AI acknowledges the 
concerns regarding the misuse of artificial intelligence systems and opposes 
“the use of such systems for repressive purposes, in violation of international 
human rights law, including through arbitrary or unlawful surveillance and 
censorship practices that erode privacy and individual autonomy”.

Unlike the AI Act, the Convention on AI does not contain specific provi-
sions regarding the use of surveillance and predictive policing technologies, 
nor does it include prohibitions of certain AI practices. The Convention on AI 
states that Member States shall “adopt or maintain measures for the identifica-
tion, assessment, prevention, and mitigation of risks posed by artificial intel-
ligence systems by considering actual and potential impacts on human rights, 
democracy, and the rule of law” with respect to human rights, the functioning 
of democracy, or the rule of law (Article 16 (1)). Further, it encourages Member 
States to “assess the need for a moratorium or ban or other appropriate meas-
ures in respect of certain uses of artificial intelligence systems where it consid-
ers such uses are incompatible” (Article 16 (4)).

Besides the new legal framework on AI, the existing legal framework, par-
ticularly on fundamental rights and data protection, continues to apply to AI 
systems. In this regard, national data protection authorities have adopted a 
number of important decisions finding that AI surveillance systems violate 
data protection laws. The jurisprudence of the European supranational courts 
in mass surveillance cases plays an important role when assessing AI-based 
surveillance technologies. Moreover, in 2023, the European Court of Human 
Rights (ECtHR) delivered the first judgment on the compatibility of the use of 
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facial recognition technology with the European Convention on Human Rights 
(the ECHR) (Glukhin v. Russia, 2023).

The chapter aims to evaluate to what extent the AI Act prohibits the use of 
AI-based surveillance and other harmful practices, thus endorsing a funda-
mental rights-based approach. Firstly, the chapter will underline the objective 
of the AI Act to protect fundamental rights. Next, it will critically analyse the 
new provisions of the AI Act on the prohibited AI practices, revealing the key 
challenges in addressing the fundamental rights risks. After that, it will evalu-
ate the relationship between the provisions of the AI Act and data protection 
law. Lastly, it will provide an overview of the main findings of the ECtHR on 
the essential guarantees in mass surveillance cases. It will also discuss the 
ECtHR’s first judgment in the case Glukhin v. Russia on the compatibility of 
the use of facial recognition technology with human rights, comparing the set 
standards with the provisions of the AI Act.

AIMING FOR THE FUNDAMENTAL RIGHTS-BASED 
APPROACH IN THE AI ACT

The importance of grounding the AI legal framework in fundamental rights 
has been widely recognised by academics (Mantalero, 2020) and the interna-
tional community (OHCHR, 2021). AI systems are already subject to interna-
tional and European human rights instruments, in particular, the ECHR and 
the Charter of Fundamental Rights of the European Union (the Charter). These 
instruments and related legal mechanisms create clear legal obligations for 
states to respect, protect, and implement fundamental rights.

The AI Act aims to pursue two parallel distinct objectives, although empha-
sising their compatibility. On the one hand, the AI Act aims to improve the 
functioning of the internal market and promote the uptake of human-centric 
and trustworthy AI, as well as to support innovation. On the other hand, it aims 
to ensure “a high level of protection of health, safety, and fundamental rights 
enshrined in the Charter , including democracy, the rule of law, and environ-
mental protection, against the harmful effects of artificial intelligence systems 
(AI systems) in the Union” (Article 1 (1)). Thus, the AI Act acknowledges that 
AI development and deployment may involve trade-offs between fundamen-
tal rights and other values and interests (such as the social value of scientific 
progress) and between implementing protective normative requirements and 
ensuring the competitiveness of the AI industry in Europe.

The AI Act lays down harmonised rules for the placing on the market, the 
putting into service, and the use of AI systems in the EU. The AI Act classifies 
AI systems based on their potential risks and adverse impact on fundamental 
rights and European values. As will be illustrated later in this chapter, it prohib-
its certain unacceptable AI practices. It also lays down specific requirements 
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for high-risk AI systems and obligations for the operators of such systems, and 
transparency obligations for certain AI systems. Besides, the AI Act intro-
duces harmonised rules for the placing on the market of general-purpose AI 
models. It also provides rules on market monitoring, market surveillance, gov-
ernance and enforcement, as well as measures to support innovation.

The AI Act is grounded in fundamental rights enshrined in the Charter. The 
crucial role of fundamental rights in the application of the AI Act is affirmed 
by the classification criteria of the AI systems. The AI Act aims to prohibit 
unacceptable AI practices that contradict EU values of respect for human 
dignity, freedom, equality, democracy, and the rule of law and fundamental 
rights enshrined in the Charter, including the right to non-discrimination, data 
protection, privacy, and the rights of the child (recital 28). The extent of the 
adverse impact caused by the AI system on the fundamental rights protected 
by the Charter is also of particular relevance when classifying an AI system as 
high risk (recital 48).

Fundamental rights will play an important role in operationalising the new 
legal requirements. For example, the AI Act requires that deployers, prior to 
deploying a high-risk AI system, conduct a fundamental rights impact assess-
ment in accordance with Article 27 of the AI Act. Moreover, a risk manage-
ment system should be implemented which includes identifying the reasonably 
foreseeable impact on fundamental rights of putting the high-risk AI system 
into use and a detailed plan as to how the harms and the negative impact on 
fundamental rights identified will be mitigated (Article 9(2)). It is of para-
mount importance that Member States fully protect fundamental rights when 
putting the new provisions, including on prohibited AI practices, into practice.

The objective to ensure a high level of protection of fundamental rights, 
inter alia, requires the introduction of prohibitions on certain AI practices that 
pose unacceptable risks and violate fundamental rights. International organi-
sations involved in the debate on the development of AI regulation have rec-
ognised the need to introduce prohibitions on certain AI practices in the AI 
legal framework. The UNESCO Recommendation on the Ethics of Artificial 
Intelligence adopted in 2021 provides that “AI systems should not be used 
for social scoring and mass surveillance purposes” (para 26) (UNESCO, 
2021). In September 2021, the United Nations High Commissioner for Human 
Rights, Michelle Bachelet, published a report stressing the urgent need to ban 
AI applications that violate human rights (OHCHR, 2021). The Council of 
Europe has called for specific rules concerning biometric processing by facial 
recognition technologies for law enforcement purposes, as well as to strictly 
limit or prohibit certain uses of these technologies (Council of Europe, 2021). 
Likewise, the European Parliament has urged the European Commission, on a 
number of occasions, to consider a moratorium on the use of facial recognition 
systems in public spaces.
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While the AI Act acknowledges the primary role of protecting fundamen-
tal rights, the final text of the AI Act has been criticised for failing to meet 
the high standards of fundamental rights protection, particularly regarding 
the provisions on prohibited AI practices (CDT, 2024). Civil society has long 
advocated for a ban on biometric mass surveillance, e.g., through the “Reclaim 
Your Face” campaign and the European Citizens’ Initiative launched by the 
European Digital Rights (EDRi) group (EDRi, 2021). Just after the adoption 
of the AI Act, a number of civil society organisations expressed regret that the 
AI Act fails to properly ban some of the most dangerous uses of AI, includ-
ing systems that enable biometric mass surveillance and predictive policing 
systems (Access Now, 2024). The next section will critically analyse the new 
provisions of the AI Act on prohibited AI practices and assess to what extent 
they protect fundamental rights from mass surveillance and other harmful 
practices.

QUESTIONING THE PROHIBITIONS ON AI PRACTICES IN 
THE AI ACT

The AI Act introduces eight prohibitions on certain unacceptable AI practices 
that contradict EU values and fundamental rights. It prohibits the placing on 
the market, the putting into service (i.e., the supply of an AI system by the 
provider for first use directly to the deployer or for own use in the EU for its 
intended purpose), or the use of the following AI systems:

Firstly, it prohibits AI systems that deploy subliminal techniques beyond 
a person’s consciousness or purposefully manipulative or deceptive tech-
niques to distort behaviour and impair the ability to make an informed deci-
sion, causing significant harm (Article 5 (1) a)).

Secondly, it prohibits exploiting vulnerabilities of a person or a specific 
group of persons due to their age, disability, or a specific social or economic 
situation, with the objective or the effect of materially distorting behaviour and 
causing significant harm (Article 5 (1) b)).

Thirdly, the evaluation or classification of natural persons or groups of 
persons over a certain period of time based on their social behaviour or 
known, inferred, or predicted personal or personality characteristics, with the 
social score leading to detrimental or unfavourable treatment of certain natu-
ral persons or groups of persons, is prohibited (Article 5 (1) c)).

Fourthly, the AI Act, although partially, prohibits AI-based predictive 
policing systems. Namely, it prohibits “the placing on the market, the putting 
into service for this specific purpose, or the use of an AI system for making 
risk assessments of natural persons in order to assess or predict the likelihood 
of a natural person committing a criminal offence, based solely on the profiling 
of a natural person or on assessing their personality traits and characteristics” 
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(Article 5 (1) d)). In accordance with the presumption of innocence, natural 
persons should always be judged on their actual behaviour. Therefore, it is 
prohibited to judge natural persons on AI-predicted behaviour based solely on 
their profiling, personality traits, or characteristics, such as nationality, place 
of birth, place of residence, number of children, level of debt, or type of car, 
without a reasonable suspicion of that person being involved in criminal activ-
ity based on objectively verifiable facts and without human assessment thereof 
(recital 42).

However, the use of predictive policing tools is only partly prohibited as “this 
prohibition shall not apply to AI systems used to support the human assess-
ment of the involvement of a person in a criminal activity, which is already 
based on objective and verifiable facts directly linked to a criminal activity” 
(Article 5 (1) d)). Thus, the use of predictive policing tools is still allowed if 
two conditions are met: firstly, they are used only to support human assess-
ment and, secondly, there exist objective and verifiable facts directly linked to 
a criminal activity. The AI Act clarifies that the prohibition does not refer to or 
touch upon risk analytics that are not based on the profiling of individuals or 
on the personality traits and characteristics of individuals, such as AI systems 
using risk analytics to assess the risk of financial fraud by undertakings on 
the basis of suspicious transactions or risk analytic tools to predict the likeli-
hood of the localisation of narcotics or illicit goods by customs authorities, for 
example, on the basis of known trafficking routes (recital 42).

The fifth prohibited AI practice is the placing on the market, the putting into 
service for this specific purpose, or the use of AI systems that create or expand 
facial recognition databases through the untargeted scraping of facial images 
from the internet or CCTV footage (Article 5 (1) e)). Such practice adds to the 
feeling of mass surveillance and can lead to gross violations of fundamental 
rights, including the right to privacy (recital 43). This prohibition was intro-
duced following a number of decisions by national data protection authorities, 
which will be discussed further.

The sixth, the AI Act prohibits emotion recognition systems, although 
only in two areas. Namely, the AI Act prohibits AI systems which infer emo-
tions of a natural person in the areas of workplace and educational institutions, 
except where the use of the AI system is intended to be put in place or into 
the market for medical or safety reasons (Article 5 (1) f)). The AI Act defines 
“emotion recognition system” as “an AI system for the purpose of identifying 
or inferring emotions or intentions of natural persons on the basis of their bio-
metric data” (Article 3 (39)). It clarifies that “[t]he notion refers to emotions or 
intentions such as happiness, sadness, anger, surprise, disgust, embarrassment, 
excitement, shame, contempt, satisfaction and amusement. It does not include 
physical states, such as pain or fatigue; this refers for example to systems used 
in detecting the state of fatigue of professional pilots or drivers for the purpose 
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of preventing accidents. This does also not include the mere detection of read-
ily apparent expressions, gestures or movements, unless they are used for iden-
tifying or inferring emotions.”

Thus, emotion recognition would be prohibited only at schools and in the 
workplace, and partially, subject to medical and safety exceptions, which are 
unclear and subject to interpretation. For example, it is unclear for which pro-
fessions it would be allowed to detect the state of fatigue of workers.

The seventh point in the AI Act also prohibits “the placing on the market, 
the putting into service for this specific purpose, or the use of biometric cat-
egorisation systems that categorise individual natural persons based on their 
biometric data to deduce or infer their race, political opinions, trade union 
membership, religious or philosophical beliefs, sex life or sexual orientation” 
(Article 5 (1) f)). However, the prohibition does not cover specific law enforce-
ment activities, i.e., it “does not cover any labelling or filtering of lawfully 
acquired biometric datasets, such as images, based on biometric data or cat-
egorising of biometric data in the area of law enforcement” (Article 5 (1) f)). 
The definition of “biometric categorisation system” provides further unclear 
exceptions, i.e., defining it as “an AI system for the purpose of assigning natu-
ral persons to specific categories on the basis of their biometric data, unless it 
is ancillary to another commercial service and strictly necessary for objective 
technical reasons” (Article 3 (40)).

Regarding the last two above-mentioned prohibitions, i.e., AI systems 
intended to be used for biometric categorisation according to sensitive attributes 
or characteristics protected under Article 9(1) of the General Data Protection 
Regulation (GDPR) (Regulation, 2016/679) on the basis of biometric data, in 
so far as these are not prohibited under the AI Act, and emotion recognition 
systems that are not prohibited under the AI Act, should be classified as high-
risk (recital 54, AI Act).

Lastly, the eighth prohibited AI practice is the use of “real-time” remote 
biometric identification systems in publicly accessible spaces for the pur-
poses of law enforcement (Article 5 (1) h), AI Act). The AI Act defines “remote 
biometric identification system” as “an AI system for the purpose of identify-
ing natural persons, without their active involvement, typically at a distance 
through the comparison of a person’s biometric data with the biometric data 
contained in a reference database” (Article 3 (41)).

This prohibition contains broad limitations, i.e., firstly, “real-time” sys-
tems, secondly, “publicly accessible spaces”, and, thirdly, “the purpose of law 
enforcement”. The AI Act clarifies that publicly accessible spaces explicitly 
exclude state borders (recital 19).

Moreover, the AI Act provides an exhaustive list of exceptional cases in 
which the prohibition does not apply (Article 5 (1) h)). Namely, it is stated 
that the use of these biometric identification systems is not allowed unless and 
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insofar as such use is “strictly necessary” for one of three objectives. Firstly, 
these biometric identification systems may be used for the targeted search for 
specific victims of abduction, trafficking in human beings, or sexual exploita-
tion of human beings, as well as searching for missing persons. Secondly, they 
are still allowed for the prevention of a specific, substantial, and imminent 
threat to the life or physical safety of natural persons or a genuine and present 
or genuine and foreseeable threat of a terrorist attack. Thirdly, these systems 
may be allowed for the localisation or identification of a person suspected of 
having committed a criminal offence, for the purpose of conducting a criminal 
investigation, prosecution, or executing a criminal penalty for offences referred 
to in Annex II and punishable in the Member State concerned by a custodial 
sentence or a detention order for a maximum period of at least four years.

The use of “real-time” remote biometric identification systems in publicly 
accessible spaces for the purpose of law enforcement should be deployed only 
to confirm the specifically targeted individual’s identity, and it shall take into 
account the following elements: the nature of the situation giving rise to the 
request and the consequences of the use for the rights and freedoms of all 
persons concerned, and the safeguards and conditions provided for with the 
use (Article 5 (2), AI Act). In addition, the use of these systems should be 
limited to what is strictly necessary concerning the period of time as well as 
geographic and personal scope (recital 34, AI Act).

The AI Act provides a number of requirements for the use of the “real-time” 
remote biometric identification system in publicly accessible spaces (Article 5 
(2)). Namely, they shall be authorised only if the law enforcement authority has 
completed a fundamental rights impact assessment as provided for in Article 
27 of the AI Act. Law enforcement authorities also have to register the system 
in the EU database according to Article 49. In duly justified cases of urgency, 
the use of such systems may commence without the registration in the EU 
database, provided that such registration is completed without undue delay. 
However, for high-risk AI systems in the areas of law enforcement, migration, 
asylum, and border control management, the registration obligations should be 
fulfilled in a secure non-public section of the database (recital 31, AI Act), thus 
restricting public oversight.

Moreover, each use of these systems should be subject to an express and 
specific authorisation by a judicial authority or by an independent administra-
tive authority (Article 5 (3), AI Act). Such authorisation should, in principle, be 
obtained prior to the use of the AI system with a view to identifying a person or 
persons. Exceptions to that rule should be allowed in duly justified situations 
on grounds of urgency. The law enforcement authority should, in such situa-
tions, request such authorisation without undue delay and, at the latest, within 
24 hours. If such an authorisation is rejected, the use of “real-time” biometric 
identification systems should cease with immediate effect, and all the data 
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related to such use should be discarded and deleted. No decision producing 
an adverse legal effect on a person should be taken based solely on the output 
of the remote biometric identification system (recital 35, AI Act). The AI Act 
also requires that the relevant market surveillance authority and the national 
data protection authority be notified of each use of the “real-time” biometric 
identification system (recital 36).

Furthermore, the use of “real-time” remote biometric identification systems 
in accordance with the AI Act should only be possible where and insofar as the 
Member State concerned has decided to expressly provide for the possibility to 
authorise such use in its detailed rules of national law. Consequently, Member 
States remain free not to provide for such a possibility at all or to only provide 
for such a possibility in respect of some of the objectives capable of justify-
ing authorised use identified in the AI Act (recital 37,AI Act). Thus, these 
systems will not be allowed in EU Member States that do not adopt national 
laws authorising “real-time” remote biometric identification systems by law 
enforcement, thus providing them a choice to allow or prohibit their use.

To sum up, the above analyses have revealed that the prohibitions on AI 
practices set in the AI Act to a large extent provide broad limitations and a 
number of exceptions. As noted before, just after the adoption of the AI Act, 
these provisions on prohibitions on AI practices were criticised by civil soci-
ety. In June 2023, members of the European Parliament adopted a negotiating 
position on the AI Act, voting in favour of a total ban on using these systems in 
real-time and expanding the list to include bans on intrusive and discrimina-
tory uses of AI. In the latest compromise, the exceptional circumstances were 
brought back with some changes. The compromised version also provides a 
national security exception (Article 2 (3), AI Act).

At the same time, due to the active engagement of civil society and human 
rights advocates, the list of prohibited AI practices was considerably expanded. 
The initial draft of the AI Act proposed to prohibit only four AI practices: 
deployment of subliminal techniques beyond a person’s consciousness, exploi-
tation of the vulnerabilities of specific vulnerable groups, social scoring; and 
use of “real-time” remote biometric identification systems in publicly acces-
sible spaces for law enforcement (European Commission, 2021). Four new 
prohibited AI practices were included in the final text of the AI Act: AI-based 
predictive policing systems, emotional recognition systems, untargeted scrap-
ing of facial images from the internet or CCTV footage, and biometric catego-
risation systems. However, as previous analyses already stressed, they largely 
provide broad limitations and unclear exceptions.

The set conditions allowing exceptional use of biometric identification sys-
tems reflect the existing jurisprudence of the ECtHR, which will be revealed 
in the further analyses. However, to ensure legal certainty, another important 
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question needs to be addressed before that, i.e., the impact of the AI Act on the 
existing data protection law.

THE INTERCONNECTION BETWEEN THE AI ACT AND 
THE EU DATA PROTECTION LAW

According to the AI Act the harmonised rules laid down in the AI Act should 
apply across sectors and should be without prejudice to existing EU law, par-
ticularly on data protection, consumer protection, fundamental rights, employ-
ment and protection of workers, and product safety, to which the AI Act is 
complementary (recital 9). The AI Act acknowledges that EU law on the pro-
tection of personal data, privacy, and the confidentiality of communications 
applies to personal data processed in connection with the rights and obliga-
tions laid down in the AI Act (Article 2 (7)). Inclusion of this provision is 
important as it would ensure that the AI Act would not lead to a weakening of 
the EU’s high data protection standards, for example, as interpreted in the case 
law of the Court of Justice of the European Union (CJEU) and data protection 
authorities.

The AI Act clarifies that it does not seek to affect the application of exist-
ing EU law governing the processing of personal data, including the tasks and 
powers of the independent supervisory authorities competent to monitor com-
pliance with those instruments. It also does not affect the obligations of pro-
viders and deployers of AI systems set in EU or national law on the protection 
of personal data insofar as the design, development, or the use of AI systems 
involves the processing of personal data. Data subjects will continue to enjoy 
all the rights and guarantees awarded to them by such EU law, including the 
rights related to solely automated individual decision-making, including pro-
filing. The provisions of the AI Act should facilitate the effective implemen-
tation and enable the exercise of the data subjects’ rights and other remedies 
guaranteed under EU law on the protection of personal data and other funda-
mental rights (recital 10). A fundamental rights impact assessment will only 
need to be carried out for those aspects not covered by other legal obligations, 
such as a data protection impact assessment under the GDPR (Article 27 (4)). 
The data protection impact assessment also requires considering fundamental 
rights risks of AI systems, although guidance regarding it has largely focused 
on data protection.

However, the AI Act provides two exceptions when there can be deviation 
from data protection law. Article 2(7) of the AI Act further states that the AI 
Act shall not affect existing EU data protection laws, i.e., Regulation (EU) 
2016/679 or (EU) 2018/1725, or Directive 2002/58/EC or (EU) 2016/680, 
without prejudice to the arrangements provided for in two articles: Article 
10(5), which allows the providers of high-risk systems to exceptionally process 
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special categories of personal data for the purpose of ensuring bias detection 
and correction, following specific conditions; and Article 59, which allows 
further processing of personal data for developing certain AI systems in the 
public interest in the AI regulatory sandbox.

The AI Act also clarifies its relationship with the Law Enforcement Directive 
(Directive 2016/680), which regulates the use of biometric data by law enforce-
ment. The AI Act states that any processing of biometric data and other per-
sonal data involved in the use of AI systems for biometric identification, other 
than in connection to the use of “real-time” remote biometric identification sys-
tems in publicly accessible spaces for the purpose of law enforcement as regu-
lated by the AI Act, should continue to comply with all requirements resulting 
from Article 10 of the Law Enforcement Directive (recital 39). The rules of the 
AI Act that prohibit, subject to certain exceptions, the use of real-time remote 
biometric identification systems, which are based on Article 16 TFEU (rather 
than Article 114 as is the rest of the AI Act), should apply as lex specialis with 
respect to the rules on the processing of biometric data contained in Article 10 
of the Law Enforcement Directive, thus regulating such use and the processing 
of biometric data involved in an exhaustive manner (recital 38).

The AI Act also stipulates that for purposes other than law enforcement, 
Article 9(1) of the GDPR prohibits the processing of biometric data subject to 
limited exceptions . The AI Act also recognises that the use of remote biom-
etric identification for purposes other than law enforcement has already been 
subject to prohibition decisions by EU national data protection authorities 
(recital 39).

Indeed, national data protection authorities have adopted a number of impor-
tant decisions finding the use of AI-based surveillance tools to be incompatible 
with data protection law. For example, the Swedish and French data protection 
authorities, as well as a French court, have issued decisions finding that the use 
of facial recognition technology in schools violates the GDPR (EDPB, 2019; 
CNIL, 2019).

Besides remote biometric identification systems, other important decisions 
have been adopted, such as banning the use of Clearview AI, which prompted 
the introduction of the prohibition of the use of AI systems that create or 
expand facial recognition databases through the untargeted scraping of facial 
images from the internet or CCTV footage into the AI Act. Clearview AI, a 
US company that sells facial recognition software to law enforcement agen-
cies in the US, scraped photos from websites to create a permanent searchable 
database of biometric profiles. In 2021, the Swedish data protection authority 
found that the Swedish police authority processed personal data in breach of 
data protection rules when using Clearview AI to identify individuals (EDPB, 
2021). In 2021, the UK and French (and in 2022 Italian and Greek) data protec-
tion authorities found that Clearview’s data processing of individuals within 
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the state violated data protection laws and imposed fines on Clearview AI. 
In 2023, the Austrian data protection authority decided that Clearview AI is 
no longer allowed to process the biometric data of the complainant and must 
delete their existing data, although no fine was issued.

The use of biometric identification systems, including for law enforcement, 
will continue to be supervised on a case-by-case basis by data protection 
authorities and courts both at the national and European levels, raising the risk 
of their normalisation and legitimisation in individual Member States across 
the EU.

Data protection authorities will continue to monitor the compliance of AI 
systems, including the processing of personal data, with the data protection 
law, as the AI Act does not affect the tasks and powers of these authorities. 
Moreover, the AI Act provides new powers to data protection authorities. Each 
Member State should designate at least one notifying authority and at least one 
market surveillance authority as national competent authorities for the purpose 
of supervising the application and implementation of the AI Act (recital 35). 
The AI Act states that for certain high-risk AI systems, e.g., those used for 
law enforcement purposes, border management, and justice and democracy, 
Member States shall designate as market surveillance authorities either the 
competent data protection supervisory authorities or another authority, pro-
viding them with the power to enforce the rules, investigate complaints, and 
impose sanctions for non-compliance (recital 8). Besides supervisory authori-
ties, courts will also play a crucial role in supervising the application of the 
new rules, including the ECtHR.

THE ESSENTIAL GUARANTEES REGARDING MASS 
SURVEILLANCE AND FACIAL RECOGNITION 
ESTABLISHED BY THE ECTHR

Although there is still very little case law available on the use of AI, including 
facial recognition and predictive policing technologies, it is clear that the gen-
eral human rights standards set by the ECtHR are applicable. Most notably, the 
case law concerning Article 8 of the ECHR must be taken into account when 
deciding how these technologies should be regulated.

Article 8 of the ECHR grants everybody the right to private life, includ-
ing family life and protection of home and correspondence. The ECtHR has 
repeatedly ruled that personal data is also protected by this article. At the same 
time, it must be noted that the right to private life is not an absolute right. The 
second part of the article itself allows for limitations when they are provided 
by law and “necessary in a democratic society in the interests of national secu-
rity, public safety, or the economic well-being of the country, for the preven-
tion of disorder or crime, for the protection of health or morals, or for the 
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protection of the rights and freedoms of others”. This means that in order to 
determine whether an interference is necessary in a democratic society and 
a fair balance was struck between the different interests involved, it must be 
examined whether the interference was in accordance with the law, pursued a 
legitimate aim or aims, and was proportionate to the aim(s) pursued (Klass and 
others v. Germany, 1978).

Extensive jurisprudence of the ECtHR, as well as the Court of Justice of the 
European Union on mass surveillance, identifies four essential guarantees that 
allow the assessment of whether interference with the right to privacy and data 
protection entailed by mass surveillance measures can be justified: clear, pre-
cise, and accessible rules; proportionality and necessity; independent oversight 
mechanisms; and effective remedies (EDPB, 2020). The case law reveals that 
mass surveillance measures constitute intrusion into privacy and data protec-
tion. It is essential to have clear, precise, and accessible rules governing the 
scope and application of these measures. The rules should provide minimum 
safeguards against arbitrary interference and the risk of abuse that counterbal-
ance secrecy and allow individuals to foresee when the authorities are likely to 
apply these measures, thus allowing them to adjust their behaviour. As will be 
revealed further, the ECtHR assessed compliance with these guarantees also 
in the first judgment on facial recognition technology.

The ECtHR has amassed a rather large number of cases regarding mass sur-
veillance. However, instead of providing a chronological or otherwise struc-
tured overview, the further analysis will focus on the recent case concerning 
the use of facial recognition technologies by law enforcement agencies. This 
judgment, of course, is based upon findings in other cases, the most relevant of 
which will be mentioned here as well.

On 4 July 2023, the ECtHR issued its judgment in Glukhin v. Russia, in 
which it stated that police and other authorities should be very careful when 
using facial recognition technology. There is no doubt that this and other find-
ings of the judgment are also applicable towards any use of predictive policing, 
and other AI technologies that involve personal data processing.

In Glukhin v. Russia, the applicant was Nikolai Glukhin, a Russian citizen 
living in Moscow. On 23 August 2019, Mr Glukhin rode the Moscow metro 
with a life-size cardboard figure of another political activist, a protester whose 
case had caused a public outcry and attracted widespread media attention. The 
figure was "holding a poster” that read: “I face up to five years ... for peaceful 
protests”.

In the course of their regular monitoring of the internet, the police discov-
ered photographs and a video recording of this demonstration by Mr Glukhin 
uploaded to the public social media site Telegram. The police used facial 
recognition technology to identify him from screenshots of the information 
uploaded to Telegram and collected information from CCTV cameras in the 
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Moscow metro stations through which he had travelled on 23 August. A few 
days later, police used facial recognition technology to find and arrest him 
while he was travelling on the metro. It is important to note for the following 
analysis that the Russian police thus used facial recognition technology for 
dual video data – both pre-recorded and real-time.

Mr. Glukhin, despite the peaceful nature of his protest, was found guilty of 
an administrative offence for failing to coordinate his protest with the authori-
ties. The above screenshots and video recordings were used as evidence in the 
case.

Mr. Glukhin complained to the ECtHR about violations of several articles 
of the ECHR. First, he considered that his trial had not been fair, in breach 
of Article 6 of the Convention. Secondly, he claimed that the administrative 
penalty imposed on him and the use of facial recognition technology vio-
lated his right to privacy and protection of personal data under Article 8 of 
the Convention and his right to freedom of expression under Article 10 of the 
Convention.

As regards the right to freedom of expression and the right to a fair trial, 
as they are less relevant to the topic of this chapter, it will only be mentioned 
that a violation was found of the first, mostly due to the peaceful nature of Mr 
Glukhin’s protest and the excessive search for him and the penalty imposed. 
The ECtHR did not find it necessary to discuss the latter, namely, the right to 
a fair trial, at all.

As regards the rights enshrined in Article 8 of the Convention, the ECtHR 
noted that, although Mr Glukhin himself had difficulty proving it, all the cir-
cumstances showed that the State had processed his personal data using facial 
recognition technology in order to identify and detain him. His right to pri-
vacy has therefore been interfered with. This finding comes as no surprise 
as the ECtHR has previously ruled that recording of a person’s whereabouts 
and activities, whether done using GPS devices (Ben Faiza v. France, 2018) 
or CCTV (Peck v. the United Kingdom, 2003), storage of such data and subse-
quent use of it in police work or otherwise constitute an intrusion in the right 
to private life.

In the present case, the ECtHR noted that national legislation lacks detailed 
rules governing the scope and application of measures relating to the use of 
facial recognition technology. It also considered that there was a lack of safe-
guards against the misuse and abuse of those technologies. It observed that 
“[t]he need for such safeguards is all the greater where the protection of per-
sonal data undergoing automatic processing is concerned, not least when such 
data are used for police purposes” (Glukhin v. Russia, 2023, para 75). It is 
again a logical continuation of the previous line of cases in which one of the 
aspects taken into account when determining whether a limitation of the right 
of privacy is also a violation is whether there existed adequate and effective 
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guarantees against abuses of the State’s strategic monitoring powers (Weber & 
Saravia v. Germany, 2006; Kennedy v. the United Kingdom, 2010).

Although, for these reasons, and to quote the judgment itself, “[t]he Court 
had grave doubts that the national legal framework met the requirements of 
‘quality of law’”, it nevertheless decided to comment also on the proportional-
ity of the restriction on the substance of the right.

The ECtHR concluded that the measures taken against the person concerned 
were particularly restrictive in view of his peaceful protest, which did not pose 
any threat to public safety. These measures, which included the use of facial 
recognition technology for the image and video posted on Telegram, as well 
as real-time video from online surveillance cameras, were a stepping stone 
to prosecution for a minor offence. The ECtHR therefore held that the use 
of such facial recognition technology, which concerned the applicant’s right 
to freedom of expression, was incompatible with the ideals and values of a 
democratic society and the rule of law which the ECHR is designed to preserve 
and promote. The processing of personal data was therefore not necessary in a 
democratic society and infringed Article 8 of the ECHR.

As stated earlier, the judgment in the case Glukhin v. Russia is one of the 
first cases in which the ECtHR has looked in detail at facial recognition tech-
nology, so it deserves special attention (Palmiotto & Menéndez González, 
2023). It provides some insight into the Court’s view on the use of such tech-
nologies and the positive and negative obligations of the state in this context. 
Or, to put it simply, the judgment can be used as guidelines on what states must 
do and what they have to abstain from doing with regard to facial recognition 
technologies.

The ECtHR acknowledged the imperative to combat organised crime and 
terrorism, which are often the targets of facial recognition technologies. From 
this and other statements of the Court, various conclusions can be inferred.

Firstly, it seems that, in the ECtHR’s view, the use of facial recognition tech-
nologies, in principle, can be compatible with human rights. It should be noted 
here, however, that the ECtHR itself has made a reservation that this judgment 
deals exclusively with the processing of the applicant’s biometric data in facial 
recognition technologies and not with the compatibility of such processing 
with human rights in general.

Secondly, by mentioning organised crime and terrorism, the ECtHR may 
have intended to illustrate that the use of such restrictive means as facial recog-
nition technology will only be justified if it is carried out to protect an essential 
public interest (the fight against peaceful one-man protests is not one). It is clear 
from the judgment in question that the use of this technology is unlikely to be 
permissible in administrative offence or other similar proceedings. Police and 
other law enforcement authorities should therefore carefully assess each case 
in which such technology is used, especially where it involves real-time facial 
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recognition. Similar conclusions have been expressed at the EU level (EDPB, 
2020) as well as reflected in the AI Act (Article 5 (1) h)).

As revealed earlier in the chapter, the use of AI systems for “real-time” 
remote biometric identification of natural persons in publicly accessible spaces 
for the purpose of law enforcement should be prohibited. The AI Act clarifies 
that exceptions exist in exhaustively listed and narrowly defined situations, 
where the use is strictly necessary to achieve a substantial public interest, the 
importance of which outweighs the risks. Those situations involve the localisa-
tion or identification of perpetrators or suspects of the criminal offences listed 
in Annex II to the AI Act, where those criminal offences are punishable by a 
custodial sentence or a detention order for a maximum period of at least four 
years by national law. Such a threshold for the custodial sentence or detention 
order contributes to ensuring that the offence is serious enough to potentially 
justify the use of “real-time” remote biometric identification systems (recital 
33).

Thirdly, the judgment also provides homework and guidelines for European 
legislators. The ECtHR has pointed out that, in any case, for the use of facial 
recognition technologies to be lawful, there must be a detailed legal frame-
work enabling individuals to understand how these technologies are used and 
how their rights can be protected in this context. It should be noted, however, 
that the ECtHR has not provided very specific guidance on the use of tech-
nology or how it should be regulated. One possible reason for this is that the 
judgment was delivered in a case against Russia, which no longer considers 
itself bound by it (Rezende, 2023). However, the Court has also previously 
emphasised that states have a rather wide margin of appreciation in choosing 
the particular tools for the protection of national security and fighting crime 
(Brever v. Germany, 2020).

The AI Act acknowledges and seems to be trying to include the essential 
requirement which allows for the assessment of whether national surveil-
lance measures comply with the fundamental rights mentioned above. The 
AI Act requires Member States to introduce detailed rules for authorisation in 
national regulation. The AI Act provides that a Member State may decide to 
fully or partially authorise the use of “real-time” remote biometric identifica-
tion systems in publicly accessible spaces for the purpose of law enforcement 
within set limits and under the set conditions. Member States concerned shall 
lay down in their national law the necessary detailed rules for the request, 
issuance, exercise of, as well as supervision and reporting relating to, the 
authorisations. Those rules shall also specify with respect to which objectives, 
including which criminal offences, the competent authorities may be author-
ised to use those systems for the purposes of law enforcement. Member States 
may introduce, in accordance with the EU law, more restrictive laws on the use 
of remote biometric identification systems (Article 5 (5)).
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On the principle of proportionality, the courts have emphasised that one of 
the crucial requirements is to ensure that interference with the right to privacy 
and data protection through surveillance measures does not exceed the limits 
of what is strictly necessary. Prior to the introduction of surveillance meas-
ures, there must be evidence regarding their effectiveness in achieving the par-
ticular public interest objective, while the measures chosen should be the least 
restrictive means for achieving that objective. This requirement is also set in 
the AI Act as an important condition for exceptional use of remote biometric 
identification systems in law enforcement (Article 5 (1) h)).

The AI Act does not include any rules on remedies (complaint mecha-
nisms for the protection of the rights of these persons) available to individuals, 
although these are also acknowledged as essential guarantees in mass surveil-
lance case law. In this regard, the AI Act only states that the EU and national 
law already provide effective remedies to natural and legal persons whose 
rights and freedoms are adversely affected by the use of AI systems (recital 
170).

It remains to be seen how effectively the Member States will apply the pro-
visions on prohibited AI practices and whether the new rules will ensure com-
patibility with human rights standards set out by the ECtHR and prevent the 
use of facial recognition technology and other AI-based surveillance practices.

CONCLUSION

The AI Act is the first comprehensive legal framework on AI in the world 
which is grounded in fundamental rights and introduces specific prohibitions 
on unacceptable AI practices violating fundamental rights and EU values. The 
EU legislator has considerably extended the list of prohibited AI practices dur-
ing the negotiation process in comparison with the initial proposal; however, 
it has failed to introduce clear prohibitions on AI-based mass surveillance 
and other unacceptable AI practices. The AI Act sets only partial prohibitions 
on the use of real-time remote biometric identification, predictive policing, 
emotion recognition, and biometric categorisation systems, severely limiting 
their scope and allowing for a large number of exceptions. Consequently, the 
use of remote biometric identification and predictive policing systems for law 
enforcement purposes, although permitted in exceptional cases, could almost 
always be justified.

The AI Act acknowledges the primary objective of protecting fundamental 
rights and commits not to weaken the EU’s high data protection standards 
by stating that the AI Act should be without prejudice to existing EU law, in 
particular on data protection and fundmental rights. It is of paramount impor-
tance that Member States fully endorse a fundamental rights-based approach 
when applying the new provisions. This would require implementing effective 
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enforcement mechanisms to monitor compliance with the set prohibitions 
of AI practices and requirements for high-risk systems. Member States are 
encouraged to endorse fundamental rights by refraining from introducing new 
AI surveillance tools as well as legal frameworks thus notauthorising the use 
of “real-time” remote biometric identification systems in publicly accessible 
spaces for law enforcement purposes.

Both fundamental rights and data protection laws will continue to play a 
crucial role in ensuring that the AI Act prevents mass surveillance and other 
unacceptable AI practices. The use of AI-based surveillance systems will 
largely continue to be supervised on a case-by-case basis by national data pro-
tection authorities, other competent supervisory authorities, as well as courts, 
raising the risk of their normalisation and legitimisation in individual Member 
States across the EU. Regarding remote biometric identification, the provisions 
of the AI Act, rather than introducing clear prohibition, reflect the essential 
guarantees for assessment compatibility with fundamental rights set by the 
ECtHR in mass surveillance cases, including in the first judgment regarding 
facial recognition technology. While the new European legal framework on AI 
is poised to play a crucial role in protecting fundamental rights in the develop-
ment and use of AI systems, there is a very long and complicated road ahead 
to make these provisions effective in practice.
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INTRODUCTION

When Palantir Technologies won a public tender in 2016 to customize their 
Gotham platform for the Danish police, dubbed POL-INTEL, a public debate 
erupted in Denmark over the notion of predictive policing. Critical voices 
raised warnings about predictive policing as a mass surveillance tool (Kulager, 
2021; Lehmann Hylleberg, 2021). According to the police narrative, the pro-
curement of the new digital police platform would provide the police with a 
“super weapon” (Kulager, 2017) in the war against crime. POL-INTEL is also 
related to the structural reforms that took place in the Danish police during the 
last 20 years and have led to a paradigm shift toward a so-called Intelligence-
Led Policing (ILP) (Volquartzen, 2018). ILP refers to a variety of strategies 
aimed at proactive rather than reactive policing (Fyfe et al., 2018). A unifying 
definition of the concept reads as:

a business model and managerial philosophy where data analysis and crime intelli-
gence are pivotal to an objective, decision-making framework that facilitates crime 
and problem reduction, disruption and prevention through both strategic manage-
ment and effective enforcement strategies that target prolific and serious offenders. 
(Ratcliffe, 2016, p. 6)

In the Danish context, ILP is something that the police take pride in and mar-
ket themselves as international pioneers of (Sausdal, 2022). Predictability is an 
inherent attribute of ILP, which relies on intelligence analysis of past crimi-
nal offenses as well as heuristic interpretation of the criminal environment, 
assessment of risks for crime repetition, human intuition, and speculation on 
future scenarios (Fyfe et al., 2018). In this sense, the question of what demar-
cates (Gieryn, 1983) ILP from predictive policing is of central concern for the 
POL-INTEL case.

In this chapter, we situate critiques of predictive policing in the Danish con-
text and investigate the rise and fall of the notion of predictive policing through 

 

7.	 What constitutes predictive policing? 
The case of POL-INTEL in Denmark
Björn Karlsson and Vasilis Galis
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the case of the POL-INTEL platform by asking the question: what is predictive 
policing? This question is inspired by the age-old question in epistemology: 
“what is true knowledge?” which opens a field of inquiry into different ways 
of knowing and producing knowledge. Being skeptical of any kind of positiv-
ist approach to knowledge production, the chapter does not search for a true 
definition of predictive policing. Rather, as we will show, what defines predic-
tive policing is diachronically juxtaposed to a variety of actors that interpret 
and demarcate a set of policing concepts in the digital era. These concepts 
interplay with politics, imaginaries, and trials of power, linking policing with 
digital innovations in automation. In this context, we do not merely aim to 
reassemble (Latour, 2007) definitions of predictive policing but also to explore 
the relation between policing, society, crime, the state, and the role of private 
enterprises such as Palantir. Aligned with that, this chapter aims to position 
POL-INTEL in the universe of concepts and theories that investigate predic-
tive policing in contemporary critical academic literature.

Predictive Policing: Precrime in Action or…

Already in the 17th century, several calculative instruments, including fore-
casts and statistical estimates, were born to measure in statistical terms phe-
nomena such as the birth and mortality rate, risk, deviancy, and crime. These 
instruments, which Foucault (2003) identified as technologies of power or 
biopolitics, were adopted by the Western sovereign state during the 17th–18th 

centuries for managing humans in large groups and transforming them into a 
population. Key to this adaptation process was the use of scientific methods, 
which made the population predictable and manageable. Crime prevention and 
law enforcement were at the heart of this process. Dubber & Valverde (2006, p. 
4) argue that the “police works as a sort of temporal hinge-word, allowing the 
governance of the past to be articulated with the governance of the future.” The 
scientification of crime management had a particular role to play in attempt-
ing to predict future criminal events (Foucault, 2003). This is most famously 
captured in Cesare Beccaria’s work from 1764, where he conceptualized a 
criminological model based on rationality rather than religious superstition.

From Beccaria to Guerry and Quételet, founders of moral statistics, cor-
relations of crimes with different social variables in the first third of the 19th 
century signified the birth of scientific criminology. This new biopolitical 
technique understood crime as subject to scientific analysis and verification 
through statistical inquiry (Završnik & Klobasa, 2021). Criminology has since 
this early period been characterized by a complex history that evolved into 
a variety of political and epistemic positions, not to mention differing meth-
odological strategies. One could argue that criminology developed in many 
directions throughout the 20th century, from critical (e.g., Cohen, 1998) to 
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administrative criminology in support of the state (e.g., Mayhew, 2016), to 
proactive policing (Weisburd et al., 2019). A full account of these lies outside 
the scope of this chapter. However, a red thread can be traced from the gen-
esis of the scientification of criminology to theories such as “criminologies of 
place” (Haggerty, 2004, p. 218) that provided “the analytic framework for a 
series of situationally specific strategies designed to enhance security” (ibid., 
p. 218). Interlaced with criminology of place is the so-called crime science 
movement (see, for example, Sherman, 1998, 2002) that argued for stronger 
criminological scientific methods to enhance policymaking and evidence-
based methodologies. What is relevant for this chapter are the transformations 
that criminological techniques and technologies underwent to draw level with 
changes in the environment of crime. These transformations refer to the ways 
that would make criminology more directly relevant to crime control and pre-
vention (Clarke, 2004).

Such criminological transformations have been the catalysts for produc-
ing the quantitative models that were subsequently digitalized and automated 
in the modern era (Egbert & Leese, 2021). For instance, Van Brakel (2016) 
explains that the mainstreaming of situational crime prevention theories dur-
ing the 1990s led to the advancement of hot spot analysis and later to the 
development of one of the first “predictive policing applications” in the United 
Kingdom, the so-called ProMap. Such advances would most famously coa-
lesce around the concept of predictive policing. Following the global financial 
crash in 2008, predictive policing took over police departments in the US and 
rapidly attracted international attention. Since then, law enforcement authori-
ties have deployed it globally, also sparking serious criticism concerning issues 
of racialized and militarized policing (Wilson, 2019), human bias in the algo-
rithm (Caliskan-Islam et al., 2017), and threats to fundamental civil liberties 
(Završnik, 2017).

The notion of predictive policing began in earnest in the US with LAPD 
Chief William Bratton, who, together with Sean Malinowski, popularized 
the term in an article entitled “Police Performance Management in Practice: 
Taking COMPSTAT to the Next Level” (Bratton & Malinowski, 2008). One 
of their main arguments was that big data analytics would bring about a revo-
lution in police practice, moving “from near real-time analysis to true real-
time analysis” (ibid., p. 264). In this way, according to the same publication, 
police work would be able to perform more accurate and reliable probability 
modeling and hence produce fewer victims, less crime, and better police lead-
ership. This early but symptomatic account of predictive policing activated 
a thread of “techno-solutionism” (Morozov, 2013) that extends into the pre-
sent (Wilson, 2019), that is, with the right technologies, every crime appears 
to be predictable. Bratton and Malinowski’s article was also foundational in 
importing sociotechnical imaginaries (Jasanoff, 2015a) of the power of big 
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data from the world of business into the field of policing (Wilson, 2019). The 
most pronounced versions of these utopian imaginaries suggest that the power 
of data analytics and predictive policing will create a crime-free world (Egbert 
& Leese, 2021; Flyverbom & Hansen, 2019). Thus, expectations and dreams of 
a particular social order to be achieved in and by technoscientific means have 
been projected onto predictive policing.

As the notion of predictive policing began to gain momentum, an infla-
tion of definitions cropped up, including the RAND Corporation’s influential 
definition: “predictive policing is the application of analytical techniques—
particularly quantitative techniques—to identify likely targets for police 
intervention and prevent crime or solve past crimes by making statistical pre-
dictions” (Perry et al., 2013, p. 1). Perry et al. also account for different types of 
predictive analytics, including hot spots, and claim that predictive policing is 
defined by data sets so large that no single analyst could “recall them without 
the assistance of a computer program” (ibid., p. 14). Others pose alternative 
definitions, including: “the term predictive policing … refers to the applica-
tion of quantitative techniques to foretell where crimes will take place in the 
short-term future” (Camacho-Collados & Liberatore, 2015) or “given histori-
cal crime incident data for a collection of regions, decide how to allocate patrol 
officers to areas to detect crime” (Ensign et al., 2018, p. 2).

In line with Meijer & Wessels (2019), we argue that there is no unanimous 
definition of the concept of predictive policing. There has also been no gen-
eral debate around definitions that explain what clearly constitutes one tool or 
another as predictive. Some scholars have instead attempted to avoid stating 
specific, all-encompassing definitions. For instance, Kaufmann et al. (2019) 
note a variety of different styles of predictive policing, which rely on different 
criminological axioms, different data, and different focus subjects. Inspired by 
Latour (1987), we approach prediction in action through ethnographic inquiry 
rather than abstractly contributing a new definition.

A Brief History of Predictive Policing in Action

Latour (1983) approaches science as politics by other means. This can also be 
traced in the attempts to scientize crime control through predictive policing 
(e.g., Weisburd, 2011). This scientification process (Ericson & Shearing, 1986) 
also implicates specific police and private capital interrelations as a plethora 
of different companies produce and promote predictive systems (Pinard et al., 
2021). For us, the involvement of police officers with Big Tech and academia, 
promoting specific policing and criminological tactics, is far from agnostic 
and apolitical.

The scientification of policing through the deployment of predictive polic-
ing platforms also involves political choices and important consequences. 
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Foremost among them is the emergence of feedback loops where biased police 
action feeds predictive algorithms that suggest further police intervention on 
vulnerable groups and communities (e.g., Ferguson, 2017; Ensign et al., 2018). 
Criticisms of feedback loops were deployed as a main argument in the 2018 
ban on predictive policing in Los Angeles (Brayne, 2021). However, this ban 
did not signify the end of predictive analytics in Californian policing. After 
the ban, LAPD Chief Bratton launched a new concept—Precision Policing 
(Bratton & Anderson, 2018)—which “consists of two important components: 
an intelligence-led investigative component and a neighborhood coordination 
component. The intelligence-led investigative side of this policy uses predictive 
analysis of all crimes” (Ashraf, 2020, p. xv). Similarly, a broad wave of con-
cept production has proliferated in recent times. These different concepts, such 
as Smart Policing (Coldren et al., 2013) and Risk Terrain Modeling (Calhoun, 
2023), typically draw upon a range of predictive analytics and techniques 
whose differentiation from predictive policing is difficult to disentangle.

In the same context, the major predictive policing company PredPol was 
renamed Geolitica, and in a press release, the company stated that “[the term 
“prediction”] has broadened to include activities—such as facial recognition 
or ‘predicting’ that certain individuals will commit crimes—with which we 
are not aligned; even the use of the word ‘predictive’ itself does not accu-
rately describe our business” (Geolitica, 2021). Yet, Geolitica, in the very 
next sentence of the same press release, explained that rather than perform-
ing predictions, they “were conducting risk assessments, using what-where-
when historical crime data to identify the highest-risk locations of specified 
crimes by time of day and day of week” (ibid.). In this sense, Geolitica demar-
cates individual-based predictive policing from place-based risk assessments. 
However, Geolitica was always engaged in and marketed itself as a provider 
of place-based predictions. What differentiated this latter approach and their 
earlier championing of predictive policing remains ambiguous. The cases of 
PredPol and Geolitica, as well as the introduction of alternative concepts such 
as Precision Policing, Smart Policing, and risk terrain modeling, are indica-
tive of a wider international redefinition, revision, and reconceptualization of 
predictive policing.

Moving along, the issue of how predictive policing is demarcated (Gieryn, 
1983) from other forms of computer-assisted and analysis-based policing tech-
niques is specifically related in this chapter to ILP. ILP is the preferred term 
for the strategic doctrine of the Danish police (Rigspolitiet, 2018). ILP co-
exists and is connected to predictive policing (Ratcliffe, 2016). Ratcliffe, one 
of the main proponents of ILP, argues that predictive policing is vitally close 
to ILP: “in many cases, predictive policing grids (as determined by the soft-
ware) become the target of traditional focused patrol tactics: another exam-
ple of technology enhancing traditional strategies rather than driving new 
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approaches” (Ratcliffe, 2016, p. 147). Ratcliffe himself employed predictive 
policing in practice to improve patrol efficiency in Philadelphia (Ratcliffe et 
al., 2021). Similarly, Rummens et al. (2017) claim that “as a policy strategy, 
predictive policing can be situated within the scope of intelligence-led polic-
ing (ILP)” (p. 1).

Predictive analytics are present in ILP as much as in the variety of other post-
predictive policing concepts we have described. All of these tend to combine 
several components utilized by predictive policing, such as hot spot modeling, 
quantitative methods, data and intelligence analysis, and focusing on targeting 
prolific offenders and risk areas. Therefore, we claim that the question of what 
predictive policing is—or is not—is related to boundary work1 (Gieryn, 1983) 
through a complex matrix of political contestations, the economic interests of 
companies such as Geolitica, and scientific interpretative flexibility.

A BOUNDARY IMAGINARY? A CONCEPTUAL 
FRAMEWORK

To assist our discussion of what constitutes predictive policing and to reassem-
ble the relationship between technology, law enforcement, and state-making, 
we will employ a few concepts inspired by Science and Technology Studies 
(STS). Our conceptual aim is to account for how technologies are political 
and social (Winner, 1980) and contingent rather than universal (Latour, 1987). 
In this sense, STS approaches underline the close relationship between philo-
sophical arguments and politics (Shapin & Schaffer, 2011), as well as how pri-
vate and political factors partake in the constitution of sociotechnical systems 
(Hughes, 1987). Such conceptualizations have also been deployed in the study 
of predictive policing to investigate predictive systems as political technolo-
gies that perform specific sociotechnical effects (Egbert & Leese, 2021) in and 
through a wider police assemblage (Kaufmann & Leese, 2021). This differs 
from theories that take law enforcement and its associated technologies for 
granted as an unproblematic essential in creating efficient security, which has 
been a prevalent perspective in Computer Science and contemporary forms 
of place-based, quantitative criminological work that aim to improve police 
efficiency through building predictive models (e.g., Mohler, 2014; Rosser et 
al., 2017; Goodson & Hoyer-Leitzel, 2021). We argue that the use and adop-
tion of such technologies are the result of a complex configuration process that 

1  “Boundary work describes the process through which definitions of social 
phenomena come to be accepted or rejected. The central idea behind boundary 
work is that much of what we think of as solid or settled emerges through sustained 
effort to achieve this solidity and define difference” (Carlson & Lewis, 2019, p. 
123).
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mobilizes economic and material investments, legal arrangements, privacy 
rights, and sociocultural imaginaries (Redden, 2018).

In particular, the work of Jasanoff (2015a) on sociotechnical imaginaries 
has become an important tool in unraveling the interrelation between tech-
nology and society (e.g., Bowman, 2015; Hockenhull & Cohn, 2021; Rudek, 
2022). The adoption of digital tools in law enforcement implies that knowledge 
production can be visualized, understood, and accounted for in several new 
ways and through multiple imaginaries that co-exist in tension or in a dialecti-
cal relationship (Jasanoff, 2015a). In this chapter, we critically account for and 
conceptually problematize the diversity in sociotechnical imaginaries related 
to predictive analytics inscribed in the POL-INTEL platform and generated, 
institutionally stabilized, and performed by shared understandings of forms of 
crime and social order (ibid.). We investigate the epistemological shifts in the 
concept of policing prompted by sociotechnical imaginaries related to predic-
tive analytics.

In particular, it is vital to attend to how sociotechnical imaginaries are rarely 
unitary but typically split between a utopian and dystopian version (Sovacool 
& Hess, 2017). Seen through this lens, predictive policing is imagined both 
through the promise of a crime-free world on the one hand and the threat 
of Big Brother surveillance on the other (Flyverbom & Hansen, 2019). It is 
in this vein that Egbert & Leese (2021) acknowledge that the very concept 
of predictive policing has been challenging to approach due to science fic-
tion and dystopian imaginaries inherent in the understanding of these systems. 
We treat predictive policing as an object that is both plastic enough to adapt 
to local uses, translations, and the constraints of the several law enforcement 
actors applying it, yet robust enough to maintain a common identity and con-
cept across sites, police departments, and political interpretations (cf. Star 
& Griesemer, 1989). As Gieryn (1983) suggests, rather than being objective 
characteristics representing an underlying real world, scientific boundaries are 
demarcated through the interplay of social conflict and scientific definitions.

METHODOLOGICAL CONSIDERATIONS

As our goal is to investigate the plasticity of the notion of predictive policing, 
we employ a qualitative methodological approach to relativize the specificities 
of the concept both globally by comparison with previous research and within 
our empirical case study. In so doing, we make use of interpretative research 
and analysis that explore the architecture of “structure–agency relationships 
through inquiries into meaning making” (Jasanoff, 2015a, p. 24). We base our 
study on ethnographic methods to monitor and discuss complexities in the 
making of the concept of predictive policing in the context of the POL-INTEL 
platform.
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Specifically, we have interviewed the former head of the police division of 
the Ministry of Justice, the former Data Protection Officer (DPO) of POL-
INTEL, the POL-INTEL project owner, a former police director, the chief 
of a dispatch center, and an intelligence analyst in a police district, as well 
as an analyst located centrally in the Danish National Police. From Palantir, 
we have interviewed two members of the Privacy and Civil Liberties Team 
(PCL), as well as the head of Palantir Scandinavia. In relation to media mate-
rials, our reading has encompassed the entirety of newspaper material (both 
online and in print) on POL-INTEL in the Danish press, alongside a close 
reading of selected articles in the international press with a wide distribution 
(e.g., New York Times, the Guardian, etc.). In terms of document analysis, we 
have collected documents that are both openly available, such as transcripts of 
parliamentary debates related to POL-INTEL, as well as retrieved documents 
such as the Intelligence and Analysis Doctrine for the Danish police through 
Freedom of Information Act requests. This material was coded in an iterative, 
qualitative manner by close reading of the material that developed an initial 
coding, which was subsequently revised after critical reflection. Data was col-
lected between March 2021 and October 2022.

POL-INTEL: A PREDICTIVE POLICING PLATFORM?

In the introduction of the chapter, we accounted for the development of predic-
tive policing as a concept in an international context. In the empirical section 
of this chapter, we will delve deeper into the Danish case of POL-INTEL. Our 
point of departure is the Danish National Police’s important turn toward ILP 
in 2013, with the establishment of intelligence units in each of the police dis-
tricts (Rigspolitiet, 2013). While ILP can support “reactive” investigations, its 
core mission statement internationally (Ratcliffe, 2016) and in its Danish itera-
tion (Interview, POL-INTEL Project Owner, September 2021) is to develop 
analyses to produce more proactive policing. This was the result of a long 
transformation period within the Danish police (starting with the 2007 Police 
Reform) that brought several structural changes combined with a shift to New 
Public Management (Degnegaard, 2010). The new game in town was “effi-
ciency, fast response time, uniform organization across districts and manage-
ment by results” (Holmberg, 2019, p. 209). According to a Senior Intelligence 
Analyst, this turn to ILP came “because [of] downsizing all the time as the 
Danish police hoped to ‘do more with less’” (Interview, September 2022). The 
Danish police have related the development of ILP with the need for the police 
to procure new digital platforms (Rigspolitiet, 2018).

In the words of the former DPO of the Danish police, “the credo [of POL-
INTEL] was that the police should know what the police knows” (Interview, 
Former DPO, March 2021). That is, the police had the necessary knowledge 
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but lacked the technical potential to unlock it. This is what POL-INTEL would 
solve. The quote articulates a concrete political problem related to achieving 
what is conventionally perceived as better policing, namely, the quality, vis-
ibility, and interoperability of data and the lack of capacity for doing this in the 
pre-POL-INTEL era. Hughes (1987) explains that problem formulations, such 
as the above, are not neutral descriptions. Instead, problems are connected to 
what range of solutions in sociotechnical systems can be anticipated. Problem 
formulations are related to which solutions can be imagined (Jasanoff, 2015a).

This way of imagining the solutions to the problems of the Danish police 
precluded other alternative concepts of policing, such as the emphasis on 
street-level patrols and community policing, which dominated the earlier para-
digm and public debate on policing in Denmark (Balvig, 2015; Volquartzen, 
2013). Likewise, this imaginary excludes non-police solutions to crime, such 
as welfare initiatives or other social solutions.

The transmission of the imaginary into the Danish context began with 
Palantir’s Gotham system being marketed to a vanguard of police officials 
who were shown a demo of the Palantir Gotham system in Monte Carlo in 
2014 (Kulager, 2021). This group developed what Jasanoff (2015b), quoting 
Hilgartner (2015), refers to as a vanguard vision, a proto-imaginary that the 
vanguard then works to materialize. Subsequently, Danish police officials also 
made a field trip to the United States to visit two developers of predictive polic-
ing platforms. These were IBM in Boston and Palantir Technologies in Los 
Angeles. An internal police report stated that the IBM platform was inadequate 
for the purposes of the Danish police. Palantir Gotham, on the other hand, was 
deemed suitable for the needs of the police in Denmark (Rigspolitiet, 2014).

However, there were further complications ahead before the vanguard vision 
could become a materialized product. In our interpretation, this is due to how 
the Danish police are governed, that is, the Danish police are organized at 
the state level. This is a vital organizational difference from, for example, the 
US and German paradigms and the purchases of Palantir Gotham in the US 
and German contexts, which are described by Brayne (2021) and Egbert and 
Leese (2021) respectively. This means that the allocation of funds and legal 
status became a concern ultimately for the Danish Parliament, which approves 
the state budgets, including procuring technical systems and funding for the 
police. Initially, the Danish government was negative about a new digital plat-
form for the police. The reason why the Danish state was unwilling to fund 
a new platform was due to the failure of the police in developing, in-house, a 
new version of the POLSAS police case handling system that serves as the 
basic police operations system (Interview, Senior Police Intelligence Analyst 
in District, September 2022). The new system, POLSAG, was “distinctively 
different from POLSAS in two areas: case management would be digitally 
based, and the system would be implemented nationwide and be accessible 
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across the police districts” (Rigsrevisionen, 2013, p. 2). POLSAG was finally 
shut down in 2012 after being in development since 2007 and costing circa 567 
million Danish Crowns (ibid.).

The momentary shackling to proceed with the procurement for the Gotham 
platform, or any other policing system, changed after the so-called 2015 
Copenhagen terrorist attack that left three people dead (including the perpe-
trator) and several police officers wounded. Scholars have long remarked that 
security events like terrorist attacks are liable to cause politicians and states 
to act forcefully through the implementation of new security technologies 
(Sausdal, 2021; see also Amoore, 2013; Agamben, 2005; Duarte, 2021). In the 
case of Denmark, the shootings mobilized the Danish government to issue the 
report A Strong Defense Against Terror: 12 New Initiatives Against Terror 
that recommended the purchase of an intelligence platform for the police and 
the Danish secret services. In connection with the report, the government 
allocated 150 million DKK for the procurement of a platform (Regeringen, 
2015). The report explained that such a platform anticipated “…a substantial 
strengthening of the possibilities to identify or localize potential perpetrators 
before a terrorist attack or other very serious crimes are committed” (ibid., our 
translation). Subsequently, a tender was issued that specified:

The platform should be able to utilize a variety of common algorithms and tech-
nologies for visualization and pattern recognition in large volumes of data—both 
proactively and based on user actions. This could, for example, involve temporal 
segmentation of data, geographical visualization and processing of data, hotspot 
analysis, Social Network Analysis tools, machine learning, and deep learning tech-
nologies. (Rigspolitiet (2015), our translation)

The predictive components specified in the quote above adhered to several 
of the predictive policing definitions accounted for in the introduction of this 
chapter, such as that of the RAND Corporation’s (Perry et al., 2013). Palantir 
Technologies finally won the tender bid as “once the actual competition started, 
we participated in it and you know by the end of it actually all of our competi-
tors have dropped out because there was no way to provide this capability at 
this price point” (Interview, Palantir Scandinavia Head, September 2021). The 
contract was subsequently signed in 2016. By this point, the critique against 
predictive policing had not entered the Danish public debate. This is evident 
in the reply of the Danish police to a parliamentary query that asks if POL-
INTEL will support the use of predictive policing:

There is no question that “predictive policing” can replace or render obsolete police 
experience, but it is a working method that can help ensure that police patrols, etc., 
are used most effectively to prevent or address, for example, personal crime. The 
experiences from countries that have implemented “predictive policing” in their 
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police forces seem to show that this working method can yield good results, includ-
ing in the field of burglary crime. (Retsudvalget 2016–17 REU Alm​.d​el Offentligt 
2016, our translation)

At this point, the Danish police were still comfortable using the concept of 
predictive policing. A representative for the police publicly envisioned through 
the Danish police Union’s newspaper that “in the long run, the system [POL-
INTEL] will also introduce completely new workflows in the Danish police 
and support predictive policing” (our translation, Bjørnholdt, 2016). Alongside 
the championing of prediction, POL-INTEL was accompanied by a utopian 
imaginary where the program was referred to as a “super weapon” (our trans-
lation, Kulager, 2017; Toft, 2018) in the war against crime.

Turning POL-INTEL Non-Predictive

“We entered the room. Several people waited for us, both male and female 
police officers. One was smiling. The rest were just sitting there with an unde-
finable crack on their lips. ‘We want to talk about predictive policing,’ we said. 
This immediately electrified the atmosphere. ‘There is no such thing as pre-
dictive policing related to POL-INTEL,’ said the smiling man. Another police 
officer grimaced. That set the tone. If we actually wanted to go on with this 
fieldwork, we had to re-invent our main concept, forgetting about prediction, 
anticipation, and prognosis. The smiling police officer declared, ‘Intelligence-
led policing, this is what we do.’ A general feeling of relief dominated the 
room. ‘We can live with intelligence-led policing,’ we said to ourselves” (notes 
from our fieldwork, first meeting with the POL-INTEL group, December 
2019).

The critique against predictive policing in general and toward Palantir spe-
cifically intensified in the United States after 2016 (e.g. Hardy, 2016; Thomas, 
2016; Lapowsky, 2018; Robitzski, 2018). Imaginaries are liable to move from 
the national context they were developed in across borders (Jasanoff, 2015b). 
This is true for the case of POL-INTEL as well, both regarding the origi-
nal imaginaries of the platform constituting an efficient crime-fighting tool 
but also regarding the later dystopian imaginaries. These imaginaries empha-
sized the risk of mass surveillance, shadowy relations between the state and 
Big Tech, and bias in the algorithms. While in 2016 there were only a few 
solitary references to these dystopian imaginaries (e.g. Mølsted, 2016), from 
2017 and onward these ideas became more common in the Danish press (e.g. 
Sommerand, 2017; Vinther-Nielsen, 2017; Thøgersen, 2017). One example 
of the influence of American dystopian accounts of Palantir transplanted to 
Denmark can be found in the major daily Berlingske:
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The system that the Danish Police and [Secret Services] are about to set up is 
delivered by Palantir Technologies which have specialized in data analysis for 
intelligence agencies around the world. Palantir, which is founded with economic 
support from the American intelligence agency the CIA, has earlier been in focus 
as the firm has assisted the American intelligence agency the NSA with enacting 
[opsætte] massive surveillance, which top secret papers made public by the ex-
intelligence analyst Edward Snowden have revealed since June 2013. (Bjørnager & 
Breinstrupog, 2017)

These articles are not merely an exercise in enlightened reflection on what 
predictive policing is or what POL-INTEL can or cannot accomplish. Instead, 
these debates threatened to imperil the process of purchasing and legalizing 
the platform. This is because, in 2017, the Danish Parliament was set to vote on 
changing the police law to legalize the use of “transversal” (Folketinget, 2017, 
our translation) data collection methods for law enforcement. This was essen-
tially a vote on legalizing POL-INTEL. Without such a legal reform, the police 
and the Ministry of Justice, which governs the police, were concerned about 
potential legal challenges to the system (Interview, Former Ministry of Justice 
Police Division Head, February 2022). Critiques of POL-INTEL in the press 
thus threatened to convince parliamentarians to vote against its legalization.

From 2018 and onwards, the Danish police also moved away from their 
earlier standpoint that POL-INTEL is a predictive policing tool. For instance, 
the former Data Protection Officer (DPO) explained that:

So, there is a lot of stuff out there, about Palantir, and predictive policing, and 
algorithms and it’s all wrong. … You need a lot of data to do prediction, so maybe 
you can do this in something like in the traffic, [where you] may have enough data. 
Predicting homicides in Denmark is completely impossible, we have like 50 a year, 
there is no way that you have anything that would allow you to identify where a 
murder may be committed, or even a burglary. (Interview, Former Data Protection 
Officer, March 2021)

In this quote, the former DPO demarcates (Gieryn, 1983) what predictive 
policing is through the necessity of obtaining large amounts of data. His state-
ment relies on the hypothesis that there is a true predictive policing out there, 
but it is one which the Danish police cannot perform, due to their lack of data 
on serious crimes such as murder. Similarly, in 2020, a parliamentarian for the 
left-wing Red-Green Alliance (Enhedslisten) asked the Minister of Justice if 
“… the Danish police’s IT system provided by Palantir (POL-INTEL and PET-
INTEL) uses algorithms for predictive policing, and whether it complies with 
UN and the Data Protection Agency’s requirements for responsibility for the 
rights of individuals” (Retsudvalget 2020–21 REU Alm​.de​l, 2021, our transla-
tion). In turn, the Minister referred the question to the Danish National Police 
who replied that:
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The initial observation notes that the National Police have understood the question 
as seeking to uncover whether POL-INTEL is used to conduct forecasts regard-
ing which individuals are expected to commit crimes and whether, if so, this is 
done with due consideration for individuals’ fundamental rights. In this context, the 
National Police can state that POL-INTEL is not used for profiling or predicting 
individual-level criminality, and the analysis platform is not used to predict crime 
patterns at an aggregated level. (our translation, ibid.)

The police thus reformulated the query by stating that the parliamentarian 
is asking whether the police perform forecasts on an individual’s propensity 
for future crimes. With such a definition in mind, the police could reply that 
they were not engaging in predictive policing. The police furthermore added 
that they did not make crime predictions on an aggregated level. However, the 
police went on to state that:

The National Police, however, generally works toward the police force operating in 
a more knowledge-based and data-driven manner. When the police conduct analy-
ses in this context, they work based on hypotheses derived from existing data. For 
instance, if patrolling needs to be planned to target a higher number of burglaries 
in a specific area, this planning may be based on existing data regarding where and 
when burglary crimes typically occur in a particular geographic area. (our transla-
tion, ibid.)

The police thus stated that they did utilize data on past crimes, combining 
it with hypotheses to make analyses for planning police work. The use of 
historical crime data to plan patrols is one of the predictive techniques most 
commonly featured in predictive policing (e.g., Perry, 2013; Egbert & Leese, 
2021). In that sense, the police distinguished what predictive policing is and 
is not, and thus carefully navigated the question the Minister had referred to 
them. When confronted with this contradiction in terms, some members of the 
police and Palantir developed an alternative, new boundary for what consti-
tutes prediction. They did so by suggesting that calling POL-INTEL a predic-
tive policing tool “emaciates the concept” (Interview, Palantir Civil Liberties 
Representative #1, November 2022), as:

… companies like PredPol, … are trying to make an argument that you can use 
statistical techniques, regressions or whatever to build models that project what 
will happen in a point in space and time in the future. As opposed to drawing broad 
inferences that may be part of a broader context of considerations that figure into 
how many a police agency hires or how many patrol cars you have or other general 
logistics questions which I view as kind of strategically oriented. (ibid.)

In the above quote, predictive policing was defined as requiring a greater capac-
ity to make precise forecasts than what POL-INTEL was capable of. What is 
relevant for our analysis is that the Danish police and Palantir anticipate that 
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there is a true predictive policing out there which is distinct from other forms 
of police attempts at forecasting the future. Notably, the idea that there is a 
true predictive policing is the same position which the Danish police origi-
nally held in 2016 when they presented POL-INTEL as a predictive platform. 
The difference in this context is that new, albeit vague, boundaries have been 
erected that disqualified POL-INTEL from the new definition.

All Policing is Predictive, Right?

After investigating the previous two examples of how predictive policing can 
be defined, we will now turn to a third. This definition is the most expansive 
as it argues—in the words of one Palantir official who rhetorically posed the 
question—that “all policing is predictive, right?” (Interview, Palantir Privacy 
& Civil Liberties Engineer #2, January 2022). This position is further elabo-
rated on by another Palantirian in response to a question of what differentiated 
predictive policing from ILP:

I think it is media relations; it is the understanding that for whatever set of reasons 
there is this emotional reaction to this term “predictive policing.” Again, I think 
that leaving aside some very extremist viewpoints, nobody thinks that the police 
should not be acting predictively. It is a crazy idea that the police should not be act-
ing predictively. So, then it is about which specific capabilities we think they should 
or shouldn’t have, and where are all the different complex lines that we want to draw 
are. And I don’t think that there is any difference here. We talk about ILP; it’s the 
exact same concept. We should make sure that all the information police officers 
have at their disposal can be brought to bear, legally, against whatever problem the 
police are working on. (Interview, Palantir Scandinavia Manager, September 2021)

For the Palantir official, prediction is thus inherent in all police work. There 
are no boundaries or demarcations between different forms of policing in this 
position. This is a definition that echoes scholars such as Aradau and Blanke 
(2017) who emphasize that pre-emption has been central for policing and gov-
ernance since the inception of the modern state.

So far, we have shown how boundaries and demarcations around the con-
cept of predictive policing have been erected. However, when our fieldwork 
took us from public discourses to police practice, these boundaries became 
increasingly fuzzy. For instance, the police handbook for intelligence workers, 
the Doctrine for Intelligence and Analysis (Rigspolitiet, 2018) details an epis-
temic hierarchy—see below—of how police knowledge is produced, where 
the lowest form of knowledge is “overview,” moving up to “insight,” to “under-
standing,” and lastly to “prediction.” To be able to predict is thus posed in the 
Doctrine as the highest form of knowledge.
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Similarly, when police officers detailed their everyday work, predictive 
techniques constantly appeared in their descriptions. This relates to intelli-
gence officers utilizing past data to attempt to predict future crimes (Interview, 
Police Intelligence Analyst in District, September 2022) or how POL-INTEL’s 
crime mapping features present crimes in an interface built to make it easier 
for officers to decide where to patrol (Interview, Palantir Scandinavia Manager, 
September 2021). When we increased the analytical focus on police practice, 
the demarcations and borders that the police and Palantir set up between ILP 
and predictive policing became increasingly unstable. We argue that this insta-
bility also relates to the many synonyms for predictive policing which have 
been developed or embraced by academics, police forces, think tanks, and 
government agencies. This, in turn, means that scholarly work attempting to 
demarcate predictive policing from other forms of police practices, whether 
these are called forecasts, anticipatory systems, or ILP, is liable to potential 
challenge.

CONCLUSIONS

This inflation of definitions and conceptual revisionism about what predic-
tive policing is and is not has caused considerable confusion about the affor-
dances of POL-INTEL. One could argue that the story of this digital policing 
platform has followed the traditional trajectory of the construction of a black 
box. Following Latour (1999), we see POL-INTEL through a process in which 
“scientific and technical work is made invisible by its own success. When a 
machine runs efficiently, when a matter of fact is settled, one needs to focus 
only on its inputs and outputs and not on its internal complexity. Thus, par-
adoxically, the more science and technology succeed, the more opaque and 
obscure they become” (p. 304). What we see in the case of POL-INTEL is not 
merely the black-boxing of a technical system, the obscuring of the procure-
ment and implementation process, but also a critical battle around the owner-
ship and demarcation of definitions that progressively fade away.

Who ascribes meaning and acquires the interpretation prerogative about 
what POL-INTEL is and does is directly linked to their position in the social 
and political hierarchy of credibility. These positions both influenced and were 
influenced by the imaginaries reproduced in media, which more often than not 
were transplanted from debates in the United States. The notion of predictive 
policing thus becomes a boundary object, a flexible concept that acquires posi-
tive and/or negative attributes. The latter also enabled a loose (re-)definitional 
flexibility. By that, it is meant that once predictive policing acquired nega-
tive connotations, Danish police and state officials re-defined the concept by 
limiting its scope and denying its use. The shift from predictive policing as a 
concept to a multitude of new policing strategies is an international trend. As 
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in the Danish example, predictive policing has become an abstract concept 
(cf. Terpstra et al., 2019). The case of POL-INTEL and predictive policing is 
indicative of the complex mechanisms—rhetorical, semantical, political, eco-
nomic, technoscientific—at play that intensively work to establish “the great 
refrigerated storehouses of data” (The Invisible Committee, 2015, p. 50) as 
the cornerstone of current government, revising without hesitation their own 
concepts if needed.
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INTRODUCTION

The development of the predictive policing and decision-support system 
STATUS commenced in 2005 and has been in use across the Swedish Police 
Authority since 2015. STATUS is the umbrella term for several applications 
developed with the business analytics QlikView and QlikSense tools, which 
at a given time read and present underlying information in a simple and leg-
ible way. The information is then published on Intrapolis, the Swedish police 
intranet, and access to the information is controlled by an authorisation mod-
ule. Every keystroke is logged, and STATUS reads information from several 
underlying sources every day. This information is presented in a simple and 
easy-to-understand way to all police employees. The STATUS system serves 
as a working tool, temporarily processing information without permanently 
saving it until new data is added. It reads from an underlying system, which 
manages the archiving and thinning of data, eliminating the need for these 
processes within the tool itself. All applications are designed to allow searches 
to be performed according to geographical, temporal, and organisational divi-
sions (Berth Simonsson, 2012, p. 3).

In this chapter, I will examine the impact of predictive policing on the way 
crime policy is implemented in the Swedish case through the STATUS system 
– a unique case, one could argue, that is transforming the Swedish police into a 
data hub. The Scandinavian state understood early on the particular importance 
of using digital tools to support decision-making at various levels: operational, 
organisational, financial, and crime data analysis. I argue that IT developments 
in Swedish police have placed it at the forefront of police science from an early 
stage, drawing on both its rich history of computer science development and, 
more importantly, its tradition of bottom-up community policing. However, as 
I shall show below, this development has been shaped by two dynamic strate-
gies which, while moving in opposite directions, share more common ideas 
and practices. On the one hand, there is the tradition of predictive policing, 

 

8.	 Predictive policing in Sweden: the 
case of STATUS
Giorgos Mattes
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which aims at prevention based on probability diagnostics to make prompt 
policing more effective. To do so, it uses mathematics, predictive analytics, 
and other analytical techniques to identify potential criminal activity before it 
occurs (Perry et al., 2013). On the other hand, there is evidence-based policing; 
this emphasises using scientific research to inform and evaluate policing prac-
tice by constantly reflecting on the outcomes of policing through the assess-
ment of necessary evidence, professional judgment, and community values in 
the decision-making processes of police departments (Klose, 2024).

I also argue that there can be no valid discussion of “the future” without 
knowledge of the past and that the ideology of future-driven technologies has 
a rich past. Historians of technology have developed a deep understanding of 
the ways in which technology shapes and is shaped by social, political, eco-
nomic, and cultural contexts (Edgerton, 2010). Moreover, those who specialise 
in the history of computing have an equally deep understanding of the devel-
opment, evolution, and impact of computing technology, arguing that the tran-
sition from analogue to digital technologies is not a radical break with the past 
but rather a continuation of existing technological trends and part of a larger 
historical trajectory that can be traced back to the Industrial Revolution (von 
Oertzen, 2017). Foucault’s concept of “police science” (Foucault, 2009) can be 
understood as a genealogical analysis of how post-industrial states have histor-
ically utilised policing not merely for law enforcement but as a comprehensive 
strategy for the surveillance and regulation of populations, integrating scien-
tific methods to enhance the state’s capacity for information collection and 
social control. This includes studies in criminology, forensic science, geogra-
phy, anthropology, sociology, psychology, jurisprudence, and criminal justice, 
where police IT systems meet biometric databases (such as fingerprints, DNA), 
where speed-measuring devices meet surveillance cameras and licence plate 
recognition systems, and AI technology meets registers of suspected offenders 
or political organisations.

The state has continuity and memory, and all past registers, or modern 
databases, serve as mnemonic sites to help it remember. The state not only 
collects information but also mobilises, reconstructs, and transforms it into 
social knowledge to enhance its power and control. James C. Scott’s main 
argument in Seeing Like a State (1998) is that the state tends to simplify com-
plex systems to exert greater control, driven by a desire for legibility rather 
than addressing the underlying problems. Efforts to impose standardised, top-
down solutions on complex, messy systems through the creation of networks 
and interconnected databases are shaping the world we live in – this includes 
the administrative unification of police forces, holistic urban planning, and the 
digital monitoring of social life. Police memory is not just about remember-
ing the dangers that lurk and challenge the foundations of the modern state 
but is an attempt at a twofold project: on the one hand, to grasp the present 
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through the reconstruction of the past, and on the other hand, to design the 
future through the claims of the past and the needs of the present. The produc-
tion of state knowledge prerequisites the effort to the top-down re-categorisa-
tion of the world we live in and the attribution of specific properties that will 
enhance the analysis. Here lies the neoliberal concept that divides the world 
into “digits” in order to then reconstruct it as a sum of measurable and assess-
able individualities.

Therefore, I should ask: how predictable is the future, and why is it so 
important to people? Which ideas, beliefs, and values underlie it, and what are 
the technologies that embody these concepts? How do people develop these 
technologies, and what is history’s contribution to their understanding?

This article is the outcome of field research in Sweden, which started in 
2016 as part of a research project funded by the Greek Research Centre for the 
Humanities and continued in 2023 as a work package of the CUPP (Critical 
Understanding of Predictive Policing) project. As primary material, I have used 
interviews with former and current police officers, criminologists, and Qlik 
employees, the personal archive of former police officer and STATUS devel-
oper Berth Simonsson, public police reports, reports by the Swedish National 
Council for Crime Prevention (Brå), the press, and Swedish legislation.

POLICING TECHNOLOGIES AND STRATEGIES

The First Digital Policing Systems Until the “Engla Case”: 1993–2008

The development of the STATUS system at a national level has been a long 
and difficult process. Preparing the system for approval by the National Police 
Board (RPS) was a lengthy undertaking that took about 10 years. However, the 
ground was well prepared due to the previous development of smaller systems 
and the implementation of a decision-support system by the South Sweden 
Skåne police in 2001, licenced by QlikTech.

The Swedish police initially used “Business Objects” for their data analy-
sis and reporting needs: a business intelligence software suite known for its 
complexity in use and maintenance. It was heavily report-centric, requiring 
extensive use of Excel to generate reports and graphs, which made the process 
cumbersome and less efficient (Anonymous Interviewee 3, 2024). By 2009, the 
Swedish police organisation had a dedicated IT department with around 200 
personnel managing approximately 1,500 systems. These ranged from incred-
ibly old to very new, creating a complex and disorganised IT environment. The 
use of various programming languages resulted in information being stored 
in numerous formats, further complicating the IT landscape (Skog & Tona, 
2009, p. 57). Yet, as I will show below, the gradual replacement of the older 
and different systems by a centralised one was a process that involved not only 
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technical competence but also the emergence of “interoperability” and “coop-
eration” as central concepts of the welfare Swedish state, versus “autonomy” 
and “decentralisation”.

In the mid-1990s, a new organisational structure was implemented, estab-
lishing one police force per county. This shift led to a significant reduction 
in detailed oversight from the National Police Board (NPB), thereby increas-
ing the responsibilities of individual counties. This transformation was part 
of a broader movement in Sweden towards decentralising political control 
over public administration, focussing on goal-setting and budgetary control 
rather than detailed regulations (Cameron, 2021, p. 278). The result of this 
shift was that the police in the south of Sweden adopted QlikView, a product 
from QlikTech, for managing police data, which offered a more user-friendly 
graphical interface and dashboard capabilities and allowed for immediate vis-
ualisation of problems and the ability to drill down into specific issues, making 
data analysis more intuitive and actionable (Anonymous Interviewee 3, 2024).

The Swedish QlikTech, as it was called at the time, was founded in Lund, 
Skåne, in 1993. It specialised in programming business intelligence platforms 
for data visualisation and supporting decision-support systems. A police officer 
saw the potential for integrating QlikTech’s application into the Swedish police 
force around 19951 and this sparked the interest of a five-member group con-
sisting of one police officer, one analyst, and three personnel from QlikTech 
who were recruited as consultants. The latter decided to get involved and 
integrate the company’s commercial products into the Southern Police Force. 
The result of this effort was the Rational Reporting Routine (RAR) system, 
licenced by QlikTech2 which was recording all reports registered. The pro-
ject lead and mastermind was Berth Simonsson, a police officer with a degree 
in computer science from Lund University, with technical support from Ola 

1  The process of transferring parts of the Swedish public sector to private 
sectors has a history of more than 30 years and involves both direct sales and 
various degrees of outsourcing. This has mainly involved the health and social 
care sectors, where large investment fund companies have taken over organisa-
tions (White, 2016). On the other hand, the expanded concept of security that 
emerged after the Cold War led to a new way of thinking about risk (Flyghed, 
2005; Zedner, 2009). These broad policy changes in the early 1990s significantly 
impacted policing, especially information-based policing, and influenced the rela-
tionship between the private and public sectors (Flyghed, 2018).

2  The RAR system, which stands for “Rationell anmälningsrutin”, was intro-
duced in 1991 and therefore had a lifespan of more than 20 years, until it was 
replaced by the “Police Investigation Support Team” (PUST) in 2012 when the 
Swedish National Police Board decided to adopt Siebel as its standard platform 
to support mobile devices such as laptops and tablets (Rikspolisstyrelsen, 2013).
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Hornemark, a software developer who was a civilian employee before joining 
the police.

It was another police officer who found it and they tried it. And then we went on 
with it. It was just a little place called Lund at that time. There were just three peo-
ple when we started (in QlikTech), in total five persons. (Anonymous Interviewee 
1, personal communication, 11 April 2024)

The idea behind the implementation of the system in Skåne was to provide an 
easy way for everyone to access and visualise all the data together. Initially, 
the system was within the network but was not fully utilised due to the limi-
tations of the basic hardware available at the time. As hardware technology 
advanced, it became easier for different members of the organisation to use 
the system effectively. The Skåne police began using it, and gradually its use 
spread throughout the region. However, as with any large organisation, this 
process took considerable time. What the initiators of the project wanted at the 
time was to create a database of all reports from criminal investigations so that 
the police could have an overview.

In practice, it was so much that he knew the technical stuff and I knew all this 
formal stuff so that it was very much like this: he solved a problem doing software 
engineering and I had to find the solution formally, so to speak, before we were 
done with the problem. Ola had the technical skills and provided solutions in tech-
nical capacities, and he was making solutions within the framework of the police, 
such as how to deal with regulations. (Anonymous Interviewee 1, personal com-
munication, 11 April 2024)

The developers had designed their data systems to ensure that they were easily 
accessible and integrable across the entire country. This approach allowed any 
department or individual within Sweden to seamlessly incorporate the data into 
their own systems without facing significant challenges. The design prioritised 
ease of use and interoperability, ensuring that the data could be transported 
and utilised efficiently by all relevant parties. However, the problem was legal, 
as prior to the 2015 reform, the organisational structure of the Swedish police 
was highly decentralised, consisting of 21 autonomous regional police authori-
ties, each corresponding to county boundaries.3 Therefore, a notable issue was 

3  These regional authorities were responsible for local policing activities, 
including emergency response, crime investigation, and crime prevention. Each 
regional authority was headed by a chief commissioner, who was appointed by 
the government and had considerable autonomy in the management of policing 
within their jurisdiction. The local police districts under these regional authori-
ties were responsible for day-to-day policing. The central administrative body, the 
National Police Board (Rikspolisstyrelsen), was responsible for coordinating and 
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the fact that many systems used by the police had specific stamps indicating 
they were not developed in Stockholm, making it difficult to disseminate these 
systems throughout the organisation, even though several regions in Sweden 
had already adopted them (Skog & Tona, 2009, p. 58).

A milestone for the RAR system was the “Engla case”, the abduction and 
murder of 10-year-old Engla Juncosa Höglund in April 2008 in Stjärnsund, a 
crime that exposed significant criticism of the Swedish police system by the 
press.4 A crucial break in the case came when a local man testing his new 
digital camera inadvertently captured a photo of Engla and a red Saab 900 fol-
lowing her. This led to the identification and arrest of Anders Eklund, a truck 
driver with a history of violent crimes against women. Eklund confessed to the 
murder and led police to Engla’s body, which had been raped, beaten, stran-
gled, and burnt beyond recognition. Eklund’s arrest also solved the 2000 mur-
der of 31-year-old Pernilla Hellgren, as DNA evidence linked him to her case. 
Eklund confessed to this murder as well, revealing a pattern of violent behav-
iour that had gone unchecked. The case was highlighted to expose the severe 
deficiencies in the Swedish police’s handling of violent crime investigations. 
Despite receiving tips about Eklund’s involvement in Hellgren’s murder, the 
police failed to act, allowing Eklund to remain free and ultimately kill Engla. 
This failure led to public outrage and a lawsuit by Carina Höglund against 
the Swedish state for negligence. The Police Board’s reaction in 2010 was to 
announce they would “set forth a number of recommendations designed to 
increase preparedness and effectiveness, including a national education course 
for violent crimes investigators and better computer databases”5 (Sveriges 
Radio, 2010).

supporting the regional authorities but had no direct operational control over them. 
The Board included specialised units such as the National Criminal Police and the 
Swedish Security Service (Säkerhetspolisen), the latter acting as an independent 
authority responsible for national security matters. The National Laboratory of 
Forensic Science provided forensic services to the police authorities and was also 
part of the National Police Board.

4  Engla went missing while cycling home from soccer practice in Stjärnsund, 
and her mother, Carina Höglund, found her abandoned bicycle in the woods, 
sparking immediate fears of foul play (Landes, 2008). After his arrest, Eklund 
was sentenced to life imprisonment for the murders of Engla and Hellgren, as well 
as for a 2006 rape and child pornography charges. 

5  The emphasis is mine.
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The Unification of the Swedish Police and the Integration of the STATUS 
System

The period from 2006 to 2014 was marked by significant political shifts in 
Sweden, with the centre-right alliance governing as a minority after three 
terms of Social Democrats in power. The liberal-conservative alliance’s crime 
policy focused on addressing gang violence, burglary, and sexual offences 
with a strong legislative and institutional framework supporting these efforts. 
The idea of reorganising the police was persistent, and in July 2010, the gov-
ernment set up an all-party parliamentary commission to study police reform. 
Two years later, in March 2012, the commission submitted a report which 
stated that:

The transition to a single Police Authority will facilitate information exchange in 
the police organisation, as current boundaries between authorities will disappear. 
Rules on secrecy and authorisation restrict the possibilities of individual officials 
accessing information other than as required in their work. In a mono-agency 
organisation, it is even more important that access to police systems is limited to 
certain functions and authorisation levels. The current plethora of local computer 
systems and registers of various types will be reduced by the new agency construc-
tion, which will gradually lead to greater consistency, higher quality, and lower 
administrative costs for IT activities within the authority. (Regeringskansliet, 2012)

According to the report, the decentralised structure posed challenges in terms 
of coordination and uniformity across the different regions, making it dif-
ficult to deal effectively with national-level issues and to ensure consistent 
police performance. The lack of a unified command structure and the exist-
ence of different systems for storing and processing information between the 
regional authorities hindered the seamless exchange of information. This frag-
mentation and the resulting inefficiencies were one of the main reasons for 
the comprehensive reform in 2015, which aimed to create a unified national 
police authority to address these shortcomings. The reform sought to improve 
effectiveness, local responsiveness, and accountability by consolidating the 21 
regional authorities into a single national entity, thereby centralising command 
and control while maintaining a degree of local operational flexibility. This 
reorganisation was the most significant overhaul of the Swedish police since 
its nationalisation in 1965 and reflected a shift towards a more centralised 
and cohesive structure to better meet the demands of modern policing in an 
increasingly mobile and interconnected world, setting the foundations for the 
STATUS system to emerge and operate in full-scale functionality.

During the summer of 2012, two years before the implementation, project 
leader Berth Simonsson introduced the system to the Skåne Police Authority 
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with a 13-page statement of purpose entitled “Overview of the Business 
Statistical System”, in which he detailed the system’s capabilities and potential.

According to the detailed report, in each application, the user can make 
selections on: (i) the whole country, (ii) regions, (iii) police areas, (iv) munici-
palities, (v) local police areas, (vi) areas of responsibility, (vii) NYKO/SAMS 
areas, (viii) street. In terms of the time divisions, in the applications that con-
tain any time aspect, the extraction can be done on: (i) year, (ii) quarter, (iii) 
trimester, (iv) month, (v) weekday, (vi) day of the week, (vii) date, (viii) hour, 
(ix) second, (x) own subdivisions. Finally, in each application, where appropri-
ate, enforcement can take place on different organisational units such as: (i) 
counties, (ii) departments, (iii) units’ sections, (iv) own subdivisions.

The system was designed in 2012 to integrate the following key subsystems, 
which had previously operated independently and which, except for the RAR, 
are all still operational:

Firstly, the STORM system, which stands for System for Tasking and 
Operational Resource Management, is designed to manage an overview of 
police resources within the region, document police operations, and respond 
to incidents in collaboration with the emergency services. The objectives of 
the integration are: (1) to see the time spent on emergency operations, (2) to 
see the time taken for different calls, (3) to be able to search through all HR 
and attached information to see, for example, controlled persons in a certain 
area, (4) to be able to search through all HR to look for, e.g., social security 
numbers or car numbers or parts of them, (5) seeing response times in different 
areas, (6) queuing times, (7) seeing journey times, (8) seeing in-place times, 
(9) reporting time, (10) the total amount of resources for each HR, (11) seeing 
breakdowns on different priorities, (12) being able to select the priority/event 
code/final code, (13) which patrols have been in place, (14) how many police 
officers have been on the HR and compare over time, (15) to see a selected HR 
quickly, (16) which persons have been checked, and (17) which car registration 
plates are stopped.

Secondly, the RAR system contained a great deal of information and was 
one of the most important basic systems in police operations. All recorded 
reports were registered there and contained rich information that could be 
used for both administrative follow-up and practical operational work. With 
the information in RAR, together with tables from, for example, the Crime 
Prevention Council (BRÅ) crime coding list and the regional division, it was 
possible to make many applications that meet both administrative routines 
and operational requirements. The applications could be variously advanced 
to meet many requirements, from the simplest (just to see where and when 
crimes occurred) to advanced forecasting calculations and automatic analysis. 
It could also be used in the police’s internal reconnaissance work.
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According to the overview of the system as presented on 1 June 2012, the 
purposes behind the integration of the RAR subsystem are listed in 35 points: 
(1) To be able to easily monitor crime trends both over time and geographi-
cally; (2) being able to coordinate offenders so that the same person is not 
investigated in different parts of the agency; (3) being able to see the workload 
in many different ways, both overall and down to the individual level; (4) being 
able to see production and its evolution; (5) seeing all open/reported cases and 
who reported them; (6) enabling easy searches through all reports from 2000–
2011 using your own search terms; (7) seeing and comparing crime trends 
across the country; (8) planning how many report collectors are needed, day 
by day or hour by hour; (9) seeing who is taking the reports; (10) determin-
ing if certain reporters lead to longer investigation times; (11) identifying if 
targeted training is needed; (12) checking if the uptake of reports increases/
decreases in particular units; (13) analysing how the case was reported; (14) 
seeing which age categories are victims/perpetrators within the different 
crime codes; (15) mapping the victim/suspect (age, address, and number for 
possible targeted crime prevention work); (16) monitoring individual officers’ 
investigation times; (17) assessing whether deadlines are met; (18) identifying 
the most common places where crimes are committed; (19) evaluating pro-
cessing times; (20) determining when the different offence codes start/end; 
(21) breaking down national targets to the lowest geographical level; (22) clas-
sifying offences; (23) categorising offences; (24) analysing crime areas; (25) 
forecasting crime trends; (26) controlling lifestyle criminals; (27) controlling 
organised crime; (28) seeing what has been stolen recently; (29) determining 
the worth of stolen goods; (30) identifying which victims have made more 
than two reports; (31) facilitating quick searches of all notifications for certain 
words; (32) seeing links between complainants and offenders; (33) identifying 
which age category is vulnerable to different offences; (34) identifying which 
victims need crime prevention information; (35) quality assurance of RAR/
PUST.

Thirdly, the DURTvå system, short for “Computerised Investigation Routine 
and Coercive Measures Management”, is an IT system used by the Swedish 
National Police Board to manage and document police investigations. It is 
designed to handle additional documents attached to police reports, such 
as interview notes, memoranda, and documentation of evidence. Retrieving 
information from DURTvå had the following objectives: (1) seeing workload 
and production, (2) seeing the agent’s output, (3) being able to search all inter-
rogations with keywords (500,000 interviews in 1–2 seconds), (4) mapping 
suspects with addresses and phone numbers, (5) determining how many inter-
rogations have been held, (6) when the interrogations have been carried out, 
(7) how long interrogations take, (8) where the hearings were held, (9) how 
many PMs are written, (10) how many unlinked interrogations/PMs exist and 
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who wrote them, (11) who was the prosecutor, (12) what other diary numbers 
are included in the target number, (13) being able to identify the different roles 
(plaintiff, witnesses, informant, etc.), (14) monitoring organised crime, (15) 
monitoring lifestyle criminals, and (16) finding different interrogations where 
certain words coincide.

The system was initially referred to as STATUS around 2014. Following 
the development of RAR and understanding how it works, some other sub-
systems were also created, such as the time PARIS system, which allowed for 
tracking when and where personnel were working. Initially, the system was 
developed specifically for Skåne due to the legal restrictions that prevented 
different authorities from coordinating their records, therefore making it dif-
ficult to integrate various systems. After the merger into a single authority, 
these formal restrictions were lifted, simplifying the process significantly. 
However, one year before the reorganisation of the force, in 2014, the team led 
by Berth Simonsson found an innovative solution to overcome the technical 
problem of different databases across the country. They managed to merge all 
data and to perform some free text search without coordinating the systems – 
which was still not allowed. The solution was presented to the Data Protection 
Agency, and it was accepted with appraisal. That specific function is still in 
use. (Anonymous Interviewee 1, personal communication, 11 April 2024)

Back and Forth on the 2015 Police Reorganisation: Community-Led, 
Evidence-Led and Predictive Policing

During 2010–2014, the success of QlikView in the south of Sweden was high-
lighted by media coverage6 and positive outcomes, eventually convincing 
the central police to adopt the tool. Over a period of 3–5 years, QlikView’s 
effectiveness in providing real-time insights and facilitating better decision-
making led to its widespread use across the Swedish police force, right before 
its reorganisation. The implementation of the QlikView system in the south of 
Sweden benefited significantly from the support and understanding of the local 

6  The media played a significant role in presenting the arrest of serial killer 
Peter Mangs as a success story for Qlik’s data analysis tool, QlikView. Articles 
highlighted how QlikView enabled the Malmö police to quickly analyse vast 
amounts of crime data, identify patterns, and narrow down the list of suspects, 
which included Mangs (Sullivan, 2013). These stories emphasised the efficiency 
and effectiveness of QlikView in solving complex criminal cases, often downplay-
ing the crucial tip from a friend of Mangs’s that led directly to Mangs’s arrest (The 
Local Sweden, 2012). By focussing on QlikView’s technological capabilities, the 
media portrayed the tool as a pivotal element in the investigation, demonstrating 
its potential to revolutionise law enforcement practices.
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chief constable (Anonymous Interviewee 3, 2024). This leadership was crucial 
in driving the adoption of the technology, making the process much smoother 
and faster. However, after the 2015 reorganisation, the national police faced 
slower adoption rates due to the lack of similar leadership support at the 
national level. The regional focus highlighted the importance of having a man-
ager or chief constable who recognised the value of digital data in police work.

The decentralised police structure that emerged after the 1996 national pro-
gramme for crime prevention, in which local cooperation was highlighted as 
the key, had turned policing towards a community-led direction (Ceccato & 
Dolmen, 2011). Local crime prevention councils were established, and there 
was an emphasis on involving various actors, including private sector compa-
nies, in policing activities. This period saw a mix of top-down national policies 
and bottom-up local initiatives aimed at addressing specific community needs 
(Stassen & Ceccato, 2021). The 2015 reorganisation can be seen as a blend of 
top-down structural changes with an intent to support bottom-up local initia-
tives for crime prevention. The main aim was to improve efficiency, but also 
to improve local responsiveness. Community policing in Sweden prioritises 
the inclusion of citizens in the decision-making process and aims to involve 
citizens at various levels to inform the police about local problems, thereby 
fostering a stronger police–community relationship and increasing trust in the 
police against the “culture of silence” (Swedish National Council for Crime 
Prevention, 2019). Below, I showcase some fine expressions around the col-
laborative nature between the police and the community:

Crime prevention work is based on dialogue and collaboration with both citizens 
and other actors. The Police engages in outreach activities and is present, both 
physically and online. Citizens’ dialogues and commitments to citizens engage the 
local community in this work and help to strengthen trust in the work of the Police. 
Dialogue concerning current crime problems set the right conditions for more 
crime prevention initiatives from citizens and other partners. Collaboration with 
other actors takes place on the basis of shared situation pictures in which all actors 
do their bit based on their task and capacity. (Police Authority, 2022)

The collaboration among police and local municipalities plays a crucial role in 
community-based crime prevention, working closely with the police to develop 
and implement strategies. This collaboration is guided by national policies and 
involves various stakeholders, including social services and schools.

Yes, the information sharing is very important. They tell us this might happen 
here. She [Crime Investigation Leader] sees something in the investigations, 
he [Community Police Officer] tries to get to the community. I [Operational 
Coordinator] try to get the people, the police officer, to do something else here. 
But we always work together with the other districts around us. So, there is a high 
level of integration, information sharing. That is, I hope that, that makes us work 
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together … The together, togetherness is the strategy. … The crimes are not just 
a police issue, it’s the whole community. And that is very outspoken in this area, 
we work together more. More lighting, more cameras, more police. (Anonymous 
Interviewee 4, 2024)

Neighbourhood watch schemes (The Swedish National Council for Crime 
Prevention, 2008) and focused deterrence strategies, such as the Group 
Violence Intervention (GVI) called “Sluta skjut” (Ivert et al., 2021) are com-
mon Swedish methods used to encourage citizens to monitor their neighbour-
hoods and report suspicious activities. As a community police officer informs 
me:

We have signed up with the whole communities and the partitions with the Police. 
The police and the communities they are... we have a paper and a plan. How we 
should work together. So we have here started in Gothenburg, I think 2008 and 
then everybody followed now roundabout, and now we also have the communities 
around Gothenburg, so the whole area both in the same. And then last year in July 
there was a new law that the communities are responsible for prevention, for the 
crime prevention, and we have done that for almost 15 years now. So, it’s very easy 
in the Gothenburg area when I was sitting in meeting with other communities up in 
north of Sweden, they haven’t started. So, we are 10 years before them. It’s much 
easier to work in that way. (Anonymous Interviewee 7, 2024)

On the other hand, the STATUS system is a daily tool used extensively by 
crime analysts and investigators within the Swedish police force, who utilise 
this to review daily reports and crime codes, allowing them to monitor vari-
ous types of offences, and identify serial crimes or the modus operandi of the 
offenders.

The system’s flexibility enables crime analysts to target specific individu-
als and analyse data in multiple ways, supporting strategic goals like hotspot 
policing. This helps in visualising crime patterns and connecting the dots to 
create networks of human activity.

I [crime analyst] am looking through at every report that gets in, like daily or some 
crime codes. And you look at what’s happening, who’s doing what? I’m looking for 
serial crime. But you can look at it any way, if you would just want to see like vio-
lent crime or you can see sexual crimes or what you want, and just getting down to 
the sense of the crime that you are looking at that. And you can also look at “target 
people”. You can choose what you want, and you can look at it in different ways. So 
yes, I would say... and we also have the strategic goal part of STATUS, that you can 
use for hotspot policing … So it’s a lot of things. (Anonymous Interviewee 6, 2024)

Crime investigators rely heavily on STATUS to ensure their work aligns 
with organisational targets and to track the progress of incoming cases over 
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different time periods. They use the system to monitor the number of cases 
referred to prosecutors and to identify any significant changes or trends.

I [Crime Investigation Leader] use STATUS in my work very, very much and it’s 
most because I want to see that we are working, we are working on the right way 
and we are... our targets, it’s that we are that we are doing is fine and I look at 
incoming cases, how many is coming to us and I look over a week, months, years to 
see. Can we see something that is different? Also, how many cases we send to the 
prosecutor and very much more. That is, I have to take more to see what numbers 
we have. (Anonymous Interviewee 5, 2024)

Additionally, the system supports local policing efforts by providing a com-
prehensive view of the local crime picture, aiding in the effective allocation of 
resources and strategic planning. To ensure that their observations align with 
the data, if discrepancies arise, they delve deeper to verify the accuracy of the 
numbers. STATUS provides critical data, such as the modus operandi of the 
offender, which helps them to identify patterns like the timing and locations of 
thefts and make informed decisions about resource allocation, such as deter-
mining the best times for patrols. But it is not always about increasing police 
presence; sometimes, it involves coordinating with other entities, like asking a 
business to improve lighting to enhance safety.

And as a I talk as an operational coordinator, I talked to the analysts at her sec-
tion. We talk every day. I talk with him, I talk with everybody who’s out doing the 
work. Are you seeing what we’re seeing in the numbers? If they say no, I tell them 
to look harder or the numbers are wrong, so we always talk... when we sit up here, 
we always talk about everything. Are they seeing what we’re seeing? No, or yes. 
Can we move something? Can we do something else? It’s not always about more 
policing. It’s about: “Hey, can you talk to this place? They need to fix their lights so 
it’s more safe.” So, STATUS gives us part numbers, and it gives us more method of 
operations sometimes: how do they do when they steal all these bikes or coppers ... 
whatever? Time of the day, so hot-time and hotspot. So, should we be there in the 
evening or send a patrol car to go there at 7:00 in the morning? Nobody’s stealing 
your car now, they steal them in the early morning. So that’s when you need to be 
there. So, we use STATUS that way, together with other.

The effectiveness of this strategy depends on the availability of technical 
equipment, such as CCTV cameras, but local knowledge is paramount to gain-
ing a clear picture of which action is appropriate.

Lately, the Swedish police have been planning to transition from the 
STATUS system to a new programme called KUPOL, which retains the same 
algorithm as STATUS but enhances functionality with more visual features, 
such as integrated dashboards and maps. Unlike STATUS, KUPOL can gener-
ate hotspot maps directly without needing to export data to other programmes, 
making it easier to pinpoint exact crime locations and perform preventive work. 
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Additionally, KUPOL is being integrated with the Swedish Crime Harm Index 
(SCHI), which was created in 2015 by the expert on crime prevention methods 
and senior police officer May-Britt Ronnebro (Ronnebro, 2015), and which 
measures the harm caused by different crimes rather than just their frequency. 
This new methodology allows for the identification of “harm-spots” instead of 
just hotspots, providing a more nuanced understanding of crime impact and 
targeting specific types of actions. The new system also aims to streamline 
searches, allowing users to filter out irrelevant data, which STATUS could not 
do, and deepens the categorisation of criminal cases and offenders, providing 
a depth of content that the hotspot analysis could not offer.

The Swedish Crime Harm Index is intricately connected with evidence-
based policing (EBP) as it provides a systematic and quantitative method to 
measure the harm caused by distinct types of crimes, thereby informing more 
efficient policing strategies (Kärrholm et al., 2020). The key links between 
SCHI and EBP are the improvement of crime analysis and evidence-based 
decision-making, based on reliable empirical data, so that resources are allo-
cated effectively (Lum & Koper, 2017). Evidence-based policing is fundamen-
tally data-driven, and the core principle is the use of empirical research, data 
analysis, and scientific methods to inform and guide policing strategies. The 
integration of EBP tools, such as the SCHI, in a platform like STATUS, which 
was primarily designed to perform predictive analytics, is not a contradiction.

Problem-Orientated Policing (POP) based on intelligence is an integral 
part of the official doctrine in Sweden for crime prevention (Police Authority, 
2022, p. 8), and the Swedish Police Authority has made some brave steps to 
incorporate IT tools and enhance crime prevention through the concepts of 
pre-emption and precaution.7 The expanded use of surveillance cameras to 
monitor and prevent criminal activities (Regeringskansliet, 2024) is part of a 
broader strategy to use empirical data to identify high-risk “vulnerable” areas 
(Polismyndigheten, 2023) and provide real-time data that can be analysed to 
prevent and address criminal activities (Police Authority, 2022), aligning with 
the principles of EBP. The implementation of automatic number-plate-recog-
nition technologies has been driven by the need to gather accurate data on 
activities and suspects and track individuals involved in criminal networks, 
providing a data-driven basis for interventions (Petersson, 2023). Last but not 
least, the extensive deployment of the mobile applications mPMF and SAMLA 

7  According to Richard V. Ericson and Kevin D. Haggerty in Policing the Risk 
Society (1997), surveillance technologies have significantly transformed preven-
tion strategies in policing, particularly through the concepts of pre-emption and 
precaution.
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by the Swedish National Police Board8 – which allow police officers to become 
the “sensors” in the field using their professional mobile devices to data-enter 
their everyday policing observations, access information on vehicles and per-
sons, as well as the register of convicted and suspected persons, financial data 
from tax authorities, among others – has changed everyday police work and 
raises major accountability concerns (Hagström, 2024; Frisk & Nuvunga, 
2023).

Predictive policing focusses on using data analytics and artificial intelli-
gence to predict and prevent crime. Does the quality of prediction depend on 
the amount of data? Absolutely not, as predictive policing faces challenges 
around data quality (Chan & Bennett Moses, 2016; Richardson et al., 2019), 
algorithmic bias (Bennett Moses & Chan, 2018), and the potential to rein-
force existing biases (Johnson et al., 2022); critics argue that it can lead to an 
exacerbation of the citizen-state divide (Masso et al., 2024), over-policing of 
certain communities (Kaufmann et al., 2019), and compromised transparency 
(Flyverbom & Hansen, 2019). However, the promise of being able to predict 
human behaviour is as resilient as the soothsayer Tiresias, and although we 
don’t have to go back that far, in the case of Scandinavian police, studies have 
shown that the expectation of a computer that collects information not only to 
collect knowledge but also to produce new knowledge and to predict the future 
dates to the 1960s (Ellefsen & Lomell, 2024).

The introduction of artificial intelligence (AI) brings this rich history of 
promises to today’s advanced knowledge production, aiming to overcome 
the technical shortcomings of poor predictive analytics. By leveraging both 
structured and unstructured data, organisations like the police can create 
more updated and less biased predictive models. The integration of various 
data types and the application of advanced machine learning techniques can 

8  The mPMF application, which stands for “mobil Polisens multifråga”, is 
connected with the SAMLA application, which supports the “faster prosecution” 
method of working for minor offences. The police can investigate the offence 
immediately after the intervention. The method is a cooperation between the Police 
Authority, the Public Prosecutor’s Office, the National Courts Administration, the 
District Courts, the National Forensic Council, and the Prisons and Probation 
Service, where all authorities cooperate throughout the prosecution chain with the 
common goal of speedy trials. This approach to speeding up criminal prosecution 
was launched on a trial basis in 2018 and has since been rolled out and imple-
mented across the country (Polismyndigheten, 2022). The SAMLA application 
also allows police officers to add information about open cases, such as suspects’ 
characteristics, suspicious vehicles, etc., that could help the crime investigation at 
a later stage. 
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uncover patterns from past data that would be missed when considering only 
one type of data.

So, do you think that STATUS is more suitable for detection, prevention, or predic-
tion of crime?

I would say detection and protection for now, prediction a little bit, can see pat-
terns that something is growing, but it’s not like real predictions. There is some 
predictive functionality … So, there are some machine learning models that can 
be used, so you put this AI on the historical data and then they can give you a 
prediction of what will happen … that is something that everyone is talking about 
now, but they are so much unstructured data like videos or pictures or whatever. 
And now with AI you can do quite a lot more. And then you can combine that 
really with the structured data, which is the incidences, all the data… (Anonymous 
Interviewee 3, 2024)

Problem-focused, evidence-based, predictive policing: lots of names – rich 
history. But what lies at the heart of these terms and definitions that change 
over time? This answer is to be found in the commitment to using data, sci-
entific methods, and continuous evaluation. And while their definitions and 
implementations have evolved, their core principles remain centred on knowl-
edge production. Here is “police science” that serves as a comprehensive 
framework that unifies all these doctrines by emphasising the use of scien-
tific methods to enhance policing practices and focusses on the utilisation of 
data-driven predictions and empirical research, both of which contribute to 
creating robust bodies of knowledge through statistical records and databases. 
Foucault’s insights into the development and application of statistics under-
score the historical and structural conditions that facilitated their evolution. He 
noted that statistics were initially developed in smaller countries or in contexts 
where conditions were conducive to such advancements (Foucault, 2009, p. 
354). In Sweden, for example, the early division of the country into counties 
and the relative autonomy of police authorities enabled the development of 
independent systems. These systems were later unified under a comprehen-
sive framework known as STATUS in parallel with the reorganisation/unifi-
cation of the Swedish police in 2015. From an etymological perspective, the 
term “statistics” denotes knowledge about the state, specifically the forces and 
resources that define a state at any given moment. This understanding shifts 
the focus from merely describing the state through laws and competencies to 
encompassing a broader set of technical knowledge. This technical knowledge 
forms the foundation of modern police science, where statistical analysis and 
empirical research play crucial roles in shaping policing strategies.
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CONCLUSIONS

The STATUS system, licenced from the private company Qlik and currently 
used by the Swedish police, has much more potential than it is being utilised 
for, although today it is primarily employed for crime detection and preven-
tion. It allows for the analysis of incoming cases, tracking of crime trends 
over time, and identification of patterns that may indicate serial crimes or hot-
spots. This capability supports strategic goals such as hotspot policing, where 
resources are allocated to areas with high crime rates to prevent further inci-
dents. The system’s ability to handle both structured and unstructured data, 
such as reports and notifications, provides a comprehensive view of criminal 
activity and serves very well as a visualisation tool for presenting strategic 
objectives to communities, senior management, stakeholders, and so on. So, 
while STATUS has some predictive capabilities, it is not yet optimised for 
crime prediction. The system can identify growing patterns that suggest poten-
tial future crimes, but it lacks the advanced predictive functionalities seen in 
more sophisticated AI systems.

The system provides an environment to support decision-making within 
the police organisation at various levels: proactive, operational, administra-
tive, financial, etc. It achieves this by providing a common platform acces-
sible to all police staff, from specialist crime analysts and police managers to 
low-ranking officers. The system generates results by applying specific filters 
to user searches, gathering information from other systems, and selecting the 
relevant data to process for each search. Data-driven policing, as implemented 
with STATUS, relies heavily on the integration of data from various sources to 
enhance law enforcement capabilities. This integration can include data from 
police and court records, local and national government, and other dynamic 
sources. However, combining data from different systems raises significant 
security, legal, and accountability concerns. Each system may have its own 
security protocols and access controls, and merging these datasets can create 
vulnerabilities if not managed properly.

The development and implementation of police science reflect a dual pro-
cess of unification and technical integration that underscores both interoper-
ability and cooperation. While the system is inherently bottom-up, engaging 
more stakeholders in the knowledge production process, it simultaneously 
serves top-down policies. This dual nature supports effective governance 
and enhances the police’s ability to accumulate knowledge power. Two paral-
lel processes highlight this dynamic. Firstly, the unification of police forces 
acted as a prerequisite for the legally autonomous emergence of systems like 
STATUS. This unification established a standardised framework that allowed 
for the seamless integration of various local systems into a cohesive national 
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structure. Secondly, the technical solutions provided by development teams 
facilitated the integration of these systems, ensuring they could operate in 
harmony.

The central concept for the functioning of such unified systems is “interop-
erability”: this refers to the ability of different technical systems and software 
applications to communicate, exchange data, and use this exchanged informa-
tion effectively. This technical integration is crucial for creating a seamless 
and responsive policing infrastructure. Moreover, the effective functioning of 
this system also relies heavily on cooperation at multiple levels. Such coopera-
tion is essential not only between different police directorates and between 
the police and various government agencies, but also between the police and 
the community. In the context of community policing and information-based 
policing, this cooperation ensures that policing strategies are informed by 
robust data fed by the community. Incorporating the concept of cooperation 
into technical systems is thus a necessary condition for the effective operation 
of both the system as an artefact and the police as an institution. By fostering 
interoperability and cooperation, police science advances a holistic approach 
to modern policing, one that is both data-driven and community-fed, to exert 
greater control and power through knowledge production.
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PROPHECIES

Today, predictions consume considerable amounts of computing and electrical 
power. Not all predictions require supercomputers (as is the case with some 
types of weather forecasts), but computer-based predictions have become 
defining features in many parts of societal life. What used to be early popula-
tion statistics and the various “encodings” of societal issues have become var-
iegated and refined. Digitization is key to this development, but the brain- and 
wo/manpower needed to feed the prediction machinery should not be glossed 
over—something that this volume documents carefully. The field of security 
and law enforcement alone is characterized by a variety of predictive practices 
that create specific knowledge trajectories and shape everyday activities, mis-
sions, and decisions. Browsing behavior is analyzed for patterns of radicaliza-
tion, algorithmic derivatives are engaged to stop terrorist attacks, predictions 
of recidivism are consulted in sentencing, and genomic predictions increas-
ingly take foothold in police intelligence. In some ways, prediction has become 
mundane: everyday traffic, for example, has become integrated with prediction 
systems.

In their discussion of digital traffic surveillance, Emils Ķīlis and Anda 
Adamsone-Fiskovica observe that roads and traffic become “legible” in new 
ways. Focusing on a more abstract level, the editors of this volume also argue 
that predictions render populations and state-making “legible.” This suggests 
that predictions are not merely the specific results of analytic processes, but 
they are, as this volume shows, a much more encompassing exercise that 
includes many different infrastructures and practices. Rather than an infer-
ence from a specific set of variables, predictions have become a mode of steer-
ing society. Here, legibility, the reading of societal issues, and prediction, the 
foretelling of societal developments, are interlinked. The act of capturing 
and translating society into numbers and making it computer-readable gener-
ates new interpretations of society. By now, many actions take place online, 
which again reinforces both digital data collection and its interpretation. This 
numerical and computational legibility enables new readings, predictions, 

 

Pre + diction: afterword by Mareile 
Kaufmann
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and future-oriented managerial rationalities in law enforcement and security 
governance.

Indeed, legibility, readings, and (pre)dictions culminate in something more 
than just the result of a calculation. They foretell; they create narratives of 
governance that are performative. This is also captured in the etymological 
linkage between prediction and prophecy: both are “declarations concerning 
future events” (Harper, n.d.). They are characterized by a high degree of con-
vincement that events will take place—whether inspired by a deistic power or 
the power of data analytics. This book documents the extent to which present-
day politics, the building and maintaining of infrastructures, the organization 
of spaces, and the intervention in people’s lives are changed by predictions, 
prophecies, and public declarations (the latter of which points to the adminis-
trative character of predictive regimes).

The performative power of predictions, thus, prompts a question: what is the 
diction in and of predictions? The politics of pre-, the specific temporality that 
arose with regimes of prediction, prevention, precaution, pre-emption—and its 
effect on governance and society have been problematized by many scholars. 
It may now be insightful to focus on diction when we reflect on the discussions 
forwarded in this book. After all, it is the diction that endows predictions with 
authority (think of dictates).

The meaning of diction is much richer than its most common use relating 
to pronunciation and tone. Several aspects of the word emerge that can help 
shed light on the diction that sits in prediction. A first meaning concerns the 
“choice and use of words in speech or writing” (wordnik, n.d.). A second one 
is the “construction … and application of words in discourse,” a third is the 
“effectiveness … of word choice,” and a fourth relates to the “presentation of 
said words” as well as the word choice’s “intelligibility to the audience” (ibid.).

1. 	 OF WORD CHOICES

The term predictive policing is not at all distinct, as Emils Ķīlis’s genealogy 
of the term cited in this volume argues. It can mean many things. Yet, in its 
ambiguity, it draws together several expressions and words that nurture, or 
become expressive of, predictive logics. A term that has shaped governmental 
discourses and practices in recent years is the polycrisis. As the editors argue 
in their introduction, reading societies in terms of multiple parallel crises fuels 
a governmental logic of crisis management, of moving the focus from cau-
sality to probabilities and emerging issues. Indeed, the notion of emergency 
is part of the polycrisis; popular measures to govern these are close surveil-
lance and precautionary measures. Both can easily become intrusive in the 
name of security. Crises and emergencies need managing. Since the 1980s 
public service institutions have adopted business strategies into their modes 
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of governance. One of the interviewees in Björn Karlsson and Vasilis Galis’s 
study on the policing system POL-INTEL captures a key rationality of New 
Public Management in a brief statement: “do more with less.” Here, the dis-
creet charm of prediction is to reduce, optimize, and render efficient.

Though not entirely new, such rationalities have taken new forms with pub-
lic sector digitization. Indeed, data is another term that has become expressive 
of managerial approaches. It has come to denote the spirit of statistical and 
computational analytics, which is why it is not surprising that the term peaked 
in the 1980s, where it remained until it was replaced by the prompt rise of big 
data and algorithms1 in the 2010s. Data has always been part of policing, as 
the editors observe. But the upgrading of technologies created fertile grounds 
for an optimized mapping of hot and harm spots, and for predictions and pre-
emptive approaches to grow stronger. In line with that, the availability of data 
triggered the desire for evermore targeted prevention, whether at spatial (see 
Evie Papada and Antonis Vradis) or individual levels (see Pernille Skjevrak 
and Helene Gundhus). Critical Perspectives on Predictive Policing documents 
how the police and policing entered the conversation about big data and how 
the two have become companions over time. A related term is interoperabil-
ity, which has naturally become an issue in tandem with digitization. Giorgos 
Mattes traces how the history of predictive policing in Sweden is really a his-
tory of interoperability, that is, the (in)efficient communication between dif-
ferent software systems in police work. Together, these terms form a powerful 
“word cloud” that is growing constantly.

2. 	 COMPLICATING A DISCOURSE

The above wording features prominently in the discourse on prediction. In 
order to grasp its relevance, however, it is also important to understand how 
exactly such terms are applied and pan out in that discourse. That is to say, the 
discourse is not singular or as distinct as some of these terms suggest. While 
some of these terms—such as polycrisis—shaped policy, a number of chapters 
in this anthology show empirically how discourses on predictive policing are 
characterized by plural and messy dictions, terms, and programs.

Anu Masso, Tayfun Kasapoglu, and Andrea Maccarini, for example, 
develop a framework to grasp the complexity of predictive policing. Their 
analysis gives visibility to the structural changes and histories that co-produce 
the phenomenon, eventually arguing that predictive policing itself is a social 
transformation. It is a structural change that involves many different parties, 
from data analysts and software developers to law enforcement professionals, 

1  For the usage of terms in books over time, see Google Ngram Viewer.
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team leaders, and policy experts, citizens as data points and as end users, 
private and public sector institutions, civil society organizations, and (inter)
national associations. Similarly, Giorgos Mattes’s study of the Swedish police 
highlights that predictive policing is always embedded in more overarching 
organizational dynamics, such as the centralization of police services, the con-
stant expansion and redefinition of data points, and, as mentioned above, the 
chase for interoperability.

At a conceptual level, Björn Karlsson and Vasilis Galis trace the unstable 
and political history of predictive policing, which can be best understood as 
a boundary object. The wording around the system POL-INTEL, which they 
followed empirically, oscillates between predictive policing, intelligence-led 
policing, and the “act of deriving hypotheses from data.” Importantly, each 
term influences the affordances and credibility of the system in use. Here, the 
authors also foreground voices that sober the enthusiasm about the concept 
of predictive policing or question its authority, where the system is no longer 
considered to be the announced “superweapon,” but rather a mundane tool.

Emils Ķīlis’s exploration of the term predictive policing documents how 
its evaluation varies across time and disciplines, from being considered an 
efficient tool, an ideologically neutral tool, a flawed tool, to being experienced 
as a threat or as fiction. In terms of the latter, Anu Masso, Tayfun Kasapoglu, 
and Andrea Maccarini capture critical voices as they analyze the attitudes of 
students toward predictive policing. While the efficiency of predictive polic-
ing is questioned, the students still condemn the state power emanating from 
these tools.

This power, some authors assess, does not necessarily meet a functioning 
corrective. Those acting as regulators of the relationship between predictive 
policing and fundamental rights fail in their function as protectors. Similarly, 
Evie Papada and Antonis Vradis’s notion of “spatial transgression” describes 
how Facial Recognition Technologies (FRT) operate continuously across 
space, as opposed to focusing on single locations only. This is a form of spatial 
intrusion that UK law, for example, does not take into account when it admits 
the use of Facial Recognition Technology (FRT) in urban public spaces for 
policing. Similarly, in their assessment of the European AI Act, Irena Barkane 
and Lolita Buka find that the act fails to hold its promise of protecting fun-
damental rights. Though it partially prohibits AI-based policing systems, it 
does not provide enough guidance on the use of those technologies for which 
an exception exists. The responsibility for setting the frameworks for such 
exceptional use is outsourced to the member states instead. Ultimately, the 
authors argue, the act fails to introduce clear prohibitions against unacceptable 
AI-based predictive policing technologies.

9781035323029_bookpdf.indb   1749781035323029_bookpdf.indb   174 1/9/2025   2:20:57 PM1/9/2025   2:20:57 PM



Pre + diction 175

Not only do the above studies complicate the discourse on predictive polic-
ing, but some of them also mention the effects that wording and discourse can 
produce.

3. 	 PRE+DICTIONS AND THEIR EFFECTS

Diction is also about the effectiveness of word choice, which implies that pre-
dictions become performative as they create wanted and unwanted effects. 
Anu Masso, Tayfun Kasapoglu, and Andrea Maccarini discuss the effects of 
predictions at an abstract level. They may develop the most radical argument 
about the performativity of predictions because they cast predictive policing 
itself as a transformative process: it influences data technologies, organiza-
tional shifts, and societal dynamics.

Other authors focus on effects in particular arenas. Here, the self-under-
standing of this book as a collection of critical voices abounds. Emils Ķīlis and 
Anda Adamsone-Fiskovica observe that digitized traffic policing does more 
than reconfigure how traffic surveillance systems operate; it changes traffic 
per se. Though it seems to be considered “tolerated surveillance,” this form of 
predictive policing reinforces the ongoing shift from deterrence to prevention, 
installing punitive prevention in particular.

Evie Papada and Antonis Vradis list various effects that the camera surveil-
lance of public spaces has on society. They argue that the “spatial transgres-
sion” such predictive policing technologies perform under the veil of scientific 
neutrality implicates racialized readings of bodies and (re)creates societal 
exclusion. The EU AI Act, a legal tool designed to prevent exactly these types 
of effects, does, according to Irena Barkane and Lolita Buka’s analysis, not 
provide citizen protection at an appropriate level as it still allows for predictive 
policing instruments to be operated in the context of national security. In the 
name of national security, say the authors, even the profiling of individuals 
based on personality traits would be allowed.

Pernille Skjevrak and Helene Gundhus’s powerful analysis of prevention 
programs for young people is an example of such predictive policing systems 
that target individuals. The system assigns young people to categories. These 
are meant to guide which individuals will be followed up more closely by 
police staff in order to prevent criminal careers. Their study illustrates that 
profiling individuals can have very concrete effects, such as the over-policing 
of individuals, which may be done to meet the police institution’s efficiency 
criteria. At the same time, concerns about potential negative effects of over-
policing, such as stigmatization, were sidelined by some staff members.

Björn Karlsson and Vasilis Galis look at the effects of the term predictive 
policing at a conceptual level. They trace debates on the definition of the work 
policing systems actually perform. Crucially, defining what these systems are, 
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as well as what type of epistemic work they perform, is linked to the position 
speakers have in the social and political hierarchies of credibility. Ironically, 
many such discussions about systems lead to a black boxing of technologies, 
as their case study and that of Giorgos Matthes document. Hence, questions 
emerge as to whether and how systems for predictive policing can actually be 
understood, and whether and how they are comprehensible.

4. 	 PRESENTING AND READING PREDICTIONS

Diction, understood as the presentation and intelligibility of said words, 
inspires questions such as: How and to whom are predictions rendered intel-
ligible? How is knowledge presented and transferred between different actors 
and systems? These issues are key as they concern the very basis of how 
knowledge about the future is created, and how its presentation to the relevant 
audiences impacts decision-making and accountabilities. Failure to convey 
predictive knowledge to the respective audience is most often the source of 
undesired effects, as discussed above.

In Science and Technology Studies, the transfer of knowledge between 
humans and systems, as well as the intelligibility of that knowledge, are cen-
tral areas of study, which also shows in this book. The study on the use of 
digital speed cameras by Emils Ķīlis and Anda Adamsone-Fiskovica points 
to moments at which knowledge transfer fails and the consequences of that. 
They observe that the technology actively reduces the ability of police officers 
to make context-sensitive judgments. The system has to be accepted as a basis 
for decision-making without the opportunity for officers to fully understand 
the ways in which the system creates outputs. This is a loss of knowledge and 
expertise given that humans can provide context and judgment that algorithms 
cannot replicate.

Whether users are able to fully appreciate the workings of predictive sys-
tems is also dependent on the visualization of information. Pernille Skjevrak 
and Helene Gundhus critically describe how the reduction of complex knowl-
edge about young people to categories of “green,” “yellow,” and “red” not only 
conceals data cleaning exercises and discretionary work, but sometimes also 
the factors these categories are based on. This is particularly sensitive in the 
context of crime prevention. Crucially, their study shows how these reduc-
tive categories influence actions, where officers would mainly rely on color to 
implement their program and meet efficiency standards.

The book, then, is a great example of the importance of empirical work: in 
order to grasp the rationalities and effects of prediction, researchers had to dig 
into and document data lifecycles. They traced socio-technical processes and 
entangled agencies of humans and data-driven systems in order to assess the 
power of pre + dictions.
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CRITICAL PERSPECTIVES ON PREDICTIVE POLICING—A 
COMPANION

The promise of being able to predict human behavior is “resilient,” as Giorgos 
Mattes puts it in his chapter. Thus, unpacking the dictions in and of predictions 
is imperative if we want to navigate the prophecies, declarations, and foretell-
ings about ourselves. Critical Perspectives on Predictive Policing serves here 
as a literary companion, a guide to reading predictions critically. It is a care-
fully researched, empirically oriented, and analytically complex companion. 
Not only does it offer a variety of readings, but it also provides a vocabulary 
to grasp predictions, to appreciate some types, or to act as a critical corrective 
to others.

Here, the editors underline how criticality does not merely imply decon-
structing and dismantling issues, but also disrupting policy and redistribut-
ing agency. How can social transformations be influenced so as not to create 
predictions that harm personal integrities, categorize, or essentialize people? 
How can systems be designed to allow for increased accountability in police 
work? How can new technologies and predictive logics be rendered intelligi-
ble to professional and public audiences? And how can loopholes in existing 
regulations of predictive technologies be effectively assessed and addressed?

In the spirit of Donna Haraway’s (2003) companion species manifesto, we 
can expect data to be our “companion species” in a world where evermore 
computing and human power will be bound by the project of governing the 
future. I thus encourage readers of Critical Perspectives on Predictive Policing 
to consider how these chapters create openings to make a constructive differ-
ence and reformulate the diction of prediction.
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