Check for
Updates

LightKey:Lightweight and Secure Key Agreement Protocol for
Effective Communication in Internet of Vehicles

Harsha Vasudev
harsha.vasudevanpillai@unipd.it
HIT Research Center, University of Padua
Padua, Italy

Sanjeev Kumar Dwivedi
sanjeevdwivedil31988@gmail.com
VIT AP
Andhra Pradesh, India

ABSTRACT

The concept of Internet of Vehicles (IoV) played an important role
for the improvements that happened in the smart transportation
field. Nowadays, it is one of the hot topics in academia, automotive
sector, industry, and research. The message transfer between the
vehicles or infrastructures are necessary for communication in a
vehicular network. A public channel is used for all these types of
communication, which offers adversary to get a chance to delete,
modify, insert, and extract data. Similar to security, lightweight
property is yet another important factor needed to be considered
thoroughly because of the highly dynamic nature of IoVs. In the
state-of-the-art, several schemes are designed separately for se-
curity and lightweight property; however, we have only a small
number of works that discussed the importance of maintaining
a balance between these two criteria. Among them all schemes
use a secure medium for the registration process. Different from
them, we used a public channel, which makes our scheme more
vulnerable to attacks than the state-of-the-art. In this paper, we
designed a lightweight, secure authentication and key agreement
scheme (LightKey), which is strong enough to resist different types
of attacks and at the same time lightweight as well. In particular,
LightKey is resistant to replay, man-in-the-middle, impersonation,
physical capture, session key disclosure, perfect forward secrecy,
backward secrecy, and ephemeral secret leakage attacks. We have
simulated LightKey in Scyther (automated security protocol verifi-
cation tool) and proved that it is secure against the above mentioned
attacks. The performance analysis results show that LightKey takes
10% less computation cost than most related competitive scheme,
which makes it to fit in the On-Board Unit (OBU) of any vehicles
easily.
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1 INTRODUCTION

The National Highway Traffic Safety Administration (NHTSA) has
released its projections for traffic fatalities, which estimates that
31,785 people died in traffic crashes in the first nine months of the
year 2022 [13]. To realize the smart city of the future, it is indis-
pensable to build a safer and more efficient traffic environment, and
smart vehicles with networking and various advanced functions. In
this smart world, we already witnessed a lot of newer technologies
like Vehicular Adhoc networks (VANETs), Vehicular Cloud Com-
puting (VCC), and the Internet of Vehicles (IoVs) that deal with
transportation issues.

The term VANETs [14] were first mentioned and introduced
in 2001 under “car-to-car ad-hoc mobile communication and net-
working” applications, where networks can be formed and infor-
mation can be relayed among cars. However, VANETs have an
unpredictable network topology because of vehicles’ rapid speed,
which makes it difficult for researchers to design a protocol that can
successfully handle inconsistent network topology. The concept
of VCC is designed in such a way that it shares the underutilized
resources (storage, internet, computing power) with each other.
With more and more vehicles on the road, VCC experienced some
limitations in terms of storage and computing power. In this way,
the concept of IoVs came into the picture [24]. Basically, IoVs are the
integration of the Internet of Things (IoTs) and VANETs. The IoVs
comes with different types of sensors, in-build hardware, software,
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and wide variety of connections that allows continuous and reliable
communication [17].

IoVs also suffer from several challenges such as security (different
attacks), reliability (a stable connection is needed), a huge amount of
data to process (connected vehicles process approximately 1 GB of
data each second), communication overhead, ensuring lightweight
property (usage of complex operations results higher execution
time) [15], and hardware compatibility. In this paper, we have taken
two of these challenges, such as security and lightweight property,
as it is one of the primary research concerns. In order to deal with
the security challenge, we have taken a list of attacks and our aim
is to prove that LightKey is resistant to these attacks. As our ap-
plication domain is IoVs and as we know, they are highly dynamic
entities [16], every designed scheme should be as lightweight as
possible. We designed a secure and lightweight authentication and
key agreement protocol, LightKey for ensuring a balance between
the above two mentioned criteria. In general, providing a balance
between any of the criteria is a difficult task. The research contri-
butions are as follows:

(1) We have designed an extra lightweight authentication and
key agreement protocol for IoVs. We use the term extra
lightweight, which means that when we compare LightKey
with other competitive schemes, the security levels are the
same; however, the execution time required is lesser than
(10%) other state-of-the-art.

(2) Different from all other state-of-the-art, LightKey uses a
public channel for the registration process. In this case, the
number of attacks and the times getting attacked are high.

(3) We have implemented LightKey on the Scyther simulation
tool and the results indicates the resistance power towards
different attacks (e.g. replay, impersonation, physical vehicle
capture, session key disclosure).

The outline of the paper is as follows. In Section 2, we have done an
in-depth study of state-of-the-art from 2016, categorized, and sepa-
rately mentioned its network entities, phases involved, advantages,
and limitations. In Section 3, our proposed protocol, system model,
attacker model, and the phases involved are explained. The security
and performance analysis is done in Section 4 and 5 respectively.
In Section 6, the conclusion and future works are presented.

2 RELATED LITERATURE

A lot of lightweight authentication schemes are already available
in the literature. In this work, we have reviewed works from 2016
and identified the network entities, phases involved, advantages,
and limitations.

In 2016, Jiang et al. [9] designed an efficient anonymous batch au-
thentication scheme based on Hash-based Message Authentication
Code (HMAC) for VANETs. The network model includes vehicles,
trusted authority, and Road-Side Units (RSU). The designed scheme
uses hash chains, bilinear pairing, and elliptic curve discrete log-
arithm problems (ECDLP). Here, the user’s vehicle information
neither taken by a malevolent vehicle, nor can it be leaked. How-
ever, the formal security analysis is not done, so it is difficult to
know the resistance power against attacks.

In 2017, Wazid et al. [23] designed a protocol with vehicles, clus-
ter heads, RSUs, and cloud servers as network entities. They have
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used only hash function and bitwise-XOR operations as opera-
tions. So, in this scheme collecting and analyzing of big data is an
issue. In [25], authors proposed an anonymous and lightweight
authentication protocol with operations such as hash function and
Diffie-Hellman algorithm. They used trusted authority, vehicles,
and RSU as network entities. The scheme utilizes only low-cost
cryptographic operations; hence, it is lightweight. However, the
scheme is not resistant to Denial of Service (DoS) attack. In the same
year, Mohit et al. [11] designed a lightweight key-agreement proto-
col using hash functions (SHA-1). The network entities involved
are vehicles, vehicle servers, and trusted authorities. The formal
security analysis is not done. Zhou et al. [27] designed an efficient
vehicle-to-infrastructure authentication scheme for VANETSs with
elliptic curve cryptography and hash functions as operations. The
involved entities are vehicles, road-side units, and trusted authority.

In 2019, Chen et al. [3] proposed a secure authentication protocol
using hash function, modular exponentiation, elliptic curve cryp-
tography as operations and vehicles, road-side units, and trusted
authority as network entities. In [21], Wang et al. designed a neigh-
borhood trustworthiness-based vehicle-to-vehicle authentication
scheme for VANETS using hash function, bilinear pairing, modu-
lar exponentiation, elliptic curve cryptography as operations, and
vehicles as a network entity. Ma et al. [10] designed an efficient
and provably secure authenticated key agreement protocol for fog-
based VANETS using hash function and elliptic curve cryptography.
The scheme uses vehicles, fog nodes, and cloud servers as network
entities and preserves privacy. However, the formal security anal-
ysis is not done and the scheme fails to maintain user anonymity
property.

In 2021, Othman et al. [12] designed a physically secure light-
weight and privacy-preserving message authentication protocol for
VANET:S in a smart city. The scheme uses hash function, bilinear
pairing, modular exponentiation, elliptic curve cryptography, and
Physically Unclonable Functions (PUF) as operations. The proto-
col uses vehicles, RSUs, and trusted authority as network entities.
In 8], Jiang et al. designed a three-factor authentication protocol
using PUF for IoVs. The protocol uses hash function, elliptic curve
cryptography, and PUF as operations with the user, data center,
and vehicle sensor as network entities. In 2022, Wang et al. [22]
designed a secure and efficient multi-server authentication and key
agreement protocol for IoVs. They proposed an ultra-lightweight
authentication scheme that ensures fewer bits in the keys by us-
ing elliptic-curve cryptography and hash function. Here, the user,
trusted authority, and vehicle sensor serve as network entities. All
of these schemes failed to consider physical vehicle capture and
ephemeral secret leakage attacks.

3 LightKey : THE PROPOSED SECURE AND
LIGHTWEIGHT PROTOCOL

In this section, we have explained the protocol. In Section 3.1, the
system model, in Section 3.2, the adversary model, and in Section 3.3,
the phases involved in LightKey are presented.

3.1 System Model

In our system model, the vehicles (on-board unit), Edge Server
(ES), and Main Server (MS) are included. The pre-registration is
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done in between ES and OBU (On-Board Unit) and registration is
done between OBU and the MS. In LightKey, the pre-registration
is done using a secure channel and the registration is done using an
insecure channel. The authentication and key agreement protocol
works on an insecure channel similar to the state-of-the-art [18, 19].
The system model is shown in Fig. 1. Here, for authentication OBU
communicates with ES only and then if needed ES communicates
with MS.

3.2 Adversarial Model

In LightKey, an attacker (A) can edit/delete/modify/change/replace
data from the communication channel or any publically stored place
or during registration. In LightKey, A can perform the following
types of attacks:

(1) A can maliciously or fraudulently repeat or delay valid data
transmission, through which it can perform a replay attack.

(2) A can act as a perpetrator, and positions himself/herself in a
conversation between genuine user and application, which
results in a man-in-the-middle attack.

(3) A can act as a spy and perform an impersonation attack. In
this case, a malicious entity pretends to be someone else or
other entities and can steal sensitive data from unsuspecting
entities using social engineering tactics.

(4) A can also perform a physical capture attack, the session
key disclosure attack, and a perfect forward or backward
secrecy attack.

(5) A can do an ephemeral secret leakage attack. In LightKey,
when ephemeral secrets are compromised, A can disclose
the private keys of users/clients. It causes the session key to
be known from the eavesdropped messages.
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Figure 1: System Model of LightKey

3.3 Phases Involved in LightKey

In this section, we explain the steps involved and details of each
phases. In Section 3.3.1, system initialization, in Section 3.3.2, pre-
registration, in Section 3.3.3, OBU login, in Section 3.3.4, registra-
tion, and in Section 3.3.5, authentication are explained.

3.3.1 System Initialization Phase. This is the initial phase of LightKey,
where MS provides a set of keys {Kj, Ky, ....., K, } to the ES securely.
This set of keys are used for pre-registration of OBU by ES.
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3.3.2  Pre-registration Phase. In this phase, the OBU sends its iden-
tity (IDopu) to edge server securely. On behalf of this, edge server
securely sends Kj (key ) to OBU. Then, edge server maintains a
table (Tgs) which consists of IDppy and Kj. After that, they send
these parameters to main server. This indicates that the OBU is a
new device in the system and it wants to join in our system.

3.3.3 Login of OBU. The OBU provides (IDogy, PWopy) and
computes k; and A} as ky = h(IDopy || PWosy) @ As, A} =

h(IDoBu [|IPWoBy ||K1). Then, it verifies whether A7, z A7. If yes,
the login is successful.

3.3.4 Registration Phase. In LightKey, the steps involved in the
registration process are:

Step 1: Initially, OBU computes a message, Aj as A; = IDogy ® K1
and sends it to MS.

Step 2: Upon receiving A;, MS computes IDopy = A1 @ K1 and
selects a random number, r; and computes a message, By as By =
h(IDppy) @ r1. Then, main server sends By to OBU.

Step 3: After receiving Bi, OBU computes r1 = h(IDopy) @ Bi,
Az = Kj - G, where G is a point (a generator) on the elliptic
curve point, and A3 = r; - Ay = {A3*, A3Y}. Then, OBU selects
a password (PWppy) and computes Ay = h(PWppy) ® A3* and
As = h(IDogy ||h(PWoBy )|lA3Y). Thereafter, OBU sends Aj, Ag,
and As to MS.

Step 4: Upon receiving Ay, A4, and As, main server computes
Al =11 - Ay = {As¥ A3}, h(PWopy) = As ® As¥, and Al =

h(IDopy ||h(PWopt)|1A3Y ). Then, it verifies A, £ As. If yes, MS
maintains a table, Ty, which consists of (IDppy, K1) . Thereafter,
main server deletes <Kj > from a set of keys and sends an acknowl-
edgment ACK message to edge server. Once receiving of ACK
message from MS, ES also deletes <K;> from a set of keys. The
main server also sends an ACK message to OBU. Now, registration
is successful.

Step 5: After receiving ACK, the OBU computes As and A7 as
A = h(IDopu ||PWopu) ®K1, A7 = h(IDopu ||PWosu ||K1). Then,
it stores the parameters (Ag, A7). The whole process is shown in
Table 1.

3.3.5 Authentication Phase. In LightKey, the steps involved in the
authentication phase are:

Step 1: Initially, OBU selects a random number, r, and computes
D1 = h(IDgs||111) @ r2, D2 = h(IDgs||r2||T1), D3 = IDopy @ D2,
and Dy = h(IDogul||IDgs||D2||T1). Here, T; is the time stamp.
Thereafter, OBU sends D1, D3, D4, and T; to main server.

Step 2: The edge server receives the parameters Dy, D3, D4, and Tj.
After that, the edge server computes valus of ry, Dé, IDoBU, DA'1 as
r2 = h(IDgs||111) & D1, Dj = h(IDgs||r2) ® T1, IDopy = D3 ® Dy,

and D}, = h(IDopy |/IDgs||D}|ITy). Then, it verifies D} < Dy. If
the values are the same, then fetch (K;) from Tgg corresponding to
IDopuy-

Step 3: After receiving ACK message, OBU selects a random num-
ber, r3 and computes C; = r3 & h(Kj), PIDopy = h(IDogy||r3),
Cy = PIDpy @ h(r3), and C4 = h(PIDogy ||IDEs||r3||T2) Then, it
sends Cq, Cg, C4, and T; to ES.

Step 4: Upon receiving C1, Co, Cy4, and Ty, edge server computes r3 =
C1 @ h(K1), PIDopy = C2 @ h(r3), C; = h(PIDopgy [|IDEs||r31| T2),



ICDCN ’24, January 04-07, 2024, Chennai, India

Vasudey, et al.

Table 1: Registration Phase

On Board Unit {IDpgy, K1}

Main Server {K;}

Computes: A; = IDppy @ K1
msgy = {A1}
-

msgz = {B1}
—e -
Computes: r; = h(IDogy) ® B1
Computes: A, =K; -G
Computes: A3 =ry - Az = {A3*, A3Y}
Choose Password:PWpogu
Computes: Ay = h(PWppy) ® As*
Computes: A5 = h(IDopu ||h(PWopu)||A3Y)
mgs3 = {Az, Ay, As}

msgs = {ACK}
PR i)

Computes: Ag = h(IDogu ||PWopy) @ Ki
Computes: A7 = h(IDopu [IPWopu|IK1)
OBU stores: < Ag, A7 >

Computes: IDopy = A1 ® Kq
Select a random number: rq
By = h(IDopy) ® r1

Computes: A} =ry - Az = {A3, A3V}
Computes: h(PWppy) = Ay & As™
Computes: A = h(IDogy [1h(PWopy)|1AsY)
Verify: A £ As

If yes, MS maintain a table

(Tys consists of (IDogy, K1)).

After that, MS deletes <K;> from set of keys.
Then, sends an acknowledgement

ACK message to ES.

Receives ACK message from MS

ES also deletes <K > from set of keys.

MS also sends an ACK message to OBU.
Now, registration is successful.

‘ USING PUBLIC (INSECURE) COMMUNICATION CHANNEL ‘

and verifies C 4’1 z Cy4.If the values are the same, edge server authenti-
cates OBU. Moreover, edge server chooses a random number, r4 and
computes SK = h(PIDopu ||IDgsl|rsl|rsa), versg = h(SK||K1[|T3),
and Cs = h(r3) @ r4. Then, edge server sends versg, Cs, and T3 to
the OBU.

Step 5: After receiving versg, Cs, and T3, OBU computes r:1 =
h(rs) & Cs, SK = h(PIDopu |[IDgs|IrslIr), verg, = h(SK||K1||T3),
and verifies ver?,

5
SK = vergg. If the values are the same, OBU authen-
ticates edge server, and they negotiate a session key (SK) which is
used for further communication. The whole process is shown in
Table 2.

4 SECURITY ANALYSIS

In this section, we have done the security analysis in two ways,
formal and informal. In informal, we have theoretically explained
the resistance against different attacks and in formal, we have used
Scyther tool [4]. In Section 4.1 the informal analysis and in the
Section 4.2 formal analysis is done.

4.1 Informal Analysis

In this section, we discuss how LightKey resists different types of
attacks. We explained each attacks separately.

1. Replay Attack: In LightKey, we have included the time stamp
values such as Ty, Tz, and T3 in msgi, msgs, and msgs, through which
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it is not possible to capture a valid network transmission and then
can not re-transmit it later.

2. Man-in-the-Middle Attack: In LightKey, we have used hash
values, such as, D1, Dy, Cy, C2, Cs for communication. Here, A can
not guess and retrieve the original values from these parameters.
The pre-image characteristic of hash functions restricts adversaries
from obtaining the real values from the hashed values.

3. Impersonation Attack: In LightKey, several messages msgi,
msga, msgs, and msgy are exchanged between OBU and ES through
a public channel. Let us assume that A got some of these messages
from the public channel and behaves as a legitimate user. In order to
do so, A should compute IDppyy and PIDppgy . However, without
the knowledge of D and r3, s/he cannot compute a valid IDppy and
PIDopy . Furthermore, hash functions are used for the computation
of these values. Therefore, an impersonation attack is not possible
in LightKey.

4. Physical Vehicle Capture Attack: In LightKey, the OBU of the
vehicle stores the parameter (Ag, A7), where A¢ = K1 ® h(IDopy ||
PWppy) and A7 = h(IDogy ||PWou ||K1). Therefore, without the
knowledge of IDopy and PWppy, A can not compute a valid K,
as guessing two different values in the polynomial time is infeasible.
Furthermore, all these values are different from other vehicles, so
it is not useful for constructing the session keys of other vehicles.

5. Session Key Disclosure Attack: The computation of session key
(SK) is done with the help of these parameters, such as PIDopy,
IDEgs, r3, and ry4. In LightKey, we do not share the values (PIDopy,
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Table 2: Authentication Phase

On Board Unit {IDgg, K;}

Edge Server {IDgs}

Select a random number: ry

Computes: Dy = h(IDgs|[111) & rp
Computes: Dy = h(IDgs||r2||T1)
Computes: D3 = IDopy @ D2

Computes: Dy = h(IDopy |[IDEs||D2||T1)

Choose a random number: r3

Computes: C1 = r3 & h(K7)

Computes: PIDogy = h(IDogu||r3)
Computes: C2 = PIDopy @ h(r3)
Computes: C4 = h(PIDogy ||IDgs||r3|T2)

Computes: ry = h(r3) ® Cs

Computes: SK = h(PIDopuy ||IDgs||r3l|r})
vergy = h(SK\'|K1||T3)

Verify: verg, z versi

If yes, OBU authenticates ES,

they negotiate a session key (SK)

(used for further communication)

mgsy = {D1,D3, Dg, T }
Mg T AL s T T

mgsz = {ACK message}
P ittty

mgs3 = {C1,C2, Cq, T2}
BT e e 2]

mgsy = {versk, Cs, T3}
—— oY

Computes: ry = h(IDgs||111) & Dy

Computes: D = h(IDgs|r2) ® Ty

Computes: IDopy = D3 ® D}

Computes: D} = h(IDopy ||[IDEs||D;|T1)

Verify: D} £ Dy

If yes, fetch (K1) from Table Tgs corresponding to IDppy .

Computes: r3 = C1 @ h(K7)

Computes: PIDogy = Co @ h(r3)
Computes: Cj = h(PIDopy |[IDgs||r3||T2)
Verify: C £ ¢4

If yes, ES authenticates OBU.

Choose a random number: ry

Computes: SK = h(PIDogy ||IDgs||r3||r4)
Computes: versg = h(SK||K1||T3)
Computes: Cs = h(r3) @ ry

USING PUBLIC (INSECURE) COMMUNICATION CHANNEL

usertype KeyNonce,Data;
const XOR: Function; [
const Hash: Function; i
i
i

const Concat: Function;
const r1,r2,r2,r3;
protocol MyProposed(OBU,EdgeServer)

const x1,x2;

role OBU

{

const
(€1,C2,C4,C5,01,D2,D3,D4,1Des,111,T1,IDobu,K1,PIDobu
,T2,ACK,verSK,SK,r4',K3,T3,x1,x2;

fresh r2: Nonce;

macro D1=XOR(Concat(IDes,111),r2);

macro D2=Hash(Concat(IDes,r2,T1));

macro D3=Hash(r2,x2,x1);

macro D4=Hash(Concat(IDobu,IDes,D2,T1));
send_!1(0BU,EdgeServer,D1,D3,D4,T1);
recv_I2(EdgeServer,0BU,ACK);

fresh r3: Nonce;

macro C1=XOR(r3,Hash(K1));

macro PIDobu= Hash(Concat(IDobu,r3));
macro C2=XOR(PIDobu,Hash(r3));

macro C4=Hash(Concat(PIDobu,IDes,r3,T2));
send_!3(0BU,EdgeServer,C1,C2,C4,T2);
recv_4(EdgeServer,0BU,verSK,C5,T3);

macro r4'=XOR(Hash(r3),C5);

macro SK=Hash(Concat(PIDobu,IDes,r3,r4));
macro verSK'=Hash(Concat(SK,K1,K3));
‘match(verSK',verSK);

claim(OBU, Secret, IDobu);

claim(OBU, Secret, PIDobu);

claim(OBU, Secret, SK);

claim(OBU, Secret, r1);

claim(OBU, Secret, r2);

claim(OBU, Secret, r3);

claim(OBU, Niagree);

claim(OBU, Nisynch);

claim(OBU, Alive); gl
claim(OBU, Weakagree); ]
}

I
!; role EdgeServer

;. const
(1,62,C4,C4',5,D1,02,D2',D3,D4,IDes,111,T1,1Dobu,K1,PIDob |

u,T2,ACK verSK,SK,r4'K3,13;
recv_!1(OBU,EdgeServer,D1,D3,D4,T1);
macro r2=Hash(Concat(IDes,111),D1);
macro D2'=XOR(Concat(IDes,r2),T1);

I- macro IDobu=XOR(D3,D2");
', macro D4'=Hash(Concat(IDobu,IDes,D2',T2));

match(D4',D4);
send_!2(EdgeServer,0BU,ACK);
recv_!3(OBU EdgeServer,C1,C2,C4,T2);

Y| macro r3=XOR(C1,Hash(K1));
- macro PIDobu=XOR(C2,Hash(r3));
- macro C4'=Hash(Concat(PIDobu,IDes,r3,T2));

match(C4',C4);
fresh r4: Nonce;

 macro SK=Hash(Concat(PIDobu,IDes,r3,r4));

macro verSK=Hash(Concat(SK,K1,T3));
macro C5=XOR(Hash(r3),r4);
send_!4(EdgeServer,0BU,verSK,C5,T3);
claim(EdgeServer, Secret, D2);
claim(EdgeServer, Secret, SK);
claim(EdgeServer, Secret, r1
claim(EdgeServer, Secret, r2
claim(EdgeServer, Secret, r3

(

(

(

);
);
);
)

claim(EdgeServer, Secret, r4
claim(EdgeServer, Niagree);

1 claim(EdgeServer, Nisynch);
:i claim(EdgeServer, Alive);
i claim(EdgeServer, Weakagree);

Scyther results: verify

Status Comments

! yproposed 08 MyProposed, 0BT secretiDobu ok Noattadks within bounds.
MyProposed, 0BU2 Secret Hash(Concat((Dobu,3)) 0k No attacks within bounds.

MyProposed, 0BU3 Secret Hash(Concat(Hash(Concat{IDobu,3)) IDes.r3, 0k No attacks within bounds.

MyProposed, 0BU4 Secretr1 0k No attacks within bounds.

MyProposed, 0BUS Secretr2 [ Noattacks within bounds.

MyProposed, 0BUS Secrelid ok Noattacks within bounds.

MyProposed, 0BUT Niagree ok Noattacks within bounds.

MyProposed, 0BUS Nisnch ok Noattacks within bounds.

MyProposed, 0BUS Alive 0k No attacks within bounds.

MyProposed, 0BU10 Weakagree 0k No attacks within bounds.

Edgeserver  MyProposed Edgeserver!  Secret Kash(Concat(Des,2T) ok Noattacks within bounds.
MyProposed,EdgeServer2  Secret Hash (Concat(iDobu,3)),..  OK Noattacks within bounds.

MyProposed Edgeservers  Secretrt ok Noattacks within bounds.
MyProposed,EdgeServers  Secret Hash{Concat{IDes,111) XOR(Concat(IDes,111),. Ok Noattacks within bounds.
MyProposed,EdgeServer5  Secret XOR(OR(r3,Hash(K1)) Hash(K1)) 0k No attacks within bounds.

MyProposed dgeservers  Secretrd ok Noattacks within bounds.

MyProposed Edgeserver]  Niagree ok Noattacks within bounds.
MyProposed,EdgeServer8  Nisynch Ok No attacks within bounds.

Figure 2: (1) SPDL Code for OBU, (2) SPDL Code for Edge Server, (3) Scyther Simulation Results
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r3, ra) directly in the public channel during the communication
between OBU and ES. The computation of 3 depends on the value
Kj, which is known only to OBU and ES. Moreover, the utilization
of the hash function prevents A from getting the exact values.

6. Ephemeral Secret Leakage Attack: In LightKey, we use dif-
ferent random numbers for the computation of session keys in
different sessions. The computation of session key of the present
session does not utilize the session key of the previous session.
If A somehow gets the present session key, s/he can not guess
the previous or future session keys. Moreover, LightKey utilizes
both short-term (r3, r4) and long-term (PIDppgy) secrets for the
computation of session key. Therefore, LightKey is resilient against
the ephemeral secret leakage attack and achieves the property of
perfect forward or backward secrecy.

4.2 Formal Analysis using Scyther Tool

The LightKey is implemented on a prominent security simulation
tool called Scyther which is used for automatic verification. It is a
push-down tool and mainly used for falsification, verification, and
analysis of different types of security protocols. One of the advan-
tages of Scyther is that it can be freely downloaded. Moreover, it
offers several novel features, such as unbounded verification, multi-
ple protocol analysis support, and infinite sets of traces verification
which are not provided by other tools. This abstraction tool is an
extension of the Scyther security protocol verification tool with an
abstraction module. Given a protocol model and a desired property,
this module automatically computes a stack of successively more
abstract models and properties with the most abstract pair at the
top. The tool then repeatedly pops such an abstraction from the
stack and tries to verify it. If the verification succeeds by soundness
of the abstraction process then, we can conclude that the original
protocol satisfies its properties. If the verification fails, there is
an attack on the abstraction. In this case, the module determines
whether the attack is real, that is, can be replayed in the original
protocol. If so, this is reported to the user. Otherwise, the attack is
spurious, the module pops, and analyzes the next (more concrete)
abstraction from the stack. The experiment is done on a system
equipped with an i7 processor of 3.60 GHz on Windows 10 (64-bit
Operating System), Ubuntu version 20.04, and 16.0 GB of RAM.
The Scyther operates under the Dolev-Yao adversary model [5]. In
this model, a most powerful adversary can intercept, delete, alter,
and/or modify any messages by communicating with parties over
an insecure channel. The claim events namely, send and receive
(recv) indicates sending and receiving a message and are used to
declare the roles of various entities. The match event is used for
the comparison purposes between two parameters i.e., specifying
pattern matching. The claim events are checked by considering
the random numbers, session keys, and secrecy of secret keys. The
input language used by the Scyther is called “Security Protocol
Description Language (SPDL)/ SPDL programming language”. In
Fig. 2, we have shown (1) the SPDL codes of OBU, (2) codes of edge
server, and (3) Scyther output respectively. In the Sycther output,
the results ‘OK’ obtained from the experimental studies show that
LightKey is safe under known security attacks and succeeds in
outperforming other existing protocols.
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5 PERFORMANCE ANALYSIS

In this section, we have done the performance analysis by consid-
ering ‘execution time/computation cost’ as main criteria because it
decides the lightweight property, [1]. The term computation cost
refers to the time taken by the operations used by the scheme. The
execution time taken by complex operations are high which in-
creases the computation cost of the whole scheme. At the same
time, the complex operations offers higher security [2]. If the com-
putation cost of the scheme is high then the scheme will not be
lightweight. Hence, it is very difficult to provide a benchmark be-
tween security and lightweight property. In IoVs, it is essential
to provide a lightweight scheme due to the highly dynamic na-
ture of vehicles. So, we have taken extra care to design a scheme
which is lightweight as well as resistant to most common vehicular
networking attacks.

In LightKey, we provided a balance between security and light-
weight property. We ensure the lightweight property by using the
operations which takes less execution time. We ensure higher se-
curity using the same operations but the scheme is designed in
such a way that it should resist a higher number of attacks than
the state-of-the-art. The simulation is done on an Ubuntu 12.04
virtual machine with an Intel Core 15-4300 dual-core 2.60 GHz
CPU [6]. The simulation uses the JPBC library Pbc-05.14 [7, 20]
and the JCE library [26] to evaluate the execution time of different
cryptographic operations used in LightKey and other schemes. The
operations, execution time required by OBU, and execution time
required by server are summarised in Table 3. The table includes
both lightweight and complex cryptographic operations. For ex-
ample, hash is a lightweight operation where as bilinear pairing,
modular exponential are complex operations (time consuming).

In Table 4, the comparison of computation time with closely
related schemes is done. We have taken 10 different schemes for
comparison. From the table, it is evident that LightKey is an ul-
tralightweight scheme than other state-of-the-art. From Table 4,
it is also observed that, some schemes are taking less execution
time than LightKey; however, they are not resistant to some of the
attacks (physical vehicle capture, ephemeral secret leakage, per-
fect forward/backward secrecy) which are considered in LightKey.
In this way, LightKey provided a balance between security and
lightweight property. In Fig. 3, we have graphically shown the com-
putation cost comparison between competitive schemes. From the
graph, it is evident that LightKey takes only 0.3 milliseconds for the
execution, which makes it lightweight among all other competitive
schemes.

6 CONCLUSION

The primary goal of IoV systems is to provide an integrity preserved
and real-time data between vehicles, cloud systems, and IoT devices
in a manageable way. For an efficient and controllable IoV com-
munication system, different intelligent solutions are important.
However, the complex structure of these networks adds difficulty in
building a secure and intelligent system. Moreover, these systems
are open and heterogeneous in nature. Hence, providing a balance
between security and lightweight property is not an easy task. In
this paper, we have designed LightKey in such a way that it satisfies
both criteria. We verified LightKey against different networking
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Table 3: Execution Time Required by Different Operations Used in LightKey and the State-of-the-art

Cryptographic Operation Notation | OBU (in milliseconds) | Server (in milliseconds)
Hash Ey, 0.026 0.011
Message Authentication Code Emac 2.9 1.23
Modular Exponential E. 7.86 2.34
Scalar Multiplication Eeem 5.9 2.6
Bilinear Pairing Epp 9.23 3.78
Point Addition Eeca 0.35 0.14
Symmetric En/Decryption Eenc/Eden 0.079 0.041
Physically Unclonable Function (PUF)- 128-bit arbiter Ep 0.12 -
Fuzzy Extractor Reproduction Ege 3.28 -
Retrieval Algorithm Erer 3.31 -
Table 4: Computation Time Comparison with other Competitive Schemes
Protocol Vehicle/user RSU TA/CS \S Total Cost
Wazid et al. [23] 8Ey, 8Ey, - 8Ey, 24Ey,
Ying et al. [25] E. +5Ep + Egen - E. +5Ep + Egen - 2E¢ + 10Ep, + 2Egen
Mohit et al. [11] 7Ey - 9Ey, 4E) 20Ep
Zhou et al. [27] 7Eecm + 2Eecq + 4Ep - - - 7TEecm + 2Eecq + 4Ep
Chen et al. [3] 3Ee + 7Ep + 1Esen+ 1E, 3Ee + 4Ep + Egen - 6E¢ + 2Esen + 12Ey,
Wang et al. [21] 7Ep + 4Eecm + 2Epy + Ee - - - 7Ep + 4Eecm + 2Epp + Ee
Ma et al. [10] 4Ep, + 3Eeem - 11Ej, + 10Eeem B 15E, + 13Ecem
Othman et al. [12] | 2E;¢; +6Ep + 2Emac + 2Egen - - - 2Eret +6Ep+2Emac+2Egen
Jiang et al. [8] Ep + 13E + 2Eecm + Eenc - 19Ep, + Eecm Ep+12Ep+Eecm | 2Ep +44Ep + 4Eecm + Eenc
Wang et al. [22] 4Eecm + 2Eecq + 6Ep, - 6Eecm +2Eecq +5Ey, - 10Eecm + 4Eecq + 11Ep,
LightKey 10Ep, - - 9Ep, 19Ey,
90 ACKNOWLEDGMENTS

Computation Cost (in milliseconds)

attacks using Scyther simulation tool and proved that it is safe. The
security and performance analysis results show the feasibility of
LightKey, which indicates that it can be implemented on the OBU
of vehicles easily. As part of future work, we will try to implement

[23] [25] [11] [27] [3] [21] [10] [12] [8] [22] Lightkey

Different Schemes

Figure 3: Computation Cost Analysis

it in a real-time scenario.
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